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FISA AMENDMENTS: HOW TO PROTECT AMER- 
ICANS’ SECURITY AND PRIVACY AND PRE- 
SERVE THE RULE OF LAW AND GOVERN- 
MENT ACCOUNTABILITY 


WEDNESDAY, OCTOBER 31, 2007 

U.S. Senate, 

Committee on the Judiciary, 

Washington, D.C. 

The Committee met, pursuant to notice, at 10:10 a.m., in room 
SD-226, Dirksen Senate Office Building, Hon. Patrick J. Leahy, 
Chairman of the Committee, presiding. 

Present: Senators Feinstein, Feingold, Durbin, Cardin, White- 
house, Specter, Hatch, Kyi, Sessions, Graham, Cornyn, Brownback, 
and Coburn. 

OPENING STATEMENT OF HON. PATRICK J. LEAHY, A U.S. 

SENATOR FROM THE STATE OF VERMONT 

Chairman Leahy. The Foreign Intelligence Surveillance Act, or 
FISA, is intended to protect both our national security, but, also, 
the privacy and civil liberties of Americans. 

Changes to that law have to be considered carefully and openly. 
They can’t be eviscerated in secret administration interpretations 
or compromise through either fear or intimidation. 

The so-called “Protect America Act,” passed just before the sum- 
mer recess, was an example of the worst way possible to amend 
FISA. It was hurriedly passed under intense partisan pressure 
from the administration and provides sweeping new powers to the 
government to engage in surveillance without warrants of inter- 
national calls to and from the United States involving Americans. 

It provided no meaningful protection for the privacy and civil lib- 
erties of the Americans who are on those calls. 

Now, this Act will expire next year. So this is the committee’s 
second hearing to inform our consideration of possible legislation to 
take the place of that flawed Act. 

Of course, we have to accommodate legitimate national security 
concerns and the need for flexibility and surveillance of overseas 
targets, but Congress should do that in a way that protects the 
civil liberties of Americans. 

I commend the House committee and I commend the Senate Se- 
lect Committee on Intelligence for seeking to incorporate the better 
ideas from our work this summer into the current legislative pro- 
posals. 

( 1 ) 
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The House of Representatives is considering the RESTORE Act, 
which appears to take a fair and balanced approach, allowing flexi- 
bility for the intelligence community, while providing oversight and 
protection for Americans’ privacy. 

The Senate Select Committee on Intelligence has also reported a 
bill that makes improvements to the current temporary law. In- 
creasing the role of the EISA Court and oversight by the Inspector 
General and the Congress are matters we should have incorporated 
this summer. 

At the outset, I should acknowledge the ^ave concern I have 
with one aspect of S. 2248. It seems to grant immunity or, as Sen- 
ator Dodd called it, “amnesty”, for telecommunications carriers for 
warrantless surveillance activities from 2001 through this summer. 
Those seem to be, on the face of them, at least, contrary to EISA 
and in violation of the privacy rights of Americans. 

Before even considering such a proposal, as we said at the 
Mukasey hearing, a matter that will be before our committee, I 
think, next Tuesday, Senator Specter and I have always been clear 
with the administration that we would need the legal justifications, 
authorizations and other documents to show the basis for the ac- 
tion of the government and the carriers. 

And since the existence of the President’s secret wiretapping pro- 
gram became public in December 2005, this committee sought to 
have relevant information through oral and written requests and 
by conducting oversight hearings. 

After our repeated requests did not yield information the com- 
mittee requested, we authorized and issued subpoenas for docu- 
ments related to the legal justification for the President’s program. 

Einally, this week, the administration, belatedly, responded. Sen- 
ators on the committee and designated staff have begun to receive 
access to legal opinions and documents concerning authorization 
and reauthorization of the program. It’s a significant step and it 
was long overdue. 

I insisted that all members of the committee have access. Repub- 
licans and Democrats alike, and that was agreed to in a meeting 
yesterday, and I am considering carefully what we’re learning from 
these materials. The Congress should be careful not to provide an 
incentive for future unlawful corporate activity by giving the im- 
pression that corporations violate the law and disregard the rights 
of Americans. They’ll be given an after-the-fact free pass. 

If Americans’ privacy is to mean anything and if the rule of law 
is to be respected, I think that would be a wrong result. A retro- 
active grant of immunity, or amnesty, or preemption of State regu- 
lators does more than let the carriers off the hook. 

Immunity is designed to shield this administration from any ac- 
countability for conducting surveillance outside the law. It would 
make it impossible for Americans whose privacy has been violated 
illegally to seek meaningful redress. 

Lawsuits would be dismissed as a result of such a grant of im- 
munity, and perhaps as the only avenue that exists for an outside 
review of the government’s program and honest assessment of its 
legal arguments, especially as the Congress has, for years, been 
stonewalled on this program. That kind of assessment is critical if 
our government is to be held accountable. 
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One of my chief inquiries before deciding to support any legisla- 
tion on the subject is whether it’s going to bring about government 
accountability. Anyone who proposes letting the telecommuni- 
cations carriers off the hook or preempting State authorities or giv- 
ing the type of immunity or amnesty has a responsibility to propose 
a manner to test the legality of the government’s program and de- 
cide whether it did harm to the rights of Americans. 

Safeguarding the new powers we are giving to our government 
is far more than just an academic exercise. FISA law itself is a tes- 
tament to the fact that unchecked government power leads to 
abuse. 

The FISA was enacted in the wake of earlier scandals, when the 
rights and privacy of Americans were trampled because nobody 
was watching. 

We in the Senate, and this committee especially, have a solemn 
responsibility to 300 million of our fellow citizens because the 
American people’s rights and freedom and privacy can be easily 
lost, but once lost, they’re very difficult to win back. 

So I look forward to the testimony of our witnesses. I appreciate 
them being here. 

I will yield to Senator Specter. 

STATEMENT OF HON. ARLEN SPECTER, A U.S. SENATOR FROM 
THE STATE OF PENNSYLVANIA 

Senator Specter. Thank you, Mr. Chairman. I am glad to see 
that we have come a long way in the last 18 months since legisla- 
tion was introduced in mid-2006 to bring the terrorist surveillance 
program under the FISA court, and we have some very important 
considerations to protect U.S. persons, to have the FISA court re- 
view the procedures and to handle minimization in an appropriate 
way. 

With respect to the request for retroactive release of liability, I 
have great reluctance. Part of that stems from the secrecy that the 
government has interposed when we were seeking subpoenas last 
year for the telephone companies. We were thwarted by action of 
the Vice President in contacting Republican members, without noti- 
fying the Chairman, and, as I see the situation, I think the tele- 
phone companies do have a strong, equitable case, but my inclina- 
tion is that they ought to get indemnification, if the court sought 
not to be closed. 

I doubt very much the cases will be proved, but if plaintiffs can 
prove them I think they ought to have their day in court. And it 
is costly, but that’s part of the cost of the war on terrorism. 

Finally, yesterday, we had a closed-door briefing on what is hap- 
pening, and I believe we need more briefings. The government has 
been reluctant to follow the statute on informing the Intelligence 
Committee about FISA until they needed support for the confirma- 
tion of General Hayden as Director of the CIA. And the session we 
had yesterday was an important one and I think we need more in- 
formation from the administration. 

The Chairman has referred to the pendency of the nomination of 
Judge Mukasey to be Attorney General and that is a matter which 
covers the issues which are before us now, or a first cousin, at a 
very minimum. 
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And it is my hope, Mr. Chairman, that we would he ahle to re- 
solve the issues on Judge Mukasey sooner rather than later, and 
I know that’s your inclination, as well. You had wanted to bring 
the matter to a determination by the committee early. 

I think it may be advisable to have a closed-door session, where 
we talk about water-boarding and we talk about torture and we 
talk about those techniques. Earlier this week, in the wake of the 
issue on water-boarding, I had an extensive briefing by General 
Hayden. There are people who overlap on the Intelligence Com- 
mittee with the Judiciary Committee, who know about the details, 
and I believe it is a matter that the full committee ought to be in- 
formed about. 

I think that the extensive letter which Judge Mukasey has sub- 
mitted goes about as far as he can go. He has repudiated water- 
boarding, he has rejected it, but he has stopped short of making a 
determination of legality. And let’s face the facts. The facts are that 
an expression of an opinion by Judge Mukasey prior to becoming 
Attorney General would put a lot of people at risk for what has 
happened. 

Now, they may be at risk regardless of what Judge Mukasey says 
or what the next Attorney General says. And last week, former 
Secretary of Defense Rumsfeld was in France and there was an ef- 
fort made to initiate a prosecution against him, and extraterritorial 
jurisdiction is being asserted by many countries under the Doctrine 
of Crimes Against Humanity. 

Ordinarily, a prosecution can be brought only where the act oc- 
curred, but what Judge Mukasey would say on that subject has re- 
percussions in that direction. 

The standard has been articulated of whether it shocks the con- 
science under the Rochin decision, and that depends upon a totality 
of circumstances. It depends on who is the individual, what access 
the individual has to information, how important the threat is, 
what is the likelihood of getting information which would be crit- 
ical in saving lives. 

We all dodge around the so-called “ticking bomb” case. Nobody 
wants to articulate a principle if there are any exceptions to tor- 
ture, and it is probably advisable not to be explicit in that situation 
because you may make exceptions which will be broadened; as the 
expression goes, you can “drive a truck through.” 

But we do know that the Department of Justice is in dire straits. 
If there’s one thing that this committee, and perhaps the entire 
Senate, is unanimous on, it’s that the Department of Justice is dys- 
functional. 

I think we need extensive assurances. But as I carefully read 
Judge Mukasey’s letter, I don’t know how much more he could say 
than what he has said, considering the exposure to people in collat- 
eral circumstances and considering the impossibility of predicting 
what may be faced with respect to a future potential danger if the 
so-called “ticking bomb” hypothetical were to reach fruition. 

But what I would like to see is us, Mr. Chairman, go into a 
closed session, like we had yesterday. I thought it was very fruitful 
when we were behind closed doors and could talk more openly 
about the subject matter of what the telephone companies have 
been doing and to share information from those who know more 
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about the interrogation techniques and the water-boarding than 
many members of this committee know. 

The Intelligence Committee is privy to that, and they should be, 
but so should this committee, when we have to make a measure- 
ment and make a decision about the adequacy of what Judge 
Mukasey has said on a subject which could defeat his confirmation. 

No doubt, the confirmation is at risk at this moment because he 
has not answered the question categorically, and I think we need 
to have a very frank discussion, with more facts available, and I 
believe that can only be done in a closed-door session. 

I would hope we might do that early next week. Hopefully, we 
could get Judge Mukasey on the agenda for next week and either 
fish or cut bait on this important matter. 

Chairman Leahy. As I said. Judge Mukasey will be on the agen- 
da on Tuesday, but I think there are a whole lot of — and the reason 
I’m doing it Tuesday and not Thursday is because — and, of course, 
everybody’s rights are protected under that — there are a whole lot 
of other issues that he responded to late last night involving, 
among other things, executive authority, his views on the ability of 
the executive to override laws passed by Congress, his views on the 
executive being able to preempt congressional actions on contempt 
citations and things like that that others want to consider. 

So it’s not just the water-boarding issue. Obviously, many of us 
felt that the United States, which would roundly and universally 
condemn the water-boarding of an American held by any other 
country, many of us had felt that the Attorney General nominee 
should do the same thing. 

It would put us back just to think, without even taking current 
times, to the old Soviet Union days. If the then-Soviet Union had 
picked up an American, water-boarded that American, you’d have 
535 Members of the Congress, House and Senate, who would vote 
for a resolution condemning that, and whoever was present. Demo- 
cratic or Republican, would have condemned it. 

That is one of the concerns I hear expressed by Americans. But 
let’s not go into debate on that. We will have plenty of time to de- 
bate this issue. That’s why I’m setting aside a special time just for 
this matter. 

We have before us Kenneth Wainstein, who served as the First 
Assistant Attorney General for National Security since September 
2006. I’m sure he thinks that time has gone by so rapidly. 

Prior to this appointment, he has held various positions in the 
Justice Department, including as the United States Attorney for 
the District of Columbia, where we first met. When I say that, I 
hasten to add, not because I or any member of this committee was 
before him in that capacity. He also served as chief of staff to the 
Director of the FBI, where we also had dealings. 

Mr. Wainstein, would you please stand and raise your right 
hand? 

[Whereupon, the witness was duly sworn.] 

Chairman Leahy. Of course, your full statement will be made 
part of the record, but, please, go ahead. 
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STATEMENT OF KENNETH L. WAINSTEIN, ASSISTANT ATTOR- 
NEY GENERAL, NATIONAL SECURITY DIVISION, U.S. DEPART- 
MENT OF JUSTICE, WASHINGTON, D.C. 

Mr. Wainstein. Thank you, sir. Chairman Leahy, Ranking Mem- 
ber Specter, members of the committee, I want to thank you all for 
this opportunity to testify before you on this important matter. I’m 
proud to be here to represent the Department of Justice and to dis- 
cuss our views on this veiy important issue with you. 

I’d like to take a few minutes just to discuss three specific points. 
I’d like to explain, first, why it is I believe that Congress should 
permanently legislate the core provisions of the Protect America 
Act; second, how it is that we’ve gone about implementing the au- 
thority in the Protect America Act with significant oversight mech- 
anisms and congressional reporting; and, third. I’d like to give you 
our preliminary views on the thoughtful bipartisan bill that was re- 
ported out of the Senate Intelligence Committee 2 weeks ago. 

Before I do that. I’d like to express our appreciation for the at- 
tention that Congress has given to this important issue. Congress 
has held numerous hearings and briefings on the issue over the 
past year or so and that process has produced the Protect America 
Act, which was a very significant step forward for national secu- 
rity, and in the Senate, it culminated in a bipartisan bill referred 
to this committee, S. 2248, which was voted out on a strong 13- 
2 vote. 

We applaud Congress for its initiative on this issue and its will- 
ingness to consult with us as it moves forward on FISA moderniza- 
tion. 

Let me turn to why I believe that the core provisions of the Pro- 
tect America Act need to be made permanent. 

The government’s surveillance activities are a critical, if not the 
most critical part, of our investigative effort against international 
terrorists and other national security threats. By intercepting these 
communications, we get an insight into their capabilities, their 
plans, and the extent of their networks. 

Before the Protect America Act, however, our surveillance capa- 
bilities were significantly impaired by the outdated legal frame- 
work in the FISA statute. FISA established a regime of court re- 
view for our foreign intelligence surveillance activities, but not for 
all such activities. 

The court review process that Congress designed applied pri- 
marily to surveillance activities within the United States, where 
privacy interests are the most pronounced, and not to overseas sur- 
veillance against foreign targets, where cognizable privacy interests 
are minimal or nonexistent. 

While this construct worked pretty well at first, with the vast 
changes in telecommunications in the past 29 years, a good number 
of our surveillances that were originally not intended to fall within 
FISA became subject to FISA, those which are targeted outside the 
U.S., which required us to go to court to seek authorization and ef- 
fectively conferred quasi-constitutional protections on terrorist sus- 
pects and other national security threats who are overseas. 

Over that same period, we were facing an increasing threat from 
A1 Qaeda and other international terrorists and it was the com- 
bination of these two factors, the increasing burden of FISA and 
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the increasing threat, that brought us to the point where we need- 
ed to update FISA. 

In April of this year, we submitted to Congress a comprehensive 
proposal to modernize FISA. As the summer progressed. Congress 
recognized the immediate need to address the rising threat and 
passed the Protect America Act, which clarified that overseas sur- 
veillances are not subject to FISA Court review. And within days, 
we implemented that new authority and the DNI has announced 
that we’ve filled the intelligence gaps that were caused by FISA’s 
outdated provisions. 

We’ve recognized, from the very moment that the Protect Amer- 
ica Act was passed, that Congress would reauthorize this authority 
only if we could demonstrate to you and to the American public 
that we can, and will, exercise this authority responsibly and con- 
scientiously. 

To that end, we imposed oversight procedures upon ourselves 
that are well beyond those required in the statute and we com- 
mitted to congressional reporting that’s well beyond that required 
in the statute, and in the process we’ve established a track record 
of responsible use of the Protect America Act, a track record that 
provides solid grounds for Congress to permanently reauthorize it. 

Against that backdrop, the Senate Intelligence Committee re- 
cently voted out S. 2248. And we’re still reviewing the bill, but we 
believe that it’s a balanced bill that includes many sound provi- 
sions. It would allow our intelligence professionals to collect foreign 
intelligence against targets located overseas without obtaining 
prior court approval, and it also provides retroactive immunity to 
electronic communications service providers who assisted the gov- 
ernment in the aftermath of 9/11. 

We believe this immunity provision is necessary, both as a mat- 
ter of fundamental fairness and as a way of ensuring that pro- 
viders will continue to provide cooperation to our surveillance ef- 
forts. 

That bill also remedies the possible over-breadth concerns that 
some had regarding the Protect America Act, and it includes sig- 
nificant oversight and reporting mechanisms. 

We do, however, have concerns about certain provisions in the 
bill; in particular, the sunset provision and the provision that 
would extend the role of the FISA Court, for the first time, outside 
our borders by requiring a court order when we surveil a LJ.S. per- 
son who is acting as an agent of a foreign power outside the U.S. 

However, we look forward to working with this committee and 
Congress to address those concerns and to seize this historic oppor- 
tunity to achieve lasting modernization of FISA that will improve 
our ability to protect both our country and our civil liberties. 

Thank you for the opportunity to testify, and I look forward to 
answering your questions. 

Chairman Leahy. Well, thank you for your statement. 

[The prepared statement of Mr. Wainstein appears as a submis- 
sion for the record.] 

Chairman Leahy. When you deal with something like this, it’s 
very difficult to be sure what parts we’re dealing with in open ses- 
sion, but the Senate Intelligence Committee, in their report on 
their legislation, said that the government provided letters to elec- 
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tronic communication providers at regular intervals between late 
2001 and early 2007 to justify the existence in this program of 
warrantless wiretapping. 

All these letters stated the activity has been authorized by the 
President. All but one stated the activities had been deemed lawful 
by the Attorney General. 

So is it the position now of the government that these letters 
were certifications that made it legal for the companies to assist 
the government? 

Mr. Wainstein. Those letters were the assurances that were pro- 
vided to the companies that this was a program directed or author- 
ized by the President and that they were legal, and if you look at 
the criteria in the retroactive immunity provision in the Senate In- 
telligence bill, those criteria are satisfied. 

Chairman Leahy. If they said that this would make it legal, why 
is it necessary to provide immunity? Wouldn’t it be just better, 
maintaining faith in government, to let our judicial system make 
that determination? 

I mean, the government has already told the carriers that this 
was legal. Why do we need to do further? Shouldn’t the courts be 
allowed now to say whether the government was right in saying 
that? 

Mr. Wainstein. Well, I understand the sentiment that we should 
be allowed to go — people who feel like they are aggrieved should be 
allowed to go into court and, as a standard matter, that makes 
sense. 

The problem here is that, sort of as I alluded to earlier, there’s 
a basic fundamental matter of fairness that the government, at the 
highest levels, in the aftermath of the worst attack upon the 
United States, at least since Pearl Harbor, went to these providers, 
who are the only ones who can provide the assistance for critical 
communications intelligence work — went to them, said, “We need 
this work. It’s lawful. It’s been deemed lawful at the highest levels 
of the American government and we need that assistance.” 

Chairman Leahy. I accept that. But so why shouldn’t that be 
enough? Why do you have to pass further legislation? 

If you feel secure in what you did, why ask for further legisla- 
tion? Why not let the courts just deal with the certification made 
by the President that this was legal? 

Mr. Wainstein. Well, we feel that it’s unfair to — 

Chairman Leahy. Unless you’re not comfortable with having 
made that certification. 

Mr. Wainstein. No. And I don’t believe the concern is airing out 
what the government did or didn’t do. The concern is airing out 
what the companies did and putting them through the cost, litiga- 
tion, the exposure, the difficulty of litigation, when they were really 
just doing what they did to protect the country. 

If there are to be lawsuits, they should be against the govern- 
ment. The problem with any lawsuits against the companies is that 
it’s unavoidable that very sensitive classified information is going 
to be released, and we’ve seen this already in this litigation. 

Chairman Leahy. If you make a blanket assertion of state se- 
crets, then you do have difficulty. But if you’re just going to use 
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the specific classified information needed, that’s done by courts all 
the time. The classified information is looked at in camera. 

Why couldn’t that be done here? 

Mr. Wainstein. That’s right, but in my experience, the classified 
information that’s subject — 

Chairman Leahy. You had that as U.S. Attorney. 

Mr. Wainstein. Yes. Yes. And there is a standard — there’s CIPA, 
the statute that allows the government to use classified informa- 
tion to bring a prosecution that implicates classified information 
and insulate from unwarranted disclosure. 

The problem is that the whole cause of action here, the whole 
sort of mode of conduct being challenged is a highly classified pro- 
gram and our adversaries — our adversaries, they’re not ignorant. 
They know that this is going on and they know to watch what’s 
happening in the news, because they want to get tips as to how it 
is we’re trying to surveille them, and the adversaries aren’t just 
terrorists in caves. They’re also potentially foreign services that are 
pretty sophisticated. So every little nugget of information that 
comes out in the course of these litigations helps our enemies. 

In addition, I would say you’ve got to also keep in mind — 

Chairman Leahy. So should we be prosecuting — if that’s the 
case, be prosecuting the New York Times and others for having 
printed all this? I mean, they gave the information. 

Actually, Congress found out about the things that were sup- 
posed to have been reported to Congress and never was. We read 
it on the front page of the New York Times. 

Mr. Wainstein. No. I’m not advocating prosecutions — 

Chairman Leahy. I didn’t think so. 

Mr. Wainstein. — in that realm. What I’m saying, though, is that 
there are serious concerns on the part of — 

Chairman Leahy. In my experience. I’ve only had one govern- 
ment official recommend or say they wanted to investigate the New 
York Times and prosecute them, and that person is no longer alive. 

Go ahead. 

Mr. Wainstein. Also, I’d direct your attention to the fact that 
these providers — I can’t go into exactly which providers they 
were — ^but you could imagine that these are companies that might 
well have personnel and facilities around the world and they’ve got 
a very serious concern that if they get identified, intentionally or 
unintentionally, through litigation, those facilities, those personnel 
might well be subject to risk, because they have been identified as 
assisting us in our efforts against terrorists. 

Chairman Leahy. For those who think that there should be some 
accountability on the part of our government, and obviously the 
government did not want to have that accountability, they did not 
go to the people in even the Congress, where there may be a check- 
and-balance, acted totally outside of any kind of accountability, 
until somebody within your administration leaked all this to the 
press. 

Isn’t there some way — how do you find a way to assess the legal- 
ity and appropriateness of this warrantless wiretapping program? 

If you say we can’t have court cases, we’ve got to have immuniza- 
tion, how do you assess this? 
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Mr. Wainstein. Well, I think that if there are to be lawsuits — 
I mean, the concern people have here is with the legality of the 
program and that legality determination was made by the govern- 
ment. 

So if people have a concern about it, it should be — any litigation 
should be directed at the government. 

Chairman Leahy. Okay. But then you have a catch-22. The gov- 
ernment says, “Ah, state secrets.” 

Mr. Wainstein. Right, which we would say in the context of liti- 
gation against the carriers, as well, which is — 

Chairman Leahy. But you’re going to say it against the govern- 
ment. So there really is no way to find the government accountable. 

If we give blanket amnesty to the companies, then you’re not 
going to be able to sue the government. They’re going to provide 
their own amnesty by saying “state secrets”. 

Mr. Wainstein. And we’re in that position right now. No matter 
whether the litigation is directed at the companies or at the gov- 
ernment, state secrets can be interposed. 

Keep in mind, there are numerous — 

Chairman Leahy. Why? Why can’t they just go to classified infor- 
mation, take it in camera? 

Mr. Wainstein. Well, we have to demonstrate that — I mean, we 
have to go and demonstrate that state secrets are going to be impli- 
cated here, that the litigation can’t go forward without divulging 
state secrets, and we invoke the doctrine. 

But keep in mind, if I may, Mr. Chairman, there are many inves- 
tigations going on right now about the propriety of what was done 
or not done under the terrorist surveillance program. 

So in terms of accountability, if there is wrongdoing, that wrong- 
doing is being ferreted out in ways, very traditional ways, other 
than litigation. 

Chairman Leahy. I’m not sure of that, because it seems that 
you’re putting up brick walls everywhere somebody might look at 
it. 

Let me ask you one, and my final, question. The House is consid- 
ering the RESTORE Act. They have a provision calling for the De- 
partment of Justice Inspector General to audit all government sur- 
veillance programs that occurred outside of FISA in the years fol- 
lowing 9/11. 

Now, they weren’t audited. Even if we were to grant retroactive 
immunity to the telephone companies, do you object to Congress 
providing for such an audit in the bill that might go to the Presi- 
dent? 

Mr. Wainstein. As I recall, the RESTORE Act provides or di- 
rects the Department of Justice Inspector General to do oversight — 
ironically, sort of oversight of intelligence community agencies — 
and we did have some concern about that, just because that’s a lit- 
tle bit outside the DOJ/IG’s lane; very strong Inspector General, I 
grant you, but outside his lane. So we had some concerns about 
that. 

We also thought that injecting the whole terrorist surveillance 
program issue into this was unfortunate, because this is an effort, 
this being this legislation, is an effort to get Congress and the exec- 
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utive branch on the same page so that the constitutional issue of 
what can or can’t be done under executive authority is not there. 

Constitutionally, there’s no pressure on that issue. So we think 
it’s a better approach to say, okay, let’s leave that aside in terms 
of whether the TSP was within the constitutional authority of the 
President or not, legal or not, and just focus on how we’re going 
to fix FISA for the American people. 

Chairman Leahy. Maybe the difficulty is it seems so unprece- 
dented for the administration to say they actually want to be on 
the same page with Congress — this administration anyway. 

Senator Specter. 

Senator Specter. Thank you, Mr. Chairman. 

Mr. Wainstein, let’s begin by discussing the relative role of the 
courts in protecting civil liberties and what it would mean to grant 
retroactive release of liability. 

In the long history of this country, the courts have done a much 
better job in protecting civil liberties than has the Congress, from 
an overreaching executive branch, and we have seen, in this ad- 
ministration, extension of executive authority. 

Now, in many ways it is necessary to protect America, and when 
the administration came to the Congress and asked for a Patriot 
Act, this committee took the lead in providing a Patriot Act with 
expanded executive authority for investigations to fight terrorism. 

We, at the same time, imposed some limitations on oversight, ne- 
gotiated with the administration, and then we found a signing 
statement which reserved the President’s rights under Article 2, 
Commander in Chief, not to pay attention to the negotiated limita- 
tions. 

And if we are to close the courthouse door to some 40 litigants 
who are now claiming that their privacy has been invaded, it seems 
to me we are undercutting a major avenue of redress. 

If, at this late date, the Congress bails out whatever was done 
before and we can’t even discuss what has been done, that is just 
an open invitation for this kind of conduct in the future. 

Why not provide for indemnification? I believe the telephone 
companies have a very strong equitable case in saying that they 
were good citizens in responding to what the government ordered 
or requested and that the telephone companies shouldn’t have to 
weigh the importance to national security. 

But isn’t the cost of those lawsuits part of our overall battle 
against terrorism, and isn’t it infinitesimal cost, and isn’t it likely 
that these lawsuits are not going to be successful? 

You find the Federal Government interposing the Doctrine of 
State Secrets very broadly, trying to stop reviews under the ter- 
rorist surveillance program in the San Francisco Federal Court, or 
stopping litigants who have claimed torture on rendition can’t go 
to court, can’t have a hearing, because of the State Secrets Doc- 
trine. 

So it’s a two-part question. Number one, why not make it a mat- 
ter of indemnification, and isn’t such indemnification really likely 
to cost the government very little, if anything, because these suits 
are destined for failure? 

Mr. Wainstein. I guess I would go back. Senator Specter. I’d go 
back to sort of the foundational issue for me, which is, these were 
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companies operating in good faith, on assurances from the govern- 
ment. If there is fault here, it’s fault in the legal analysis and the 
decisions made by the government. 

Senator Specter. I concede they’re operating in good faith, and 
if they’re indemnified, they’re not going to be harmed. They’re 
going to be held harmless. 

So why not do that? 

Mr. Wainstein. True. I think you’re right. It may be, as a legal 
matter, in terms of damages, they might be held harmless. But in- 
demnification just means that we would pay the bills at the end 
of the process, but they’d have to go through the process. 

And keep in mind, there is a lot of damage inflicted on these 
companies from having to go through the litigation, to be subject 
to discovery. 

Senator Specter. What do they have to go through when you im- 
pose the State Secrets Doctrine? I can’t even question you in a Ju- 
diciary Committee hearing about what has gone on, because it’s a 
secret, and every time you impose the — ^virtually every time you 
impose the State Secrets Doctrine, you win. Those witnesses don’t 
even have to appear. They’re not going to be deposed. There’s no 
discovery. They’re cutoff at the pass, aren’t they, really? 

Mr. Wainstein. Well, there’s no assurance that we’re going to 
prevail every time we interpose with the State Secrets Doctrine 
and the litigation still has to get to that point. 

And keep in mind that we’re also dealing with an industry that 
really has the access to the communications that we absolutely 
need and it’s critical that we maintain cooperation with these com- 
panies. 

If they find that they’re constantly being pulled into courts for 
assistance with the government — 

Senator Specter. Have you suggested to them that you would 
grant them indemnification? 

When I’ve talked to the telephone companies and commented 
about that, they seem to think that that would answer the ques- 
tion. 

Have you asked them? 

Mr. Wainstein. I know there have been discussions about var- 
ious options — indemnification, substitution — ^but anything else to 
keep them out, anything that keeps litigation going also com- 
promises secret information about sources and methods that we 
have a very serious concern about. 

If we don’t prevail with state secrets, then there’s no guarantee 
that information is not going to get out. In fact, even just the filing 
of lawsuits and the allegations made can actually end up — allega- 
tions made in the initial pleadings can end up compromising sen- 
sitive sources and methods. 

Senator Specter. Oh, really? Allegations in a lawsuit for people 
who are plaintiffs who don’t have any inside information? 

Mr. Wainstein. Yes. 

Senator Specter. If they know something, it must be in the pub- 
lic domain. 

Let me move to one other line of questions, and that is to protect 
U.S. persons. 
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Admiral McConnell testified that there were 46 persons abroad, 
U.S. persons under surveillance abroad. 

Why not require a showing of probable cause? And, also, on U.S. 
persons who are the recipients of calls from overseas? If you have 
a call from overseas to another overseas point going through a U.S. 
terminal, I can readily agree with your point that that is not an 
involvement of a U.S. person. 

But where a U.S. person is targeted abroad or when it is deter- 
mined that a U.S. person is being under surveillance from a foreign 
call, why not require a statement of probable cause and approval 
of a warrant by the Foreign Intelligence Surveillance Corps? 

Mr. Wainstein. Yes, sir. Good questions. Two separate ques- 
tions. In terms of the question of whether we should have to go to 
the FISA Court to make a probable cause showing before we 
surveille a U.S. person outside the United States, that arose in the 
context of an amendment that was attached to the Senate Intel- 
ligence bill that was reported. 

Senator Specter. The Wyden amendment. 

Mr. Wainstein. Right, the Wyden amendment. And that has 
been an area of much debate back and forth. As you know, under 
traditional procedures since 1981, FISA did not require that we get 
a — in the statute itself in 1978, it did not require that we get a 
court order for a U.S. person overseas because of that person’s U.S. 
person status. 

Instead, what we had is an executive order that was passed in 
1981 that required that every time the government wants to 
surveille a U.S. person overseas, the Attorney General, himself or 
herself, personally, has to make a finding of probable cause that 
that U.S. person is an agent of a foreign power. 

That was challenged at least once in court and has been upheld 
as reasonable under the Fourth Amendment. It has worked quite 
well. We have minimization procedures that limit the dissemina- 
tion, use and retention of U.S. person information that we get from 
those surveillances, and our argument is that mechanism has pro- 
tected American civil liberties quite well. 

There are downsides to imposing that, as well, operational 
downsides. For one, you’re taking the FISA court and, for the very 
first time, putting the FISA court into surveillances targeted out- 
side the United States. 

The statute itself will be saying, for a person who’s outside the 
U.S., you still have to go to the FISA court, which is a new exten- 
sion of FISA court jurisdiction. 

Operationally, it would also potentially bring the FISA court into 
the realm of having to deal with foreign laws, for instance, laws 
that might be in effect in the foreign countries where we want to 
do the surveillance. 

So there are some complicated operational matters, some which 
I think are better left to be discussed in a classified setting, that 
I think are implicated by requiring that all overseas surveillances 
against U.S. persons have to go the FISA court. 

Senator Specter. Thank you, Mr. Wainstein. Thank you, Mr. 
Chairman. 

Chairman Leahy. Thank you. Senator Specter. 

Senator Feinstein. 
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Senator Feinstein. Thank you very much, Mr. Chairman. 

Mr. Wains tein, welcome. 

Mr. Wainstein. Good morning. 

Senator Feinstein. I think there are two big issues in this bill. 
One is the immunity provision. The other, in my view, is the exclu- 
sivity provision of the bill. 

Senators Snowe, Hagel, and I filed some additional views, which 
I would like to urge you to read. And what we stated is our very 
strong belief that we believe FISA should be the only legal way of 
acquiring communications of people inside the United States and 
U.S. persons outside of the United States in certain circumstances 
for foreign intelligence purposes, and we go ahead and elaborate on 
it. 

Now, the language in this bill was an Intelligence Committee 
compromise in the sense it was the best, certainly, I could do at 
the time. I am not at all satisfied with it, because it is not com- 
prehensive and it does provide some loopholes, and I think those 
loopholes, candidly, are unacceptable. 

It is my belief that the administration exceeded its authority in 
moving ahead with the terrorist surveillance program, and it is 
also my belief that we have ample history going back that this has 
happened before in the same way that led to the foundation of the 
bill before us, and, of course, that was the Shamrock case in the 
1970s. 

Somehow we don’t learn from our mistakes. I am very concerned 
about the use of Presidential authority in this area. The President 
has claimed the AUMF. I’m here to say that when the AUMF was 
passed, there was no congressional intent that it be used for this 
purpose. That was not discussed. 

I was present at many of the meetings. There was no discussion 
on allowing the AUMF to be allowed for Presidential authority in 
this area. And I believe the initial part of the terrorist surveillance 
program was, in fact, illegal. 

So I want to strengthen the exclusivity provisions to prevent any 
loopholes and to see that it is clear for the future. That’s the first 
point. 

The second point is on the subject of immunity, and this is where 
it becomes extraordinarily difficult for me, with my belief that the 
administration proceeded illegally. Nonetheless, I’ve read the let- 
ters sent to the companies. 

I’m aware of the fact that assurances were made to the compa- 
nies by the executive branch of government. Those assurances may 
well have been wrong, but, nonetheless, these were the assurances 
that the companies were given. This happened 3 weeks after 9/11. 
I understand the tenor within the country. 

The letter sent to us, dated October 29 and signed by Attorney 
General Ashcroft, James Comey, Jack Goldsmith and Patrick 
Philbin, makes this comment: “When corporations are asked to as- 
sist the intelligence community based on a program authorized by 
the President himself and based on assurance that the program 
has been determined to be lawful at the highest levels of the execu- 
tive branch, they should be able to rely on those representations 
and accept the determinations of the government as to the legality 
of their actions.” 
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I happen to agree with that. Then it goes on to say, “The com- 
mon law has long recognized immunity for private citizens who re- 
spond to a call for assistance from a public officer in the course of 
his duty.” 

But the question arises as to whether the situation can’t be bet- 
ter handled, because FISA has both a criminal and a civil prohibi- 
tion in it, and, therefore, I wonder how the administration would 
feel about the capping of damages at a low level. 

And the problem with indemnification is, we score this bill at 
$20-$30 billion, and that becomes a problem, I think, when you say 
the taxpayers should pick this up. This isn’t a mistake made by the 
taxpayers. It’s a mistake, I believe, made by the administration. 

So the question comes, what sense does it make to proceed with 
an indemnification and a cap at a low level? 

Mr. Wainstein. Thank you. Senator Feinstein. I’ll take those in 
reverse order. 

I sort of answered that question, to some extent, to, I believe. 
Senator Specter, in terms of whether indemnification addresses all 
our concerns. 

Obviously, if there is a cap, then it does address the concern that 
the taxpayer might get hit with high damages. But all those other 
concerns would still obtain. We’ll still go through litigation, to the 
extent that state secrets doesn’t short-circuit it. There’s still the 
risk that classified, sensitive information will be disclosed. 

The providers themselves will go through potential reputational 
damage. They’ll go through the difficulty of litigation, depositions, 
discovery and the like, all for having done something which, as you 
said, was based on the assurances from the highest levels of the 
government of the legality of that program and they did so out of 
the patriotic sense that they wanted to help protect the country 
against a second wave of attacks after 9/11. 

So all those other issues, I think, are still there, even if you do 
cap the damages. 

As to your first question about the terrorist surveillance program 
and the — 

Senator Feinstein. Exclusivity. 

Mr. Wainstein [continuing.] — Question of the exclusivity clause, 
I know there is an exclusivity clause that’s in the Senate Intel- 
ligence bill. I think it makes the point quite clearly. 

As I said earlier, I believe that the nice thing about that legisla- 
tion and this process is that we seem to be moving toward a point 
where we are all on the same page, that there is not going to be 
any need for the executive branch to go beyond what FISA has re- 
quired. 

Senator Feinstein. That’s not what this language does. It’s spe- 
cifically crafted in order to get it in that would allow a loophole or 
more than one loophole. 

Mr. Wainstein. Well, it says that it is the exclusive means, that 
the President, if he signs this legislation, is agreeing to that. 

We have operated in accordance with that since January of this 
year. As you know, we went to the FISA Court. We took the ter- 
rorist surveillance program and brought it under FISA court orders 
on January 10 or 17 of this year. 
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So the terrorist surveillance program is no more. It is under 
FISA court order, and I think that’s an important thing for us to 
have done prior to the time that we came to Congress about this 
legislation because it shows that we are operating within FISA, 
even within the constraints of old FISA. 

And I believe that you will then see that if we have a scheme 
which we can use much more easily to protect the nation, there’s 
going to be even less need for this President or future Presidents 
to go outside of FISA. 

And keep in mind, nobody can bind future Presidents as to what 
the constitutional duty is one way or the other. 

Senator Feinstein. My time is up and I want to be respectful of 
the time. 

I disagree with you about the exclusivity. I think this is a subject 
for a classified session and I think that the administration should 
be very candid with us as to what is in exclusivity and what is out 
of exclusivity, and I’ll leave it at that. 

Mr. Wainstein. If I may. Senator Feinstein. I appreciate that 
and we would be very happy to talk to you in a classified setting, 
because there are some operational concerns that we only could air 
out in a classified setting about certain exclusivity clauses that 
have been proposed. 

Senator Feinstein. All right. Thank you. 

Thank you, Mr. Chairman. 

Chairman Leahy. Thank you. 

Normally, it would be Senator Hatch, but he’s not here. 

Senator Kyi. 

Senator Kyl. Thank you, Mr. Chairman. 

I just want to start with — there was a comment made earlier 
about the Department of Justice being dysfunctional, and I would 
dispute that. 

It is true, I think, that it’s in desperate need of leadership, which 
of course could be cured if the Attorney General nominee were con- 
firmed, but I think there are a lot of good men and women at the 
Department who are doing their job under difficult circumstances, 
and we should recognize that. 

My first question, Mr. Wainstein, concerns the legal authority for 
the foreign surveillance program and it is whether you know of any 
case — the only case of which I am aware that has spoken to the 
issue, and it’s dicta, it’s not a holding, but the case has never been 
squarely presented as far as I know, is a FISA case in 2002 titled 
“In Re: Sealed Cases.” 

And this is the pronouncement of the court in that circumstance: 
“The Fourth Circuit, in the Truong case, as did all the other courts 
to have decided the issue, held that the President did have inher- 
ent authority to conduct warrantless searches to obtain foreign in- 
telligence information. We take for granted that the President does 
have that authority and, assuming that is so, FISA could not en- 
croach on the President’s constitutional power.” 

Now, are you aware of that case? 

Mr. Wainstein. Yes, sir. 

Senator Kyl. Did I characterize it accurately, in your view? 

Mr. Wainstein. Yes, Senator. That’s my understanding of the 
case. 
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Senator Kyl. Do you know of any other case in which a court has 
spoken to this question, which goes, of course, to Senator Fein- 
stein’s point about exclusivity? 

Mr. Wainstein. No. Actually, as you quoted from that case, the 
courts that have addressed this issue have determined that the 
President does have that authority and they’ve been consistent in 
that. 

Senator Kyl. Furthermore, in your testimony, on page four, you 
talk about the historic surveillance that we have conducted and the 
history of FISA, establishing a judicial review regime, but not for 
all of our foreign surveillance. 

You say only for certain of those that most substantially impli- 
cated the privacy interests of the people of the United States, 
which I think is accurate, and you point out that it was not in- 
tended to apply to all overseas surveillance. 

And you went on to note that the House report at the time, the 
House Permanent Select Committee on Intelligence report, 1978 — 
I would add that that was under Democratic control — confirmed 
that this was the case and, quoting that report, which explained 
that “The committee has explored the feasibility of broadening this 
legislation to apply overseas, but has concluded that certain prob- 
lems and unique characteristics involved in overseas surveillance 
preclude the simple extension of this bill to overseas surveillances,” 
making the point that we have had for decades overseas surveil- 
lance which has not required going to through any court to obtain 
a warrant. 

Is that correct? 

Mr. Wainstein. Yes, under the wording of the statute — and, of 
course, the problem is that — and what we’re trying to remedy here 
is the problem that has taken us away from the original design of 
FISA, which is as you just described it, and, that is, as I think we 
also explain in the statement, a function of the evolution of the 
technology since 1978. 

And the fact is the original FISA was designed — it was actu- 
ally — the terminology of the statute was based on the types of tech- 
nology that were going to be intercepted, wire or radio, and that 
has changed dramatically, bringing in all these communications 
within FISA that weren’t intended to be within FISA to begin with, 
primarily the ones outside the United States. 

Senator Kyl. Exactly. Now, there’s also been some language 
thrown, and I think we should be a little careful of throwing 
around words like “amnesty.” Amnesty obviously refers to a situa- 
tion in which a crime was committed and that crime is going to be 
forgiven. 

Is that your understanding of the word “amnesty? ” 

Mr. Wainstein. More or less. 

Senator Kyl. Do you know any allegation, or at least any fair al- 
legation, that any of these telecom companies committed a crime 
for which they might need some kind of amnesty? 

Mr. Wainstein. No, Senator Kyl, quite the opposite. My sense is 
they were operating out of a sense of patriotic duty. 

Senator Kyl. Well, that’s my sense, too. And I wanted to quote 
something from Judge Cardozo, because I think it applies here, in 
a case called Babington v. Yellow Taxi Company. 
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He said, “The rule that private citizens, acting in good faith to 
assist law enforcement, are immune from suit ensures that,” and 
this is the case, the words of Justice Cardozo, “the citizenry may 
he called upon to enforce the justice of the state, not faintly and 
with lagging steps, hut honestly and bravely and with whatever 
implements and facilities are convenient and at hand.” 

Now, it seems to me that that captures the obligation and re- 
sponsibility that we expect of citizens who are in a unique position 
to assist our government in a situation like this and that we should 
be bending over backward to ensure that they are protected in that 
assistance for the national good. 

The differences between the suggestion of indemnification and 
providing immunity, it seemed to me, are worth exploring, and 
some of my colleagues have raised some of those questions with 
you. 

You have indicated that there are a variety of reasons why it 
would still be difficult, if there is indemnification, to protect Amer- 
ican secrets and to protect the companies from all of the exigencies 
of litigation that would occur prior to the time that the suit were 
brought to a conclusion. 

If the State Secrets Doctrine were not successful, would these 
suits necessarily be brought to conclusion any time before a final 
judgment for which then the government might be responsible? 

Mr. Wainstein. It would go forward after the State Secrets Doc- 
trine was — 

Senator Kyl. So if that defense is not successful, they go through 
the case. They have to testify. They have to bear the expenses. 
They may be indemnified, but in addition to the possibility that the 
secrets would be revealed, there would be all of the difficulty of 
going through this litigation, notwithstanding the fact that, at the 
end of the day, they would be reimbursed for their trouble. 

Mr. Wainstein. Absolutely. And I think not only is it unfair to 
them and would they suffer reputational damage and cost and ex- 
pense and have to overcome the difficulties of litigation, but, also, 
as I said earlier, we work on a cooperative basis with these compa- 
nies and we can’t do it — we cannot do communications intelligence 
without them. Unless we nationalize the communications industry, 
we have to go through them and we have to rely on their coopera- 
tion. 

And sort of to go back to what you quoted from Justice Cardozo, 
just like the police officer on the street, I was trying to think of an 
analogy. If a cab driver drives by a bank and a police officer comes 
running out, bells are going off, alarms going, he says, “Go after 
that speeding car,” and jumps in the front seat, we don’t want the 
cab driver to sit there and say, “Well, let’s think through all the 
different possibilities. Maybe you’re not really a police officer. 
Maybe that’s not the bank robber. Maybe you’re actually in a fight 
with somebody out of a bar next door to that bank,” all these other 
things. 

You want a person or a company who perceives apparent author- 
ity on the part of law enforcement to act. And if these companies 
are subject to liability, they’re going to have a disincentive to act 
in the future and they’re going to challenge any requests that we 
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make to them, litigate to the nth degree, because they think that 
that’s the way they’re protecting the rights of their shareholders. 

We don’t want to he in that situation because that will really det- 
rimentally impact our operations. 

Senator Kyl. Let me just ask you one final question regarding 
the so-called Wyden amendment. 

It is not limited to citizens, is it? In other words, it appears to 
cover “U.S. persons,” which would also include U.S. green card 
holders, which, therefore, could mean any number of people who 
may live abroad, but have a U.S. green card. Is that correct? 

Mr. Wainstein. Yes, sir. 

Chairman Leahy. I just want to make sure I fully understand, 
whether we call it amnesty, immunity or indemnification. 

Prior to this being made public in the press, apparently from 
somebody within the administration, there was only this Presi- 
dential directive. After it was made public, the administration then 
went to the FISA court. Is that correct? 

Mr. Wainstein. Mr. Chairman, we went to the FISA court — well, 
we obtained FISA court authority for the TSP, the surveillances 
that were done under the TSP in January of this year. That was 
after a long process. 

Chairman Leahy. After it became public. And there’s no question 
in your mind, if a telephone company has a court order, that clears 
them. They’re totally — there’s no liability on the part of a telephone 
company response or anybody responds, a bank responds to a court 
order to give over a bank record, a telephone company responds to 
a court order to give telephone records. 

No suits can go against them because they responded to that 
court order. Is that correct? 

Mr. Wainstein. Yes, sir, that’s a defense. If I could just clarify 
one thing. I believe we’ve said publicly that we were actually en- 
gaged in the process leading to the FISA court orders prior to the 
public disclosure of the program. I believe that we’ve said that. 

I just wanted to clarify that as to when we went to the FISA 
court. I wasn’t there at the time. 

Chairman Leahy. I actually have the chronology in mind, but I 
heard that in a classified session so I’m being very careful not to 
go into it. 

Mr. Wainstein. Thank you, sir. 

Chairman Leahy. Senator Feingold was one of our crossover 
members from Judiciary and Intelligence. 

Senator Feingold. Thank you, Mr. Chairman. 

First, Mr. Chairman, the role of this committee, as you well 
know, is so important on this issue and I’m so glad you’re having 
this hearing. 

I am a member of the Intelligence Committee, as well as the Ju- 
diciary Committee. I’ve been following this issue for almost 2 years, 
since the day it was revealed in the New York Times, and shortly 
thereafter I became a member of the Intelligence Committee. 

After a bit of a struggle, I had the opportunity to be read into 
the program. My staff has also been read into the program. 

I want this committee to know my view that the product of the 
Intelligence Committee doesn’t do the job. There can be as much 
bipartisanship and collegiality as you can possibly have, but the 
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bill still is not adequate and the mere fact that it’s bipartisan, obvi- 
ously, doesn’t make it constitutional. 

This process reminds me what happened with the Patriot Act 
and the subsequent renewal of the Patriot Act. We had the rush 
to judgment in the beginning, that was somewhat understandable 
given the timeframe. But then, in my view, we failed to correct the 
Patriot Act in significant areas, and three Federal courts have 
struck down important provisions of the Patriot Act. 

Mr. Chairman, we’re heading in the same direction here if this 
committee does not do its job and fix the errors that were made in 
the Intelligence Committee. 

Having said that, I want to get back into this issue of executive 
power that both Senator Feinstein and Senator Kyi have talked 
about. 

Mr. Wainstein, right now, does the President have the authority 
to authorize surveillance beyond what is permitted by FISA, as 
amended by the Protect America Act? 

Mr. Wainstein. Senator Feingold, that’s obviously a question 
with constitutional implications. What is the constitutional alloca- 
tion of authority to the executive branch to defend and protect the 
country against external threats? 

And the argument that I think was laid out in the white paper 
that was issued by the Department of Justice back in the after- 
math of the disclosure of the TSP, that the President did have cer- 
tain inherent constitutional authority to conduct electronic surveil- 
lance or communications surveillance to protect the nation. 

As I said earlier, though, I think that this legislation obviates the 
need to actually engage in that issue. 

Senator Feingold. I know that’s the exchange you had with Sen- 
ator Feinstein. So let me just put it on the record. 

If the bill passed by the Intelligence Committee became law, 
would the President have authority to authorize surveillance be- 
yond what would be permitted by that bill? 

Mr. Wainstein. Once again. Senator Feingold, it’s not for me to 
say, to either stake a claim to or to give up constitutional authority 
to the President. It’s not even this President’s — 

Senator Feingold. What is your view? 

Mr. Wainstein. I’d have to actually go back and take a good 
hard look at all the constitutional underpinnings of that issue. But 
I’ve read the positions on both sides. There are good arguments 
both ways. 

But there’s clearly authority for the executive branch to do 
warrantless surveillance and, as Senator Kyi has said, the courts 
that have addressed this issue have uniformly found that the Presi- 
dent has that authority, including the 2002 opinion of the FISA 
Court of Review. 

So I think the law to date is pretty clear on that issue. 

Senator Feingold. I take the opposite view. I think it’s clear 
under Justice Jackson’s test, with regard to when Congress has 
spoken, that the opposite conclusion is warranted. But I think 
we’re going to have to get a new President in order to have a dif- 
ferent view that is not so expansive and, I think, dangerous with 
regard to executive power. 
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In the Intelligence Committee bill, the government is required to 
inform the FISA court about its minimization procedures. First, the 
government’s minimization procedures are provided to the court for 
approval after they’ve gone into effect, and, second, the government 
has to provide the court with its own assessment of its compliance 
with those procedures. 

But under the bill, what can the court do, Mr. Wainstein, if it 
believes the government is not complying with its minimization 
procedures, which the administration argues provide such great 
protection for U.S. persons? 

Mr. Wainstein. Well, Senator Feingold, you’re focusing on the 
question of what it is we have to do with our minimization proce- 
dures vis-a-vis the FISA court. 

The FISA court, under this bill, will review the minimization pro- 
cedures, make sure they’re reasonable, make sure they satisfy the 
statutory requirement for minimization procedures. 

It does not have them conducting ongoing compliance reviews of 
those minimization procedures and I think there are reasons for 
that. In the original FISA context, they do. So we have to get indi- 
vidual orders when we get FISAs, under the original FISA, for peo- 
ple in the United States and there are minimization procedures 
that apply to that particular surveillance, and the FISA Court does 
review compliance. 

We provided — 

Senator Feingold. This reminds me almost of a right without a 
remedy. The court gets to review it, but has no power to do any- 
thing about it. Is that what you’re saying? 

Mr. Wainstein. Well, the problem here is that, as you know, this 
bill allows for programmatic sort of surveillances by category and 
this would be a much more comprehensive compliance review by 
the FISA court, making them much more operational than they 
ever have been in the past. 

Senator Feingold. Again, this involves a court that would have 
the opportunity to review these minimization procedures, and I 
hope my colleagues are hearing this, with no ability to do anything 
about it, no ability to say to the administration, “You screwed up 
and you’ve got to change this.” 

This is in this intelligence bill that’s being labeled as an ade- 
quate control over the executive. 

Mr. Wainstein. If I may. Senator Feingold. 

Senator Feingold. Yes. 

Mr. Wainstein. I see your point there and I think it is worth 
mentioning, however, that there are any number of oversight mech- 
anisms in this bill and we’re not opposing these. We’re not oppos- 
ing — we’ve got a couple operational concerns with one or two, just 
in terms of the feasibility, but by and large, we’re not. 

And, in fact, if you look, and I mentioned this earlier, if you look 
at the way we’ve conducted operations under the Protect America 
Act, we have, as I said, imposed a lot of oversight on ourselves and 
tried to be as completely transparent as we can with Congress, so 
that Congress, if it sees a flaw, can do something about it. 

And we’re continuing that approach here, because we understand 
that that’s the only we can retain these — 
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Senator Feingold. I appreciate the answer and hope my col- 
leagues heard it. They have imposed these rules on themselves. We 
do not have internal rules. We do not have the court having the 
ability to deal with these problems. 

In September, I asked DNI McConnell whether the bulk collec- 
tion of all communications originating overseas, including commu- 
nications with people in the U.S., is authorized by the PAA. He re- 
sponded, “It would be authorized if it were physically possible to 
do it.” 

Would this same wide-sweeping type of bulk collection of all com- 
munications originating overseas, including those with people in 
the U.S., be prohibited in any way by the Senate Intelligence Com- 
mittee bill? 

Mr. Wainstein. Well, if you’re referring to the idea that we 
would just have a vacuum cleaner and soak up all overseas commu- 
nications, one problem there, of course, is that we can only do this 
if there’s a foreign intelligence purpose to it and we’re getting for- 
eign intelligence information, and, presumably, a vacuum cleaner 
approach like that would not be selecting only those communica- 
tions that have foreign intelligence — 

Senator Feingold. Would you have any objection to making it 
clear that this type of extremely broad bulk collection is not au- 
thorized by the bill? Would you be willing to support language to 
that effect? 

Mr. Wainstein. We’d have to take a look at the language, obvi- 
ously, to make sure it doesn’t have unintended consequences, lim- 
iting us in ways that we don’t intend. But we’d be happy to take 
a look at it. 

Senator Feingold. My time is up, but I do hope you’ll consider 
that. Thank you. 

Mr. Wainstein. Thank you, sir. 

Chairman Leahy. Senator Sessions. 

Senator Sessions. Mr. Wainstein — and I would just say to Sen- 
ator Feingold, you have been direct and honest about your ap- 
proach to it. The matter was considered in the Intelligence Com- 
mittee, but by a 13-2 vote, they concluded otherwise. 

Congress does have oversight responsibility. It is our responsi- 
bility to ask about these programs. We have the ability, which we 
have done, to have the top officials that run these programs testify 
before us and explain them in great detail, ask questions, and 
we’ve had the opportunity to cut off funding or prohibit these pro- 
grams from going forward. 

I would say, when we passed the Protect America Act to extend 
this program, what this Congress did, was it heard the complaints, 
it had an in-depth review of what the administration was doing. 

We found the critical need for the program. We studied the con- 
stitutional objections that had been raised and we concluded that 
it was legitimate, and we affirmed it and we approved it. 

Isn’t that fundamentally what’s happened, Mr. Wainstein? 

Mr. Wainstein. As far as I can tell you, yes, sir. 

Senator Sessions. All right. So we have approved this program, 
and we approved it because it was the right thing. 

I just had a visit to the National Security Agency last week and 
went into some detail and I came away even more convinced than 


VerDate Nov 24 2008 1 1:52 Oct 06, 2009 Jkt 052426 PO 00000 Frm 00026 Fmt 6633 Stmt 6633 S:\GPO\HEARINGS\52426.TXT SJUD1 PsN: CMORC 



23 


from the previous briefings I had had just how critical this program 
is for our national security. 

Mr. Wainstein, based on your observation and research, do you 
consider this to be a critical program for our national security and 
do you believe that we absolutely, for the security of the American 
people, need to continue it or something like it? 

Mr. Wainstein. Absolutely, Senator Sessions. When we talk 
about the program, the interception of signals or communications 
intelligence is absolutely critical, and that is how we learn what 
our adversaries are planning to do. We capture their communica- 
tions. We capture their conversations. 

And while we’d be happy to talk to you in a classified setting 
about actual case studies or case anecdotes to explain how we’ve 
gotten critical information with the Protect America Act, I can’t 
talk about it here publicly, but it is an absolutely critical piece of 
our operations. 

And if you talk to the NSA and you see how quickly we are able 
to implement the Protect America Act authority, they will tell you 
how quickly those gaps that the DNI was talking about prior to 
August 5, how those gaps closed just like that. 

Senator Sessions. In fact, that’s exactly what I heard last week. 
And I have to emphasize to my colleagues, if you talk to the people 
at NSA, you know they are very careful about what they do. They 
self-restrict themselves. They know that people can complain if 
they overreach. 

They are not overreaching, I don’t believe, and I’m proud of what 
they’re doing. It’s saving lives, not just in the United States, but 
it is saving lives of those men and women in our military service 
that we have committed to harm’s way, who are at risk this very 
moment in places like Iraq and Afghanistan and other places, and 
it’s helping preserve their safety and their lives, and it’s constitu- 
tional, and we’ve already said that. So, I think we should continue 
with this program. 

So now we’re reduced, I think, to an argument over whether we 
ought to allow people to sue the telephone or the communications 
companies that have cooperated at the request of the government 
to protect this country after 9/11. 

And I don’t think it’s a right phrase, as I think as our Chairman 
said, to say we are letting them off the hook. They shouldn’t be on 
the hook. They did what their country asked them to do. They were 
told in writing that it was legal, were they not, what they were 
doing? 

Mr. Wainstein. Yes, sir. They were given assurances, the same 
assurances that — 

Senator Sessions. And I just don’t think they ought to be hauled 
into court, and the people filing this lawsuit using it as a vehicle 
to discover everything they can discover about some of the most top 
secret programs this country has. And that does happen in these 
cases, does it not? 

Mr. Wainstein. Absolutely. This is the most confidential and 
classified sensitive information that we have in our national secu- 
rity apparatus, and those are the details that get disclosed during 
that litigation. 
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Senator Sessions. And I think one of our colleagues earlier said, 
well, this may he the only way that — the only outside review of this 
program. 

Well, we’re the ones that are supposed to review this program, 
are we not, as representatives of the American people? Would you 
agree with that? 

Mr. Wainstein. Yes, sir. And there’s quite a hit of oversight from 
Congress. And, as I mentioned earlier, there are a number of dif- 
ferent investigations being carried on right now by inspectors gen- 
eral and offices of professional responsibility and the like, looking 
into the appropriateness of the terrorist surveillance program. 

Senator Sessions. And some private lawsuit out here against 
companies for millions of dollars, filed by lawyers who could be 
lawyers associated with groups associated with terrorism, is not 
the way to give oversight to a program like this, I don’t think. 

Would you agree with that? 

Mr. Wainstein. I go to the fundamental point. Senator, that 
these companies were operating at our request, upon our assur- 
ance. And so if people have a problem with it, if there’s fault there, 
they should direct their concerns to the government. The govern- 
ment should be the ones who are called to answer and not the com- 
panies that were acting out of patriotic duty. 

Senator Sessions. Well, I’m also of the belief that — I believe 
someone stated that the telecom companies would believe that in- 
demnification is sufficient. 

My impression is they do not, because they’re still subject to the 
lawsuits. Do you have any information about that? 

Mr. Wainstein. I don’t have any direct information as to what 
their position is, except I know that they much prefer immunity, 
and that’s certainly our position. 

I believe, though, that they would see all the same problems with 
indemnification that I have listed for your colleagues. 

Senator Sessions. Well, I am certain they would. It only makes 
common sense. And I believe, in fact, they don’t think that’s the 
best way, that the indemnification approach is best. 

Mr. Chairman, I just offer, for the record, an op-ed in today’s 
Wall Street Journal, written by Benjamin Civiletti, a former Attor- 
ney General under former President Jimmy Carter, Dick 
Thornburgh, a former Attorney General under former President 
Bush, and William Webster, former head of the FBI and the CIA, 
that testify to the importance of this legislation and they strongly 
support the view that these companies that have cooperated should 
be protected from lawsuits. 

They say the companies “deserve targeted protection from these 
suits” and point out that dragging phone companies through pro- 
tracted litigation would not only be unfair, but it would deter other 
companies and private citizens from responding in terrorist emer- 
gencies whenever there may be an uncertainty or legal risk. 

I would offer that for the record. 

Chairman Leahy. Thank you. Without objection, it will be part 
of the record. 

[The article appears as a submission for the record.] 

Chairman Leahy. I just want to make sure I fully understand, 
from your testimony, following on a question by Senator Sessions. 
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Has there been any suggestion by any Member of Congress, of 
either party, that we should not be doing electronic surveillance of 
people who may pose a threat to the United States? 

Mr. Wainstein. Not that I have heard. Chairman Leahy. In fact, 
I think what we’re seeing now — not in the course of this debate. 
What we’re seeing now is, I think, a fairly good consensus in the 
American people and in Congress that we need the tools to do it 
and we should not have to get a court order if we’re targeting per- 
sons outside the United States, with the exception of — 

Chairman Leahy. Because I just don’t want — and I’m sure the 
Senator from Alabama did not mean to leave the wrong impression 
here, but I certainly don’t want any impression being here that — 
I’ve sat through hundreds of hours of briefings and closed sessions 
and open sessions on this. I have yet to hear any Senator or any 
House member, of either party, say they feel that we should not 
be surveilling people who have positions inimical the best interest 
of the United States. 

Senator Sessions. Mr. Chairman, just to respond to that, I would 
say that this administration has been under severe attack for pro- 
grams, including this program, severe political attack, often from 
outside, sometimes within Congress, and by passing the Protect 
America Act and by the vote of the Intelligence Committee, this 
Congress has said they are doing legitimate work and we affirm 
their work. 

Chairman Leahy. I think this Congress, many people were con- 
cerned that the White House was not following the law and wanted 
them to follow the law. 

I was concerned when the President of the United States said 
FISA was a law that had been basically unchanged since the 
1970’s. Of course, it has been changed 30-some-odd times since 
then. 

And I think that if there had been criticism, it’s simply been that 
the United States, which stands for the rule of law, ought to follow 
the law. 

Mr. Wainstein. If I may, Mr. Chairman. 

Senator Sessions. Well, I think we concluded that the President 
is following the law. That’s why we’ve affirmed the program as it 
is presently being executed. 

Chairman Leahy. Mr. Wainstein. 

Mr. Wainstein. I just want to say that my answers related to — 
when we were talking about the program, the idea of doing foreign 
intelligence surveillance against persons overseas without going to 
the FISA court first and that’s been the area of disagreement, at 
least that’s what has been hashed out in debates over the last 
month or two. 

Chairman Leahy. Senator Cardin. 

Senator Cardin. Thank you, Mr. Chairman, and I particularly 
thank you for clarifying the record, because every Member of Con- 
gress wants to make sure that we gather the information we need 
and we want to make sure it’s done in a way that’s consistent with 
the civil liberties of the people in this country and the constitu- 
tional protection. 
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Quite frankly, I think that by complying with that, the collection 
of information will be more valuable to our national security inter- 
ests. So it’s in our interest to do it for many reasons. 

I want to question you on a couple points that you mentioned. 
You first talked about your concern about the sunset that’s in- 
cluded in the Senate bill and the House bill; the Senate bill has a 
6-year sunset, the House bill has a 2-year sunset. 

And you then talk about your cooperation with Congress, making 
a lot information available to us. I somewhat question whether we 
would have gotten the same level of interest by the administration 
in supplying information to our committees if there were no sunset 
included in the legislation, if we had a permanent extension of the 
law. 

And, secondly, I want you to comment on the fact, 6 years from 
now, can you anticipate what technology is going to be? It seems 
to me it’s a good idea for us to be required to review this statute, 
not only because of its sensitivity on the civil liberties, but also on 
the fact that technology changes very quickly and we need to make 
sure that we have this law reviewed on a regular basis. 

So why isn’t a sunset good? 

Mr. Wainstein. Thank you. Senator. That’s a good question. I’ve 
actually spoken quite a bit about the appropriateness or inappro- 
priateness of sunsets. 

I’m not refiexively resistant to sunsets at all. I think they actu- 
ally have a very important place, and I think they had an impor- 
tant place with the Protect America Act. 

When Congress is in a position of dealing with an immediate 
need in legislating, without maybe feeling like it has the time to 
go through and check the record and deliberate and debate com- 
pletely and look at all the angles, then it makes sense to have a 
sunset, just as we had in the Patriot Act, which was passed, I be- 
lieve, 6 weeks to the day after 9/11, with a huge, large raft of new 
provisions. 

Sunsets were put in place there to make sure that Congress then 
had the time to go back and reevaluate things and make sure they 
didn’t miss anything and see how these tools are being imple- 
mented. 

Same thing with the Protect America Act. You all responded to 
the need in the summer. You put a sunset in place, and I think 
we’re going through a very healthy process right here. I think this 
is great. 

Senator Cardin. Some of us think we need to continue that proc- 
ess. 

Mr. Wainstein. And I think that’s why we’re not resisting the 
oversight — the very ample oversight — and congressional reporting 
requirements in this bill. 

My feeling, however, is that once you’ve had that debate, go 
ahead and legislate. You don’t need to put a sunset. Congress can 
always re-legislate in FISA, and has many times over the years. 

Senator Cardin. It’s sometimes more difficult than it may seem, 
and when we’re required to act, we act. 

Mr. Wainstein. I understand that. But you’ve got to keep in 
mind there’s a downside to that, too, because whenever you confer 
authorities, legal authorities on law enforcement and the Intel- 
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ligence community, that starts a process, which is a very in-depth 
process, of agencies drafting policies, putting procedures in place, 
training people, and then when you have to shift gears — 

Senator Cardin. I think Congress has the responsibility and I 
think it’s helpful to us to have the sunsets in law. 

Let me go to the U.S. Americans who are targeted overseas and 
the amendment that was put on that you have concerns about. 

I, quite frankly, don’t understand the concern here. It’s my un- 
derstanding there have been published reports of how few people 
actually fall into this category, and it seems to me we always want 
to balance the rights of individuals versus the inconvenience or dif- 
ficulty in complying with the probable cause standards. 

It seems to me, here, this is an easy one, that going and getting 
a warrant should be the standard practice. 

Mr. Wainstein. Yes, Senator. And we’ve heard that view from a 
number of your colleagues. 

I guess, keep in mind, as I explained earlier, there is a process 
in place by which we — the Attorney General personally made a 
probable cause finding for people overseas. 

The FISA court did, on occasion, provide FISA court authority for 
U.S. persons overseas, because of the way the technology evolved 
since 1978. 

Senator Cardin. But I am correct, there’s just a few number that 
fall into that category. 

Mr. Wainstein. I can’t go into the classified — 

Senator Cardin. I thought there was some information that had 
been released on that. 

Mr. Wainstein. I think there’s been some public discussion about 
it, but I’ll tell you, as I sit here right now. I’m not sure what I’m 
authorized to say or not say. 

Senator Cardin. The director of National Intelligence evidently 
has said it and, it seems to me, if he’s said it — 

Mr. Wainstein. Right. Well, I think he has declassifying author- 
ity that maybe I don’t have. 

Senator Cardin. Okay. Well, his number, I believe, was the mid- 
50’s, 55 or 56 people that actually were subject to this, which is 
certainly not a huge burden to get that information. And I think 
that’s where you lose some crediMlity when you have an issue that 
can be easily resolved and, yet, you try to get the authority to avoid 
what seems to be core to American values, and that is having cause 
to get a warrant against an American. 

I want to get to the immunity. I have 2 minutes left, and this 
is a difficult subject and this is one that I think many of us are 
wrestling to try to get right. 

You used the Good Samaritan analogy, where someone is on the 
scene of an accident and needs to respond quickly, and I can under- 
stand that being used on September 11. 

This program has been reauthorized for 5 years or 6 years. It 
seems to me that this is difficult to use that analogy when the tele- 
phone companies or servicers had plenty of chance to review the 
circumstances and make independent judgment. 

And I guess my point to you is, do you think the service pro- 
viders have any responsibility to the privacy of their customers to 
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make an independent judgment as to whether this information was 
properly requested? 

Mr. Wainstein. If I could just very briefly discuss the U.S. per- 
son overseas issue, just because I don’t want to leave one thing 
hanging. 

I understand your concern. There are operational concerns that 
we have, especially about one aspect of that provision, that we’ll 
need to discuss in classified session. 

Senator Cardin. You mentioned that earlier. 

Mr. Wainstein. There are also some issues — there’s no emer- 
gency provision there. Also, keep in mind that in terms of what is 
sort of the standard American approach, that requirement is not in 
place on the criminal side, on the criminal law enforcement side, 
either, so there is some question there about what is sort of more 
traditional or not. 

But I would like to followup with that, with you or anybody else, 
in a classified setting. 

Senator Cardin. Certainly. 

Mr. Wainstein. In terms of the obligation of the carriers, there 
are delineated legal obligations that carriers have. 

Senator Cardin. They have pretty big attorney staffs, legal staff. 
These are not unsophisticated companies. 

Mr. Wainstein. Yes. But I don’t know if you actually saw the 
documents yesterday. 

Senator Cardin. I have seen them. 

Mr. Wainstein. The letters. 

Senator Cardin. Yes, I have. 

Mr. Wainstein. Some of the letters that were sent to the carriers 
explaining — 

Senator Cardin. And I don’t know. If this is an inappropriate 
question. I’m sure you’ll mention that. It seems to me that if I were 
the lawyer for the service providers, I would have asked for indem- 
nity. 

These are sophisticated companies, so they can make inde- 
pendent judgments. I understand the concern on September 11, but 
this has been going on for many years. I find it hard to believe that 
large companies with big legal staffs never ask for more protection 
or more information. 

Mr. Wainstein. Well, I can say that as the bill out of the Senate 
Intelligence Committee reflects, there are certain common sense 
criteria you’d look at for them to have a suitable reliance on the 
government in going forward and assisting the government. 

If you look at those documents — I can’t get into the classified na- 
ture of them — you’ll see that those assurances are there. I think 
they operated on a good faith basis, and I don’t know that we want 
the legal staffs of all these communications providers putting us 
through the paces and litigating everything. 

As you know, under this legislation, as under the Protect Amer- 
ica Act, these carriers can challenge every one of the directives we 
give them and really slow down our operations. 

So I don’t know that we want to encourage that. In fact, I think 
we want to not encourage it by alleviating any possibility of retro- 
active liability. 

Senator Cardin. Thank you. Madam Chair. 
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Senator Feinstein [presiding]. Thank you, Senator. 

Senator Cornyn is next up. 

Senator Cornyn. Thank you, Madam Chairman. 

Mr. Wainstein, the Protect America Act sunsets in February. Is 
that correct? 

Mr. Wainstein. I believe it’s February 1st, sir. 

Senator Cornyn. And that’s the law that Congress passed this 
Congress that said if it’s two terrorists talking to each other over- 
seas, that we don’t need to get a warrant to intercept that informa- 
tion. Correct? 

Mr. Wainstein. If we’re targeting our surveillance at a person 
overseas, we don’t have to go to the FISA court before doing that. 

Senator Cornyn. And you’re asking here today for a permanent 
extension of that law which Congress has already passed. Correct? 

Mr. Wainstein. Yes, sir. Basically to bring it back in line with 
what was the original intent of FISA back in 1978. 

Senator Cornyn. Let me take this down to a particular scenario 
or set of facts that I think will help us understand what a burden 
the need for a warrant can be when it comes to communications 
between terrorists overseas. On October the 16th, the New York 
Post reported a story involving some soldiers who were in Iraq and 
were killed by A1 Qaeda operatives, four killed and three were then 
kidnapped, including Alex Jiminez from Queens, and later, as a re- 
sult of the search to find the three kidnapped soldiers, one of my 
constituents, Ryan Collins, 20 years old, of Vernon, Texas, lost his 
life. 

But the time line here I think is significant because, at 10 on 
May the 15th, after these three soldiers were kidnapped, U.S. offi- 
cials came across leads that show need to access to signals commu- 
nications, and the NSA, at 10:52, 52 minutes later, notified the De- 
partment of Justice that, under existing FISA law, a warrant was 
needed to eavesdrop because of communications passed through 
United States infrastructure, even though it was communications 
overseas between two foreign nationals. 

It then took till 12:53 p.m. for lawyers and intelligence officials 
to begin to work to confirm the probable cause necessary to identify 
the kidnappers as foreign insurgents, and therefore a legitimate 
target of American surveillance. Then almost 5 hours later, at 5:15 
p.m., the lawyers were able to file the paperwork necessary to re- 
quest the emergency surveillance. 

Finally, at 7:18 p.m. that night, almost 10 hours later, the Attor- 
ney General of the United States approved the emergency surveil- 
lance based upon the belief that the FISA court would grant the 
warrant retroactively within 1 week. 

So 9 hours and 38 minutes after three American soldiers were 
kidnapped, and after it became apparent that there was signals in- 
telligence that might help identify who their kidnappers were and 
where these American soldiers were located, it took almost 10 
hours to get the necessarily paperwork done by the lawyers at the 
Department of Justice in order to get the approval for the kind of 
surveillance that was required. 

Is that the kind of impediment or barriers to signals intelligence 
surveillance that you are asking that the Congress avoid and elimi- 
nate so we can hopefully save American lives? 
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Mr. Wainstein. Absolutely, Senator Cornyn. That particular inci- 
dent — obviously it’s classified. There is only so much I can say 
about it — it was a bit unique in the sense that there were some 
very novel issues of law there. However, even if you take it out of 
that context, so that I don’t step in classified matters, into any 
emergency authorization context. 

There is a provision that allows us to have the Attorney General, 
and now delegated to me, authorize surveillance on an emergency 
basis. Within 3 days, however, we have to go to the FISA court 
with a big package of materials and persuade the FISA court that 
there is probable cause that the person we are surveilling, who 
might well be outside the United States, is an agent of a foreign 
power. So we have to have all that probable cause before the Attor- 
ney General makes his determination. 

It then has to be put into a package and satisfy the FISA court, 
or else there are consequences. That all takes resources. It also 
means that there are people who are legitimate targets overseas 
against whom we just cannot make probable cause that they are 
agents of a particular foreign power, and we cannot surveille them 
at all. So it is not only an impediment in terms of, it takes time, 
it takes resources, but it is precluding us — or it did preclude us — 
from surveilling legitimate targets overseas. It’s much better now. 

Senator Cornyn. Mr. Wainstein, you of course were talking 
about matters that are both public, and some classified which we 
are not going to talk about. But I just want to stress, the time line 
that I provided to you was in published news reports. I’m not ask- 
ing you to confirm or deny that time line, but the report, according 
to the New York Post, was that it took 10 hours later. 

And my constituents in Texas, the parents of this young corporal 
that lost his life searching for these three Americans soldiers who 
were kidnapped and whose discovery was delayed by 10 hours be- 
cause of the red tape necessitated by the interpretation of the FISA 
law, I believe contributed to this young soldier’s death. 

Mr. Wainstein. Absolutely. Absolutely, sir. 

Senator Cornyn. And that’s just simply unacceptable. I think it 
ought to be unacceptable to every American, when we are at war, 
to handcuff our American military and intelligence officials in this 
unacceptable way. Just, to me, it’s a no-brainer. I just fail to under- 
stand why we need a “Guarantee Full Employment Act” for law- 
yers in order to fight a war. 

Let me ask you, there’s been some question about the retroactive 
immunity for the telecoms who have participated in the intel- 
ligence surveillance that you described earlier. There is some ques- 
tion whether we ought to cap damages, whether we ought to grant 
them some sort of reimbursement for their attorneys’ fees, and 
other costs. But there are other tangible consequences associated 
with litigation which could be avoided. 

I suggest to you that, during Judge Mukasey’s testimony, we 
talked about the fact that during the 1993 trial involving the World 
Trade Center, where the trial of Omar Abdul Raman, the so-called 
Blind Sheik, who conspired to bomb the World Trade Center, that 
a list of 200 unindicted co-conspirators was disclosed to defense at- 
torneys and later found its way into the hands of Osama bin Laden 
in the Sudan. Bin Laden was, of course, on the list. Does that high- 
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light one of the other risks attendant to litigation of this nature in- 
volving classified materials, sensitive classified information might 
find itself in the hands of our enemy? 

Mr. Wainstein. Yes. Absolutely. Now, of course that’s a different 
context. The criminal context — we have discussed with Senator 
Specter the Classified Information Procedures Act, which helps us 
there. But still, even in that situation, you had disclosure of very 
sensitive information which was very detrimental to our effort 
against our enemies. 

We are concerned that that is going to happen, even doubling, in 
this litigation. My understanding is, there are 40-some cases right 
now around the country. With all those cases running, we are 
gravely concerned that sources not be disclosed. 

Senator Cornyn. Thank you very much. 

Thank you. Madam Chairman. 

Senator Feinstein. Thank you. Senator. 

Senator Whitehouse. 

Senator Whitehouse. Thank you. Madam Chairman. 

Just so it is clear what we are talking about, because I think ev- 
erybody agrees that we don’t want to handcuff our military and our 
security intelligence forces when they’re out hunting foreign terror- 
ists, the Protect America Act, as it passed by this Congress back 
in August, would allow no restriction or would establish no restric- 
tion on our intelligence agencies once a person was reasonably be- 
lieved to be outside the United States. Correct? 

Mr. Wainstein. Yes, sir. There were various criteria that we had 
to satisfy before the DNI and the Attorney General could issue a 
certification. But the key finding was that the person we were tar- 
geting with surveillance was outside the United States. 

Senator Whitehouse. Was reasonably from outside the United 
States. And that category, “reasonably believed to be outside the 
United States”, would include a family on vacation in the Carib- 
bean, an American family, all citizens on vacation in the Carib- 
bean, that category? 

Mr. Wainstein. If there was a foreign intelligence purpose to 
that surveillance, and if we demonstrated that that person or that 
family was an agent of a foreign power, yes. 

Senator Whitehouse. Where, under the Protect America Act, do 
you have to demonstrate that they are an agent of a foreign power? 

Mr. Wainstein. That’s under the 12333. 

Senator Whitehouse. Exactly. It’s not under the Protect Amer- 
ica Act. There’s nothing in the Protect America Act that would pre- 
vent the intelligence apparatus of the United States from 
surveilling American citizens on vacation in the Caribbean. Cor- 
rect? 

Mr. Wainstein. One of the criteria is that there is a foreign in- 
telligence purpose — this is in the statute — to that surveillance, and 
we have to meet that. 

Senator Whitehouse. That’s rather broadly defined, isn’t it? 

Mr. Wainstein. Well, I think — 

Senator Whitehouse. And there’s no judicial review of that de- 
termination, is there? 

Mr. Wainstein. Well, there’s a judicial review of the procedures 
by which we — 
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Senator Whitehouse. But no judicial review of the determina- 
tion that that family vacationing in the Caribbean is being 
surveilled for an intelligence purpose. 

Mr. Wainstein. Well, obviously the directives can be challenged. 
Congress set up a mechanism by which they can be challenged, so 
there is court review there. But in terms of going to the court — 

Senator Whitehouse. You must be reading a different statute 
than I am. I find no place in which a directive is required from a 
court authorizing a family vacationing in the Caribbean, or a busi- 
nessman traveling to Canada, or somebody visiting their uncle in 
Ireland, from being surveilled by the United States. The FISA 
court is stripped of that jurisdiction by that statute, is it not? 

Mr. Wainstein. But the FISA court — right. The FISA court re- 
views the procedures by which we determine that those people out- 
side the United States — 

Senator Whitehouse. Right. But they don’t review the deter- 
mination. 

Mr. Wainstein. They do not give us approval up front. That’s the 
difference. 

Senator Whitehouse. Correct. I think that’s an important point. 
I think what we’re trying to get at here is, what is the best way 
to protect Americans when they happen to be traveling abroad? 
This is a different world now. People travel all the time, for all 
sorts of reasons. I don’t think anybody in America believes that 
they give up their constitutional rights the instant that they cross 
the border. 

You indicated that you thought that there was a difference be- 
tween whether you are in the country or outside of the country in 
the criminal law as well. Has the Department of Justice, the 
United States Department of Justice, ever wire tapped an Amer- 
ican citizen outside of the United States in a criminal investigation 
without a court order? 

Mr. Wainstein. I honestly don’t know historically what the De- 
partment has authorized or not. What I’m talking about though, is 
that as you know — 

Senator Whitehouse. Are there any American citizens presently 
being surveilled by the Department of Justice outside of the United 
States without a court order in a criminal investigation? 

Mr. Wainstein. I wouldn’t know. I’m going to b^e careful, because 
I just don’t know. Senator. But the point I was — 

Senator Whitehouse. Will you take those two questions for the 
record, please? 

Mr. Wainstein. I would be happy to take them for the record 
and get back to you. 

The point I was making earlier, sir, is that, as you know, in a 
criminal context there is not a warrant mechanism whereby a 
judge would issue a warrant for a search in Bangladesh or Buenos 
Aires, or whatever. My point is, just the fact that there isn’t one 
on the national security side is not that striking because there’s not 
such a mechanism on the law enforcement side either. 

Senator Whitehouse. It strikes me, though, as we’re trying to 
resolve these difficult issues where we’re balancing the interests of 
an American citizen on vacation in the Caribbean, or traveling to 
visit their uncle overseas in Canada, or whatever, against the abso- 
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lute necessity that we have the tools that we need to combat the 
threat of agencies and organizations abroad that wish to do us 
harm, that we have a reasonably good model in the balance that’s 
been struck on the domestic side, through both the warrant re- 
quirement on the one hand and the minimization rules that protect 
the people who aren’t the target, but happen to talk to the target 
on the other hand. 

As a general proposition and allowing for the fact that there are 
going to be matters of fine legislative language and unintended 
consequences and so forth, as a general proposition does the De- 
partment of Justice agree that that is a useful and important 
benchmark in evaluating whether we have succeeded in striking 
that balance? 

Mr. Wainstein. I guess I’ll draw on my personal experience, sir. 
I, like you and a number of members here, was a criminal pros- 
ecutor for 15 years of my career. I used Title 3. I used the regular 
warrant requirement in domestic law enforcement. It is what I was 
accustomed to. After 9/11, I got into the national security game and 
started seeing what was necessary. Frankly, I don’t think that that 
construct would work. It simply would not work, given the volume, 
diversity of communications that we need to intercept, the 
nimbleness with which we need to act to protect. 

Senator Whitehouse. Wouldn’t work for who? We have the Di- 
rector of National Intelligence who said that Americans targeted 
abroad numbered 56. That is not in the context of our enormous 
defense effort against terrorism, in the context of our enormous — 
I think $40 billion-plus was recently declassified by the DNI intel- 
ligence effort against terrorism to pay for having people put to- 
gether packages for 56 folks so that an American who travels 
abroad knows that they enjoy the warrant requirement, does not 
seem to be the kind of interference that you are suggesting. Why 
is it that putting together a package for 56 people would so offend 
that balance, in your view? 

Mr. Wainstein. No, I’m sorry. I was talking about a benchmark 
for signals intelligence, period, on the national security side. 

Senator Whitehouse. I’m talking only about American citizens. 

Mr. Wainstein. In terms of Americans — 

Senator Whitehouse. When they travel abroad. 

Mr. Wainstein. I recognize that that’s a different kettle of fish 
and there are different rights implicated. My point is that — 

Senator Whitehouse. In fact, as far as we know, the U.S. Su- 
preme Court might very well say that they have a warrant require- 
ment right. It’s never been decided otherwise, has it? 

Mr. Wainstein. No, you’re right. It hasn’t been decided. The 
problem is, there are operational concerns. One of the concerns, for 
instance, is in the amendment that passed there is no emergency 
provision for going up and surveilling a U.S. person overseas with- 
out going to the FISA court. 

Senator Whitehouse. I’m with you on emergencies. My time has 
run out. I thank the Chair. 

Mr. Wainstein. So I would be happy to brief you on other oper- 
ational concerns we have about certain aspects of the amendment. 

Senator Whitehouse. We are in active discussion. 

Mr. Wainstein. Okay. Thank you, sir. 
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Senator Whitehouse. Thank you, Madam Chair. 

Senator Feinstein. Thank you, Senator Whitehouse. 

Senator Graham. 

Senator Graham. Thank you. 

Thank you very much for your service to our country in many ca- 
pacities. We have two concepts that have been competing against 
each other since 9/11, and I have somehow been able to make ev- 
erybody on both sides mad at me at one point in time. 

The first concept is that we are at war, which I agree. Some peo- 
ple in the administration had the view that when we are at war, 
there is only one branch of government. That is one of the reasons 
we have had this big fight, is because we’ve been fighting against 
a theory of the executive branch in a time of war that said there’s 
no need for FISA or any other check and balance. 

Did you ever feel comfortable personally with the idea that, when 
we authorized the use of force, congressional use of force regarding 
Iraq, that Congress intentionally gave you the authority to avoid 
compliance with FISA? 

Mr. Wainstein. I’ve read the argument that the AUMF, right in 
the aftermath of 9/11 — 

Senator Graham. I mean, do you personally feel comfortable with 
that legal reasoning? 

Mr. Wainstein. I’d have to say, and I’m not just trying to hedge. 
I’d really have to go back and dig into it because it’s a complicated 
matter. I don’t pretend to be a constitutional scholar on the separa- 
tion of powers issues, at least I don’t have it at my fingertips. 

Senator Graham. I just want you to understand — I think you’ve 
been a very good witness — that one of the conflicts we’ve had, is 
that I’m a conservative, want to win the war as much as anybody 
else, but one thing that conservatives and liberals have in common 
is a concept of checks and balances, that we can have military — 
see, I think we’re at war and the military should try these people 
that are caught who are suspected of war crimes, but there is a 
process that you go through with court review. So that’s one con- 
cept that I think is now behind us, so I want to put on the record 
that I appreciate the administration’s willingness to abandon that 
theory, sit down with us, and try to find a way to comply with 
FISA. 

Now we’ve got another concept that I think is rearing its head 
in this debate, is that you’re trying to apply domestic criminal law 
to a war-time environment. I have been arguing very ferociously 
that we are dealing with an act of war after 9/11, and the Law of 
Armed Conflict applies, not domestic criminal law. 

I am the first one to say, you cannot hold someone indefinitely 
under domestic criminal law without a habeas petition or some 
court date. But we are not dealing with common criminals, we are 
dealing with warriors who can be kept off the battlefield, under the 
Law of Armed Conflict, for an indefinite period because it would be 
silly to release people back to the fight who have vowed to kill you. 

Now, looking at FISA from those two concepts, the Protect Amer- 
ica Act, I think, has found a sweet spot as far as I’m concerned. 
The general idea that you would need a warrant to surveille the 
activity of an enemy combatant justifies all the laws of armed con- 
flict. So, as I understand this compromise we’ve reached, if you 
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find, or we find someone we suspect of being part of the enemy 
force, we have the ability to listen in to those communications 
under the theory that we are surveilling somebody who is part of 
the enemy. Is that correct? I mean, that’s why we’re following these 
people. 

Mr. Wainstein. It’s for foreign intelligence purposes. Yes. 

Senator Graham. Yes. We’re not following them for crime pur- 
poses, we’re following them because we’re at war. 

Mr. Wainstein. It’s a matter of national security and foreign in- 
telligence. 

Senator Graham. Right. 

Mr. Wainstein. I mean, that person can also be committing a 
crime at the same time. Of course, international terrorists are both 
a national security threat, as well as a criminal threat. 

Senator Graham. Right. Right. 

Now, when an American is involved, here’s where I think we 
need a warrant. If someone is calling me from overseas and you 
think the person calling me is a terrorist, I don’t mind you listen- 
ing in to what’s being said. But if you believe I’m helping the 
enemy — and this gets back to your question — that I am somehow 
part of a fifth column movement, I want you to go get a warrant 
because you’d be wrong. 

We’ve had examples of people since 9/11, anthrax, suspected of 
doing something. The government followed them around and noth- 
ing ever happened. I don’t think it is a burden for the administra- 
tion, this administration or any other administration, at a point in 
time to go to a court and say “we believe Lindsey Graham is in- 
volved with a terrorist activity”. 

Do you think that’s a burden? 

Mr. Wainstein. No. That’s a burden, actually, that we will shoul- 
der, sir. Because, according to the legislation that came out of the 
Senate Intelligence Committee, if we want a target, when we get 
to a point where we’re targeting somebody in the United States — 

Senator Graham. Right. 

Mr. Wainstein. — this is actually under the original FISA. 

Senator Graham. Right. 

Mr. Wainstein. But it continues through the Protect America 
Act. We have to go to the FISA court. 

Senator Graham. And that’s really not a burden, is it? 

Mr. Wainstein. Well, it’s a burden, but it’s a burden that we as- 
sume and that we feel is appropriate, and that we’re willing to 
carry on. 

Senator Graham. If you would have said that 3 years ago we 
wouldn’t be doing all this. 

Now, to my friends who want to expand it overseas, I think you 
are creating a burden. As much as I like Senator Wyden, we are 
at war. I do believe that his amendment is expanding FISA and 
doing the same type harm as if you never had to go through FISA. 
As much as I appreciate him, like him, and understand that he’s 
doing this for all the right reasons, I hope we will find a way not 
to impose that burden upon our Nation at a time of war. That’s 
just my comment, not a question. 

Finally, about the retroactive liability of people who have helped 
us. What effect, if any — a chilling effect, if any — would it have that 
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if a company is held liable or can go to court by answering a re- 
quest from their government with a document that says “this is a 
legal request”, what type effect would it have in the future of the 
ability of this country to go get people to help us? 

Mr. Wainstein. From my personal, sort of parochial perspective, 
that is the big concern because, you know, I am in a division of 
people whose job is to enable the intelligence community to do fast, 
flexible surveillance when it’s appropriate, and we’re concerned 
that companies are rational beings. They say. Okay, we cooperated 
before, we then got taken into court, and all the damage that goes 
along with that. 

Next time you come to us, it doesn’t matter how good the form 
is that you give us, how strong an assurance there is, we’re going 
to go ahead and litigate it all the way out to the nth degree to 
make sure that we protect ourselves and don’t end up in court later 
on. That then delays our ability to go up and get the surveillance 
we need. 

Senator Graham. To my colleagues on the committee who think 
we’re letting someone off the hook. I respectfully disagree. If we go 
down this road of holding people liable for answering a request of 
our government to help in a time of war, we’re probably hurting 
ourselves, not letting someone off the hook. 

Thank you. 

Senator Feinstein. Thank you very much. Senator Graham. 

Senator Durbin. 

Senator Durbin. Thank you. Madam Chair. 

Mr. Wainstein, when I use this little piece of technology to make 
a phone call or to send an e-mail message, I think I have a reason- 
able right to expect that that communication and my identity are 
going to be protected, confidential, private, except with some nota- 
ble statutory exceptions. If the company that I’m doing business 
with receives a warrant to search or obtain records, that’s under- 
standable. At that point, their obligation to me as a customer is 
secondary to this warrant that they received. 

Now, in this context of national security, under the statutes writ- 
ten, there is a second possibility. That is, in addition to a warrant, 
there could be this so-called certification that the government has 
the right to request this information, who I am, what I said, and 
what I did. 

Now, you stated this in the most general terms in your testi- 
mony, in terms of the responsibility of the telecommunications pro- 
vider to me, or any other customer. You said: “The committee’s con- 
sidered judgment reflects a principle in common law that private 
citizens who respond in good faith to a request for assistance by 
public officials should not be held liable for their actions.” 

So let me ask you this. In the course of our government’s reach- 
ing out to telecommunications providers, asking for information 
about communications for the purpose of national security, did any 
of those telecommunications providers refuse to cooperate, refuse to 
provide the information? 

Mr. Wainstein. Senator, I’m just not going to be at liberty — or 
equipped, for that matter — to answer that question. Obviously it’s 
classified. I wasn’t even around during most of that, at least in 
main Justice. But I think that’s something that you — I’m not sure 
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if you went to the briefing yesterday, but colleagues of mine were 
up there yesterday explaining the chronology and the history of the 
whole program, the terrorist surveillance program and the inter- 
action with the providers, and we’d be happy to come up and an- 
swer any more questions. 

Senator Durbin. So in order to protect what was said at that 
hearing, let me continue on in a hypothetical way, noting that 
there has been one telecommunications provider through one of its 
officers who has reported publicly that they refused to cooperate. 
But let me ask you this. If the question is good faith on the part 
of the providers and we come to learn that a telecommunications 
provider refused to cooperate, saying that the certification that was 
provided by the government was not adequate under the law, is 
that something we should take into consideration? 

Mr. Wainstein. In deciding what sort of immunity and whether 
to — 

Senator Durbin. In deciding whether or not it’s a good faith ef- 
fort by a company to cooperate with government. 

Mr. Wainstein. Well, not knowing the facts and not being able 
to address the facts even if I knew them — I mean, the fact that a 
company refused doesn’t necessarily make the rightness of their po- 
sition. What I see, is that there are letters that went out to these 
companies that said very forcefully, this is being directed — this was 
directed by the President and this has been deemed lawful at the 
very highest levels of the government. That’s a pretty strong assur- 
ance. 

So I guess in terms of good faith, that’s very strong evidence of 
good faith. The fact that one company refused to cooperate, if that 
is in fact the case, I don’t think that necessarily undercuts the 
strength of those assurances. 

Senator Durbin. I disagree. If a telecommunications provider 
looked at the same certification as another telecommunications pro- 
vider and concluded it was not sufficient under the statute to waive 
that company’s responsibility to protect the privacy and commu- 
nications of its customers, I think that is relevant to the discussion 
here. 

Assuming for the sake of discussion this company that has al- 
ready publicly disclosed what happened is factual in what they 
said, we at least know that one telecommunications provider took 
a look at what was being sent and said “that’s not good enough. 
I have a responsibility to my customers to protect their identity.” 

So that raises a question of fact, doesn’t it, as to what is good 
faith and what isn’t. Which company operated in good faith? Where 
do we resolve questions of fact in America? Questions of fact and 
law are resolved in a court. What you’re suggesting from your testi- 
mony is, we don’t want to resolve this. We don’t want to have these 
telecommunications providers held accountable to explain their 
conduct. 

Now, that troubles me. It troubles me because, from my point of 
view, it’s going to have a chilling effect on the relationship of tele- 
communications providers, their customers, and our government. 
How much can I trust in the future if I know the telecommuni- 
cations providers can disclose my conversations, information about 
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me, with impunity, with immunity under the law? What do you 
think? 

Mr. Wainstein. Senator, thanks for that line of questions. Back 
to the fact that one company might have refused. Keeping it in the 
abstract, because I don’t know the facts, it could be characterized 
that they did a good faith job and they determined that this wasn’t 
sufficient. It also could be an example of the phenomenon I just de- 
scribed to Senator Graham, which is a company saying, boy. I’m 
just not going to do anything to assist the government. 

I’m not going to make it easy. I’ll go into my shell, and not try 
to help because I’m going to be risk averse. Well, the problem is, 
is that the more these companies are exposed, the more you’re 
going to have companies doing exactly that. Now, I don’t know 
what the thought process was in this particular case, but I’m say- 
ing that it could be — 

Senator Durbin. Interesting. 

Mr. Wainstein. It could be looked at that way. 

Senator Durbin. An interesting and relevant question. Isn’t the 
law and fact usually resolved in a court, by a judge? And the point 
that was made earlier by Senator Leahy is that at some moment 
in time, after the public disclosure of the so-called “secret” pro- 
gram, our government decision, you know, the safest thing to do is 
to go through the FISA court. If we hand them a court order, we 
don’t have to worry about whether or not this authorization docu- 
ment is really going to carry the day. That, to me, was a conclusion 
and an admission of the obvious. 

That is an admission which I think shows where our government 
should have been from the start. They knew that if they went 
through the FISA court with a court order, the telecommunications 
provider would have no argument. But when you get to this so- 
called authorization, there clearly was an argument, at least for 
one telecommunications provider. 

So, you know, it strikes me as strange, middling strange, here, 
that we’re in a position saying that this company that is supposed 
to protect my identity and my communications, if it asserts my pri- 
vacy, my right to privacy over a government request, that somehow 
they’re obviously not doing their “patriotic duty”. That’s how you 
referred to it, their “patriotic duty”. 

It’s even been suggested by one of my colleagues here that these 
lawyers bringing this lawsuit, we’ve got to question whether they 
might be connected with terrorist organizations. Remember that? 
Remember that statement that was made earlier? Hasn’t this gone 
pretty far afield from the fundamental question, the conflict be- 
tween privacy and security? Isn’t it reasonable to say that company 
has a statutory and personal obligation to me to protect my iden- 
tity, and only to give it up for a legitimate, statutorily recognized 
purpose, a court order or a certification that they can stand be- 
hind? 

Mr. Wainstein. Just to be clear. I’ve not heard — and I’ve fol- 
lowed this primarily in the newspapers — of bad faith on the part 
of any companies. We’re not trying to suggest — I’m not suggesting 
that at all. I think, actually, companies acted in good faith, and I 
do believe they acted out of patriotic duty, or sense of patriotic 
duty. 


VerDate Nov 24 2008 1 1:52 Oct 06, 2009 Jkt 052426 PO 00000 Frm 00042 Fmt 6633 Stmt 6633 S:\GPO\HEARINGS\52426.TXT SJUD1 PsN: CMORC 



39 


I think, though, the legislation in the Senate Intelligence bill is 
a good middle ground where it gives targeted immunity for the 
events after 9/11 where companies did act on these assurances — 
but then lays out, prescribes a course for those kind of defenses in 
the future. There’s a second part which does that, which I think is 
quite sound because it says, look, we’re going to deal with this one- 
shot problem post 9/11, between 9/11 and when we went to the 
FISA court or got FISA court approval, but then from here on out, 
this is the mechanism that we’re going to use, and we’ll do that 
without having to resort to the State Secrets Doctrine. I think 
that’s a very sound approach. 

Senator Durbin. Thank you very much. 

Thank you. Madam Chairman. 

Senator Feinstein. Thank you. Senator. Thank you, Mr. 
Wainstein. 

Senator Hatch has not yet had his first round. But before turn- 
ing to him, I would like to state what the Chair’s intent is. If any- 
one disagrees, please let me know. I’d like to go until 1:45, and we 
have a second panel. We’ll ask the panelists to think about their 
remarks — we have their written remarks — summarize them, and 
then limit the rounds to a strict 5 minutes, if that’s agreeable with 
everybody. 

[No response]. 

Senator Feinstein. Hearing no objection — I meant 12:45. Excuse 
me. Hearing no objection, that’s the way we’ll proceed. 

Senator Hatch, it is all yours. 

Senator Hatch. Well, thank you. Madam Chairman. I appreciate 
it. 

I am sorry to keep you a little longer. But the current bill pro- 
vides authorization for the Attorney General and the Director of 
National Intelligence to direct in writing an electronic communica- 
tions service provider to provide the government with all informa- 
tion, facilities, and assistance necessary to accomplish authorized 
acquisition. 

However, I don’t see that the bill language has specific non-dis- 
closure language for these likely classified directives. Can you re- 
search whether this is needed and provide an answer to the com- 
mittee’s consideration of the bill? 

Mr. Wainstein. [microphone off]. 

Senator Hatch. Okay, if you would. 

Now, there have been some suggestions to have the FISC assess 
compliance with the targeting and minimization procedures. There 
are numerous oversight mechanisms in this bill already. Wouldn’t 
this put the FISC in a position where it is making foreign intel- 
ligence determinations in place of analysis? 

Mr. Wainstein. That is the problem, that it would get the FISC 
in a position of being operational to the extent that it is not when 
it assesses compliance for, let’s say the minimization procedures in 
the typical, traditional FISA context where you’re talking about 
one order, one person. Here, some of our orders might well be pro- 
grammatic, where you are talking about whole categories of sur- 
veillances. That would be a tall order for the FISA court to assess 
compliance. 
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Senator Hatch. That’s my understanding. The House bill on 
FISA requires that the FISC approve any foreign targeting before 
it occurs. We need to remember, we’re talking about foreign targets 
that are overseas. From the Department of Justice’s perspective, 
what are the negative consequences of prior approval? 

Mr. Wainstein. It’s that, prior approval raises a host of issues. 
One, we might not get the approval and that can slow things down. 
The House bill actually says, if at the end of 45 days the court 
hasn’t ruled, our surveillance has to go down. There is an emer- 
gency procedure, but it goes down and we lose it. There’s not even 
an mechanism for surveillance remaining up as we appeal a dec- 
lination by the FISA court. 

We have seen over time, as we’ve discussed earlier, as FISA has 
migrated — the jurisdiction of FISA has migrated to surveillances 
outside the United States with the change in technology since 
1978, more and more we’ve had to go to the FISA court to get ap- 
proval at the front end, and that’s more and more burden on us 
and more — 

Senator Hatch. And it always takes a considerable amount of 
time to go through the FISA procedure, sometimes less than oth- 
ers. But if it’s a serious request, it can take a number of days, 
couldn’t it? 

Mr. Wainstein. Yes. It can take a long time. It can also take a 
lot of person hours because you have to put together a lot of paper. 

Senator Hatch. But we could lose the intelligence that really 
might protect our country. 

Mr. Wainstein. That’s the concern. Yes, sir. 

Senator Hatch. That’s my concern. Other legislative proposals 
relating to FISA modernization have called for a narrow definition 
of foreign intelligence information applying only to international 
terrorism. Now, please provide an explanation of the flaws in this 
suggestion and how this type of unnecessary limitation could facili- 
tate our intelligence community missing the next step? 

Mr. Wainstein. That’s an interesting question, sir. For instance, 
the bill that the House is considering would take the definition of 
foreign intelligence information that is in FISA that talks about all 
of the sorts of information that you would think would relate to the 
national security, but would carve out, leave out of that definition 
in the House bill intelligence relating to the foreign affairs of the 
country. 

Other bills have said, let’s just limit this to international ter- 
rorism, not all the other types of foreign intelligence. The reality 
is, our foreign intelligence collection network and our intelligence 
community operates in a way that it gets the whole range of for- 
eign intelligence — 

Senator Hatch. Sometimes those ranges are interconnected that 
would lead to terrorism to begin with. You might not get the terror- 
ists without the other range of information. Is that right? 

Mr. Wainstein. Absolutely. And to try to draw lines, to have an- 
alysts draw lines and say, well, this is more of interest to the State 
Department than the Defense Department, therefore it’s foreign af- 
fairs and we can’t do it, it would be very problematic operationally. 

Senator Hatch. Yes. We’re living in the big-time world here 
where we have a lot of people who’d like to destroy the United 
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States and everything we stand for, and our allies as well. We have 
to stand tough on these things. Is that a fair analysis? 

Mr. Wainstein. I agree sir. And you can bet that our adver- 
saries, especially those other states who are directing intelligence 
operations against us, they are definitely trying to get all foreign 
affairs information and they’re not limiting themselves. 

Senator Hatch. They’re not limiting themselves just to ter- 
rorism. 

Mr. Wainstein. Not at all. 

Senator Hatch. Because they don’t have a threat from us. 

Mr. Wainstein. Right. 

Senator Hatch. Well, this legislation is crystal clear about pro- 
hibiting reverse targeting. Testimony in the second panel leads me 
to believe that people still don’t understand that particular issue. 
Now, can you describe for us reverse targeting and how it is not 
allowed under current law, as well as this legislation? 

Mr. Wainstein. Thank you for that question because it is, under- 
standably, a complicated area. What it means when we target 
somebody for surveillance, it means — and this is very operational — 
the intelligence community actually takes its gizmos and targets 
them against the person or the facilities that person is using out- 
side the United States, so under this legislation we would be able 
to do that without going to the FISA court. 

Senator Hatch, feght. 

Mr. Wainstein. The concern is, what we would do, is we’ll find 
Ken Wainstein, who’s outside the United States, and we’ll target 
him, but we’re doing that really because we want to get the com- 
munications of a person within the United States. So the concern 
is, we’re actually using this to circumvent the court to actually 
surveille someone in the United States. 

This legislation from the Senate Intelligence Committee makes it 
clear we cannot do that. Original FISA said we cannot do that. 
Once we target the person in the U.S., we have to go to the FISA 
court. And as a technical matter, targeting the person in the 
United States means a technical shift, so we’re actually shifting 
our targeting and our apparatus over to that person. It’s against 
the law to do that. We’d have to go to the FISA court. 

In fact, it would make no sense, sort of as a matter of tradecraft, 
if we really had an interest in the person in the U.S., to just limit 
our surveillance to the person who’s outside the U.S. and talking 
to him, because we’d only get that suspect’s communications to the 
person outside the U.S. You wouldn’t get all that other person’s 
communications. Instead, what we would do is go to the court and 
get a FISA order to get all that person’s communications. So this 
legislation makes clear we can’t do that, FISA made it clear we 
can’t do that, by letter from us to this committee a couple of 
months ago we made it clear we’re not doing it, we won’t do it, and 
congressional oversight will ensure that we won’t. 

Senator Hatch. Madam Chairman, could I have just a little of 
additional time to make a comment or two that I’d like to make? 

Senator Feinstein. Yes. 

Senator Hatch. I appreciate your testimony and I appreciate the 
difficulties in these areas. I hope that people aren’t going to try and 
exploit some of these situations because we are talking about pro- 
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tecting people in this country and our allies around the world. It 
takes an awful lot of effort. Unfortunately, more has been disclosed 
about what we have been trying to do than I think should have 
been disclosed. 

Section 703(c) of this bill has received a great deal of attention, 
with good reason. This section would require court approval for ac- 
quisitions targeting American persons overseas. Unlike current 
provisions of FISA relating to electronic surveillance, this section 
provides no emergency provision for an acquisition targeting an 
American citizen overseas. Now, this means that it would be hard- 
er to surveille a citizen outside of the country than inside the coun- 
try. Do you agree with that? 

Mr. Wainstein. Yes. That’s the irony of it. 

Senator Hatch. Given the importance of intelligence collection to 
our safety, why in the world would we handcuff ourselves in this 
way? I mean, even if this section is amended, it is a dramatic de- 
parture from the 26 years of history under Executive Order 12333. 
I think it’s imperative for us to emphasize that there are many 
warrant exceptions to the Fourth Amendment. 

The question is whether the search is “reasonable”. For example, 
the individuals attending today’s hearing were forced to go through 
a magnetometer just go get access to this building. Now, this was 
a warrantless search, but I think everybody would agree that it’s 
a reasonable search. 

So if the Attorney General of the United States determines via 
probable cause that an American citizen overseas is an agent of a 
foreign power, is a warrantless acquisition of his communications 
reasonable? I think the answer is an emphatic “yes”. Do you agree? 

Mr. Wainstein. Yes, sir. And I think that’s the basis for the 
12333 mechanism that has been in place. As you point out, there 
are many scenarios where a search is done: at border searches, 
stop points where they stop cars, whatever the term is, here going 
in and out of public buildings where there are searches. They are 
done without court order, but they’re considered “reasonable”. Rea- 
sonableness is the touchstone. That’s the critical element for 
searches overseas, and that is satisfied by this 12333 mechanism. 
It’s been found that way by the court. 

Senator Hatch. I’m grateful to the Chairman for giving me a lit- 
tle extra time. 

Could I put this in the record? 

Senator Feinstein. You certainly may. Senator. 

Senator Hatch. Madam Chairman, I would like to put in the 
record the October 29, 2007 letter from James B. Comey, former 
Deputy at Justice, John Ashcroft, the former Attorney General, 
Jack Goldsmith, who has been quoted in the media continuously, 
and Patrick F. Philbin. 

[The letter appears as a submission for the record.] 

Senator Hatch. This letter is directed to the Chairman and 
Ranking Member, Chairman Leahy and Ranking Member Specter. 
It’s written to support the carrier immunity provision, passed with 
bipartisan support in the FISA reform legislation recently reported 
out of the Senate Select Committee on Intelligence and now before 
your committee for consideration. 
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It is a very interesting letter and makes a very good case that 
we’re talking about protection of our people in this country. If we 
don’t get the tools to protect, and if we don’t have access to the 
telecom companies and others, if they are going to be sued, there’s 
$40 billion worth of suits because they cooperated with our intel- 
ligence community, if we don’t give them immunity there isn’t 
going to be any cooperation in the future. How would that affect 
us? 

Senator Feinstein. Senator, your time — I’ve been very generous. 

Senator Hatch. You have been. I think — 

Senator Feinstein. I’m just — 

Senator Hatch. I think I’ll have to quit at that question. 

Senator Feinstein. I think you might be well advised. 

Senator Hatch. Okay. Well, if you answer that. I’ll keep my 
mouth shut and I won’t even ask for a second round. 

Senator Feinstein. Quickly, Mr. Wainstein. 

Mr. Wainstein. It will detrimentally affect us. Senator Hatch. 
Very much so. 

Senator Feinstein. You’ve got the answer. Senator. Thank you 
very much. 

Senator Hatch. Thank you. 

Senator Feinstein. Senator Brownback. 

Senator Brownback. Thank you very much. Madam Chairman. 

Mr. Wainstein, thank you for your testimony. I’ve just got a cou- 
ple of points and they’re ones you’ve covered, but I just want to 
make sure that I’m clear on it and I understand you fairly as well. 

One, just really following up with Senator Hatch’s thoughts, 
we’re going to be in this fight on terrorism, I think, at least for a 
generation. If we don’t have private companies, private individuals 
cooperating with us, I think we’re going to have a longer fight, and 
we’ll have a less successful fight. 

And so we’ve got to give them some liability protection to be will- 
ing to work with us. That’s why I like to see the provision in the 
bill. The FISA Amendment Act goes, I think, a long way toward 
giving the intelligence community, which plays this vital role of 
protecting the lives of Americans and our neighborhoods around 
the world, the tools it needs. 

I am especially pleased that the Act provides liability protection 
for the communications service providers. I just think that is in- 
credibly important. A guy yesterday was telling me that tele- 
communication intelligence is the queen on the chessboard now for 
us. With the difficulty of human intelligence, this is just key. We’ve 
got to be able to get at this information and we’ve got to be able 
to protect people’s civil liberties. 

I agree with all of that. I just want to make sure, from your per- 
spective, just to be clear, this bill does not grant any immunity for 
criminal acts that might be done by private individuals. 

Mr. Wainstein. No, sir, it doesn’t. 

Senator Brownback. Okay. And it does not grant immunity for 
any government agencies or officials? 

Mr. Wainstein. No. It’s for the providers. 

Senator Brownback. Okay. So even with the carrier immunity, 
there are still avenues for individuals to challenge actions that 
might take place. Is that correct? 
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Mr. Wainstein. Absolutely. I think, actually, if people have con- 
cerns, it’s about the legality of the program as determined by the 
government. So if they’re going to litigate, they should direct their 
litigation at the government that assured the providers that this 
was legal. 

Senator Brownback. It sure looks like to me, if we don’t provide 
this liability immunity to the communications companies, they’re 
going to start turning us down for a request for information that 
we should be able to lawfully obtain. Is that correct? 

Mr. Wainstein. That’s my concern, that they’ll turn us down or 
they’ll just feel like, to protect themselves against potential liability 
down the road, they’ve got to litigate everything we give them. 
They’ve got to challenge every order, every directive just to make 
sure that if someone down the road sues them, they’ve got a record, 
a record of having pushed every button and made sure that they’ve 
looked at every angle. That is — 

Senator Brownback. That eats up time. 

Mr. Wainstein. It eats up time. 

Senator Brownback. That takes us away from being able to get 
the intelligence information that is probably in a real-time need, 
would be my guess. 

Mr. Wainstein. Absolutely. When we hear about a facility we 
want to surveille, we need to go up immediately. That’s why we use 
the emergency authority quite often. But just like criminals who go 
through telephones all the time, change their phones all the time, 
terrorists will change their modes of communication. So if we can’t 
get up and going on them quickly, we often lose the opportunity to 
get the information we need. 

Senator Brownback. And for us to be able to get the private sec- 
tor cooperation, they need the liability limitations or the liability 
immunity. Is that correct? 

Mr. Wainstein. Yes, sir. 

Senator Brownback. As a lawyer who does not practice this type 
of law, but if I were advising a company without that liability limi- 
tation or immunity exposure, I would just say “don’t do it”. The 
safe answer is “no”. The safe answer is to make them go through 
the court system. I just don’t know why anybody would cooperate 
with us without that. 

There was a great piece in the Wall Street Journal today. It was 
former Attorney General Civiletti and Thornburgh, former FBI and 
CIA Director Webster that wrote this: “The government alone can- 
not protect us from the threats we face today. We must have the 
help of all our citizens. There will be times when the lives of thou- 
sands of Americans will depend on whether corporations, such as 
airlines or banks, are willing to lend assistance. 

If we do not treat companies fairly when they respond to assur- 
ances from the highest levels of the government that their help is 
legal and essential for saving lives, then we will be radically reduc- 
ing our society’s capacity to defend itself” I don’t know if it could 
have been put any more clearly or succinctly. I presume you would 
agree with that statement. 

Mr. Wainstein. Absolutely. It’s stated much better than I’ve 
stated it here today. But that is the point, that we run the risk of 
really handicapping ourselves in the war on terror. 
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Senator Brownback. Madam Chairman, thank you for this 
chance. Mr. Wainstein, thank you for your work. Godspeed. 

Mr. Wainstein. Thank you very much, Senator Brownback. 

Senator Feinstein. The hour is upon us for you to depart. I want 
to thank you very much. I know the committee appreciates your 
testimony. So, thank you, Mr. Wainstein. 

Mr. Wainstein. Thank you very much. Madam Chairman. Thank 
you for the opportunity. 

Senator Feinstein. Thank you. 

We will move quickly on the next panel. As they come up, I will 
introduce them. 

Ed Black is the president and CEO of the Computer & Commu- 
nications Industry Association, where he previously served as vice 
president and general counsel. Mr. Black also serves on the State 
Department’s Advisory Committee on International Communica- 
tions and Information Policy. Mr. Black spent time in the State 
and Commerce Departments during the 1970’s, focusing on a range 
of issues, including telecommunications and technology policy. He 
has worked for two Members of Congress. 

The next person is Patrick Philbin, who currently works at the 
law firm of Kirkland & Ellis. Erom 2001 to 2005, Mr. Philbin 
served in the Department of Justice, where he focused on national 
security, intelligence, and terrorism issues. 

As a Deputy Attorney General in the Office of Legal Counsel 
from 2001 to 2003, a critical time, Mr. Philbin advised the Attorney 
General and counsel to the President on national security issues. 
As an Associate Deputy Attorney General from 2003 to 2005, he 
oversaw and managed national security functions of the Depart- 
ment, including applications for electronic surveillance under the 
Eoreign Intelligence Surveillance Act. 

Morton Halperin is the director of the U.S. Advocacy at the Open 
Society Institute, and the executive director of the Open Society 
Policy Center. Dr. Halperin has served in three administrations, 
with positions in the State Department, the National Safety Coun- 
cil, and the Defense Department. 

Dr. Halperin has also worked for the American Civil Liberties 
Union, serving as director of the Center for National Security Stud- 
ies from 1975 to 1992. He has taught at several universities, in- 
cluding Harvard, Columbia, and MIT. He has missed the West 
Coast in that area. 

But we will now proceed. I will ask the panelists, beginning with 
Mr. Black, to try to confine their remarks to 5 minutes, and then 
we will followup in like manner. 

Mr. Black? 

STATEMENT OF EDWARD BLACK, PRESIDENT AND CEO, COM- 
PUTER & COMMUNICATIONS INDUSTRY ASSOCIATION, 

WASHINGTON, D.C. 

Mr. Black. Thank you. Senator Eeinstein. It’s a pleasure to be 
here. I am Ed Black, president and CEO of the Computer & Com- 
munications Industry Association. 

Eor 35 years, CCIA has consistently promoted innovation and 
competition through open markets, open systems, and open net- 
works. We greatly appreciate the opportunity to discuss the critical 
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intersection of national security law and privacy rights before this 
committee. 

As we all know, the Internet is an unprecedented and unique 
force for democratic change and socioeconomic progress. Increas- 
ingly, our Nation’s digital economy — indeed, our global competitive- 
ness — depends on the dynamism and openness of the Internet. 

In the digital economy, all information service companies have a 
custodial role to play regarding two key fundamentals of the Inter- 
net: free speech, as protected by the First Amendment, and privacy 
and security, protected by the Fourth. 

If the marketplace loses confidence in the security of business 
and personal transactions online, the entire digital economy could 
grind to a halt. We understand our industry’s technology and the 
many ways in which it can be used, and ways it can be misused. 
In addition to the most obvious domestic benefits, the Internet is 
a tool for spreading freedom and democracy around the world. In- 
deed, our government must continue to lead by example in pro- 
moting the freedom of ideas and communications that the Internet 
makes possible. 

We urge you to ensure that this legislation not weaken the hand 
of American companies that must contend with escalating demands 
for censorship and surveillance by foreign secret police around the 
world. CCIA supports current legislative efforts to amend FISA to 
achieve a sound balance between effective terrorist surveillance, 
vital to our national security, and the constitutionally protected 
rights to privacy and free speech. 

We want to be good citizens. We do not, however, want to be po- 
lice agents. In order to do that, we need protection not just from 
third party liability for acquiescing to proper demands, but protec- 
tion from improper government pressure or inducements as well. 

The Senate Intelligence Committee legislation, S. 2248, while 
providing some important improvements over the hastily passed 
Protect America Act, will allow too much surveillance of Americans 
based on executive certification without a court order, and disturb- 
ingly, the bill provides retroactive immunity from civil liability for 
those who may have participated in any illegal program without a 
full understanding of what conduct is being immunized. 

If we continue to make up the rules as we go along, any violation 
of the Constitution perform to serve a very tempting national secu- 
rity or law enforcement purpose and can be rationalized and cov- 
ered up by retroactive immunity. Retroactive immunity for partici- 
pation in the recent secret government surveillance program is pre- 
mature at best. 

If immunity for past activities is granted prior to full disclosure 
and accountability. Congress and the public may never understand 
the real nature of the NSA warrantless wire tapping program. We 
also believe broad retroactive immunity would be ill-advised in any 
event because it would perpetuate uncertainty, confusion, and sec- 
ond-guessing in the future. If retroactive immunity is granted in 
this case, future extra-legal requests will be accompanied by a wink 
and a promise of similar immunity after things settle down. 

Civil litigation should be allowed to proceed. Even if major por- 
tions of the proceedings need to be held in camera and the scope 
of discovery narrowed, judges — and to the extent compatible with 
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serious national security concern, the public — should, and needs to, 
learn what really happened in these cases. 

In conclusion, millions of workers in our industry believe that we 
are an industry that can be a strong, positive force for our society. 
The underlying desire to facilitate communications, the transfer of 
information and knowledge, and the building of bridges across cul- 
tural boundaries: these are core motivations of people in our indus- 
try. These motivations are part of why our industry is successful. 
The economic rewards can be great, but they are as much a con- 
sequence as they are a motive. 

To sustain this positive force, we must work together to establish 
processes and protections for private, personal, and business infor- 
mation that is so critical to the open and free use of the Internet. 
Our industry needs clear and constitutionally proper ground rules 
that are only deviated from through well-defined, transparent proc- 
esses. These rules must be straightforward enough to be publicized 
and understood by U.S. citizens and business people who may be 
called upon to assist their government in these uncertain times. 

Thank you. 

Senator Feinstein. Thank you, Mr. Black. And thank you for 
coming so close to the time limit. I appreciate it very much. Excel- 
lent testimony, too. 

[The prepared statement of Mr. Black appears as a submission 
for the record.] 

Senator Feinstein. Mr. Philbin. 

STATEMENT OF PATRICK F. PHILBIN, PARTNER, KIRKLAND & 
ELLIS, WASHINGTON, D.C. 

Mr. Philbin. Thank you. Madam Chairman. I will try to keep on 
the time limit as well. 

I gained experience related to FISA and electronic surveillance 
during my service at the Department of Justice and learned that 
electronic surveillance is a vital intelligence tool. 

At the same time, it’s an intrusive technique that if not con- 
strained and controlled properly, can threaten the liberties and pri- 
vacy of American citizens. Ensuring that electronic surveillance re- 
mains an agile and adaptable tool, while at the same time pro- 
tecting American liberties, is the challenge Congress faces in 
amending FISA. 

In my testimony. I’d like to cover three points related to bill 
2248. First, I want to express support for the provisions in the bill 
that will allow the executive to target the communications of per- 
sons reasonably believed to be overseas without first going to the 
FISA court. These provisions are consistent with FISA’s original 
purpose and are necessary to ensure that FISA does not fall out of 
step with changing technology. 

FISA was not meant to regulate the collection of intelligence on 
the communications of persons overseas. Changing technology has 
led to the fact that some communications going through the United 
States are now under the FISA court jurisdiction. In my view, 
given changes in technology, a longer term solution to make the ap- 
plication of FISA less dependent on the medium used to carry a 
communication, such as wire versus radio, and more directly tied 
to the location of the target, is definitely warranted. 
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This provision is a good start in that direction. It appropriately 
addresses the Nation’s intelligence needs, especially during the on- 
going conflict with A1 Qaeda, where speed and flexibility in re- 
sponding to targeting and tracking of subjects overseas are vital for 
intelligence success. 

Second, I want to express my support for the provisions in the 
bill that grant immunity to telecommunications carriers against 
lawsuits based on the carriers’ alleged participation in intelligence 
activities involving electronic surveillance authorized by the Presi- 
dent. I think that that immunity is warranted for several reasons. 
First, protecting the carriers who allegedly responded to the gov- 
ernment’s call for assistance in the wake of the devastating attacks 
of 9/11 is simply the right thing to do. 

The allegations here are that, in the wake of 9/11, corporations 
were asked to assist the intelligence community based on a pro- 
gram authorized by the President himself and based on assurances 
that the program had been determined to be lawful at the highest 
levels of the executive branch. 

Under those circumstances, corporations should be entitled to 
rely on those representations and accept the determinations of the 
government as to the legality of their actions. It would be fun- 
damentally unfair, in my view, to simply leave those who relied on 
representations from the government twisting in the wind. 

The fundamental notion of fairness here is also rooted in the law. 
As was mentioned in an earlier session, there is a common law im- 
munity for those who assist a public officer who calls for assistance 
in a time of crisis. It is the same principle of fairness that applies 
here. 

Second, immunity is appropriate because allowing the suits to 
proceed would risk leaking sensitive national security information. 
As the suits progress, they will inevitably risk disclosure of intel- 
ligence sources and methods that will damage the national secu- 
rity. The assertion of state secrets privilege is not a cure-all here. 
If it were a cure-all, the litigation would not still be proceeding 2 
years after it was filed. 

The longer the suits proceed, the more details concerning the 
ways the intelligence community may seek information from the 
Nation’s telecommunications infrastructure will leak. Our enemies 
are far from stupid. As such information trickles out, they will 
adapt their communications security to thwart our surveillance 
measures and valuable intelligence will be lost. 

Third, failing to provide immunity to the carriers here would dis- 
courage both companies in the communications sector and other 
corporations from providing assistance in the context of future 
emergencies. In the continuing conflict with A1 Qaeda, one of our 
Nation’s greatest strategic assets is our private sector and the in- 
formation it has available to it. 

Intelligence is vital for success in this conflict, and particularly 
communications intelligence. If immunity is not provided, however, 
it is likely that in the future private sector corporations will prove 
much more reluctant to provide assistance swiftly and willingly, 
and critical time in obtaining information will be lost. 

I agree fully with the conclusion in the report in the bill from the 
Senate Select Committee on Intelligence that “the possible reduc- 
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tion in intelligence that might result from this delay is simply un- 
acceptable for the safety of our Nation.” 

Finally, I disagree with the suggestion made by some that car- 
riers should be forced, through the threat of liability, to serve a 
gatekeeper role to second guess and provide, in essence, oversight 
on the intelligence-gathering decisions of the executive. Commu- 
nications companies are simply not well-positioned to second-^ess 
government decisions regarding the propriety or legality of intel- 
ligence activities. 

I know from experience that the legal questions involved in such 
matters are highly specialized, extremely difficult, often involve 
constitutional questions of separation of powers that have never 
been squarely addressed by the courts, and are not readily suscep- 
tible for analysis by lawyers at a company whose primary concern 
is providing communications service to the public. 

Conducting the complete legal analysis, moreover, requires ac- 
cess to facts and intelligence information that is not, and should 
not be, fully shared outside the government. We should not adopt 
policies that effectively require private corporations to demand in- 
telligence information from the executive and to conduct their own 
mini-investigations into the propriety of intelligence operations. At 
the same time, there must be some mechanism for addressing con- 
cerns raised about the intelligence activities at issue. 

As the committee is likely aware, I am intimately familiar with 
the legal analysis conducted within the executive branch, and de- 
bates about that analysis. I can understand that reasonable people 
want further probing into the legal basis of the program, and en- 
suring that all intelligence activities do strictly adhere to the law 
is an imperative. 

But the question of liability for telecommunications carriers is 
logically and legally distinct from that debate. The mechanism for 
addressing legal concerns about the intelligence programs is 
through rigorous oversight within the executive branch and 
through a joint effort between the executive and Congress to en- 
sure appropriate oversight. The executive and Congress is charged 
with that responsibility. Private lawsuits are not the best mecha- 
nism for providing that oversight. 

In conclusion. Madam Chair, I’d just like to note that I agree 
with the comments that were made earlier, that a warrant should 
not be required from the FISA court for conducting surveillance of 
a U.S. citizen overseas. That is an expansion of the FISA court’s 
authority that I believe is unwise. 

Thank you. 

Senator Feinstein. Thank you, Mr. Philbin. 

[The prepared statement of Mr. Philbin appears as a submision.] 

Senator Feinstein. Dr. Halperin. 

STATEMENT OF MORTON H. HALPERIN, DIRECTOR OF U.S. 

ADVOCACY, OPEN SOCIETY INSTITUTE, WASHINGTON, D.C. 

Dr. Halperin. Thank you very much. I want to note that there 
are, of course, many other people and many other organizations 
that are expert on this and have deep concerns about it. I know it 
was not possible to have them all as witnesses, but I trust the com- 
mittee will look at those views as well. 
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I want to focus on the issue of immunity and the question of sole 
means, because I think they’re very closely related. The discussion 
we’ve had this morning is a logical one, but it totally ignores the 
history and the legislation that is before us. It ignores the history 
because we were at exactly the same point when FISA was intro- 
duced. 

I was very much a part of that debate. The phone companies 
came in in exactly the same way. They were being sued. I had sued 
them for participating in the wire tap of my home phone. They said 
this is unreasonable. We should not be required to second guess. 
When we get a request from the government, we should be able to 
know very clearly what we’re supposed to do. 

Congress provided that answer with extraordinary clarity in the 
FISA legislation. It said, if you have a FISA warrant or a certifi- 
cation from the government that the specific provisions of FISA 
which permit surveillance without a warrant have been met, if you 
get one of those two things, you must cooperate. 

If you get something else, like a certification that says the Presi- 
dent has decided this is lawful without citing a statutory provision, 
then they were supposed to say no, and they were subject to civil 
and criminal penalties if they did not, both State and Federal civil 
and criminal penalties. 

I think the law was absolutely clear. So to now cite the common- 
law rule that you need to cooperate, or say it is unreasonable to 
put phone companies in this position, ignores the fact that Con- 
gress answered that question with great precision in FISA. It is 
also illogical, the argument that’s being made, because the argu- 
ment says we want them to cooperate in the future, and therefore 
we have to give them this immunity. 

But as the witness from the Justice Department agreed — and I 
thought that was very important — this bill does lay out for the fu- 
ture a scheme which does not require the phone companies to do 
any of their own analysis or to make their own judgment about 
what is patriotic. 

Now, paradoxically it’s the same scheme that was in the original 
FISA, but a little clearer. I think there are ways in which you can 
go beyond the Senate Intelligence Committee bill to make it even 
clearer that Congress means to say to the phone companies, you ei- 
ther have a warrant or you have a certification that a specific pro- 
vision of FISA where you don’t need a warrant is involved. If you 
get one of those two you must cooperate, and if you do not, you 
may not cooperate. 

Now, that’s a rule going forward which will lead the phone com- 
panies to cooperate because there’s no judgment. So the logic that 
says we need to give them immunity about the past so that they’ll 
cooperate in the future makes no sense, because we’re telling them 
to cooperate in the future not if they get another plea that the com- 
mon law requires them to cooperate, but only if the government 
meets the standards for the certification. So, I would urge you to 
build on what the Senate Intelligence Committee did and add to 
those provisions. 

Another very important provision, in my view, is the question of 
how you avoid them using this when the real interest is a U.S. per- 
son. Again, I think we had very important testimony from the Jus- 
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tice Department saying that when a U.S. person becomes of inter- 
est to the intelligence community, we need to get a warrant from 
the FISA court, and we want a warrant because we want all of his 
conversations. 

That is the language that is in the House bill. The House bill 
says that when a person in the United States becomes — a signifi- 
cant reason to do the surveillance is because you want information 
about a person in the United States, you need to get a warrant 
from the FISA court. I would urge you to add that to the bill. It 
changes nothing. It’s exactly the assurance you were given from the 
Justice Department. But it makes it a statutory requirement and 
puts the FISA court in the process of making sure that when the 
purpose is to learn about an American, a person in the United 
States, then you need a warrant. 

Finally, more generally, I think you do need to give the FISA 
court some additional leeway so that it can supervise the process. 
As we heard in one of the exchanges, the way the bill is written, 
even if the FISA judge decides that the minimization procedures 
are being violated, there’s nothing he can do. Now, I think a judge 
would say it doesn’t matter; if this is before me. I’m going to decide 
it. But I think Congress ought to make it absolutely clear that the 
FISA court has to supervise all of the requirements of the statute. 

Thank you. 

[The prepared statement of Dr. Halperin appears as a submis- 
sion for the record.] 

Senator Feinstein. Thank you all very much. Dr. Halperin, you 
speak very quickly, and I think very slowly, so we’ve got a little 
point here. In looking at your point on the warrant accompanying 
the certification with respect to the existing FISA law, and I’m 
looking at the law, it would seem to me, if one just added a few 
words to say that the warrant essentially must accompany — it’s 
Section 2511(2)(a)II: “Notwithstanding any of the providers of wire 
or electronic communications services or officers, agents, landlords, 
custodians, other persons are authorized to provide information, fa- 
cilities, or technical to persons authorized by law to intercept wire, 
oral, or electronic communications, or to conduct electronic commu- 
nications as defined. . .only if such provider, its officers. . . have 
been provided with a court order directing such assistance.” So we 
would only have to add one word, “only”. 

Dr. Halperin. Well, I think “only” is important, but you cer- 
tainly could add it. The other change I think you make, and need 
to make, and it’s one of the four I lay out in my testimony, is in- 
deed which talks about a certification as the alternative to the war- 
rant. It says that “no warrant or court order is required by law.” 
I think you need to say “by this law” and that “all statutory re- 
quirements of this statute have been met, and that the specific as- 
sistance is required”, so that you make it clear that a certification 
has to be based on a specific provision. 

For example, you say in an emergency you can go by a certifi- 
cation, or for the least — in the original FISA you can go by a certifi- 
cation. So I think with those changes in these words, you would 
eliminate some ambiguity, and I suggest specific language in my 
testimony. 

Senator Feinstein. Thank you. 
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Mr. Philbin, what do you think of that? 

Mr. Philbin. Madam Chair, I am not sure, responding on the fly, 
that I have a very well thought out response. But it is certainly 
true that the interaction between 18 U.S.C. 2511 and FISA is com- 
plex and that is the key for determining how effective any exclu- 
sivity provision is going to be, which I understand to be your con- 
cern. I think it would be a mistake to change the provision in 
2511(a)(2) to restrict the way that the certification immunity there 
is provided. I think that that’s been in the law for a long time. It’s 
been in the law for a long time for a reason. 

Senator Feinstein. Except now the terrorist surveillance pro- 
gram, all of it, is under FISA, you know. One doesn’t know what 
the court would have done way back when, but it certainly was 
worth a try, which didn’t happen. It seems to me that what Dr. 
Halperin has suggested, and in a sense Mr. Black suggested it as 
well, is really the way to handle this, that the Presidential certifi- 
cation doesn’t necessarily provide the guarantees to the telecom — 
it certainly doesn’t this time, and I’ve read it — so therefore it seems 
to me the court does provide the guarantee to the telecoms and the 
court does provide the guarantee to the individual citizen. So why 
not do that? Because one of the things we’re going to try to do, I 
believe, is put as much of this type of intelligence collection under 
FISA as possible. 

Dr. Halperin. Could I just add one point? 

Senator Feinstein. Sure. 

Dr. Halperin. I think I very much agree with that. That’s why 
I urge you to require that the government get a FISA order before 
it begins the surveillance authorized by this program. The govern- 
ment has now conceded a major role for the FISA court, and pro- 
vided you have an emergency provision, I see no reason why you 
should not say, go to the court first and get this warrant, precisely 
because it then says to the court — it says to the providers, if there’s 
a warrant you do it, if there’s no warrant you don’t do it. 

Senator Feinstein. And the court will give what I call a program 
warrant. 

Dr. Halperin. Right. Exactly. 

Senator Feinstein. So that’s what you’re looking for. You’re look- 
ing for the court oversight, and then the court can set the stric- 
tures, say I want you to report to me every 3 months, every 30 
days, whatever it is. But the court then can provide oversight pro- 
tection. I don’t think it hobbles the executive at all. 

Dr. Halperin. I agree. 

Senator Feinstein. Does anybody differ with that? My time has 
almost run out. 

Mr. Philbin. I think it is certainly an improvement in FISA to 
ensure that the court can provide programmatic approvals. I don’t 
think — my personal view is that it is impossible to predict now 
every exigency of the future that may arise. I think that the legis- 
lative scheme — what you’re talking about here is limiting the im- 
munity, to cut down on the immunity in this 2511 provision going 
forward so that it specifies only certain certification, the specific 
certification in FISA or something to that effect, or a court order. 

I can see that if the objective is to provide the immunity only 
where that kind of piece of paper is given, that it will achieve that 
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effect. But I don’t think that it is possible to predict now every exi- 
gency that will arise in the future and say that FISA is going to 
have all of that covered. 

Senator Feinstein. Well, I guess that’s where I really disagree 
with you. I mean, I think we’ve reached a stage, after the Sham- 
rock investigation, the FISA bill, the prohibitions in FISA, the fact 
that here it happened, the executive made the decision not to go 
to the court — they didn’t go to the court for a substantial period of 
time. They stopped the program, obviously feeling that it was le- 
gally vulnerable, and then they went to the court. I think that’s a 
big lesson for us in drafting legislation to prevent this from ever 
happening again. My time is up. 

Senator Specter? 

Senator Specter. Thank you. Madam Chairwoman. 

Mr. Black, I note that you worked with Secretary Kissinger dur- 
ing the Nixon administration. I think it may have been ab^out the 
same time that Mr. Halperin was under surveillance. 

Dr. Halperin. I was also working with Mr. Kissinger in the 
Nixon administration. 

Mr. Black. And I should clarify, I only joined when President 
Ford took over. 

Senator Specter. You were working with Mr. Kissinger, too? 

Dr. Halperin. When he was the Director of the National Secu- 
rity Council in the first 9 months of the Nixon administration. 

Senator Specter. Was Mr. Black under surveillance when you 
worked for Secretary Kissinger? 

Dr. Halperin. I couldn’t reveal that. 

Mr. Black. I should clarify, I only joined that administration 
under President Ford. 

Senator Specter. Mr. Black, was Mr. Halperin under surveil- 
lance when you worked with Secretary Kissinger? 

Mr. Black. I’m glad to say I worked on nuclear proliferation and 
other related issues, so I have no idea. But I really only joined the 
administration following President Nixon’s resignation. 

Senator Specter. Did you enter a general “not guilty” plea? 

Mr. Black. Definitely “not guilty”. 

Senator Specter. Mr. Philbin, why not indemnification? First, let 
me congratulate you for standing up as Mr. Comey lauded your 
performance under difficult circumstances. 

Mr. Philbin. Thank you, sir. 

Senator Specter. That is most commendable and rare. So, thank 
you. But why not? Why not indemnification? Will there be realistic 
losses to the government by these lawsuits which will be defended 
with every procedural device known? 

Mr. Philbin. I don’t think that the problem with indemnification 
as a solution is ultimately the payout of money. That’s not the con- 
cern. The problem with indemnification is that the lawsuit still has 
to proceed with the carrier as defendant, so the carrier is bearing 
all the burdens of litigation, which are significant. 

Senator Specter. But there is a Motion to Dismiss on grounds 
of state secrecy. The carrier never appears. 

Mr. Philbin. And if state secrets had really been a cure-all, a sil- 
ver bullet for these cases, they would be gone by now, I think. I 
mean, they’ve been pending for 2 years. 
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Senator Specter. Well, what’s happening with it? Anybody col- 
lected anything? 

Mr. Philbin. That’s part of my point, Senator. It’s not the money 
that is really the problem here. It’s part of the problem, but it’s the 
burden of the litigation itself The cost of going through the litiga- 
tion itself, reputational and other harm to the companies of going 
through the litigation, and damage to the United States in the 
form of potential leaks of national security information during the 
litigation. And — 

Senator Specter. What information is going to be disclosed? We 
couldn’t even get it disclosed to the Chairman of the Judiciary 
Committee. 

Mr. Philbin. That, Senator, though, was based on a decision of 
the executive, that the executive was in control of This will be a 
decision by an Article 3 judge, and there’s one Article 3 judge that, 
in one of the cases, already rejected the assertion of the state se- 
crets privilege because a certain amount of what has become 
known as the terrorist surveillance program was already publicly 
described. And — 

Senator Specter. Well, the Article 3 judges aren’t always right, 
but I think they’ve traditionally provided good balance. 

I only have a minute and 40 seconds left, and I want to ask Mr. 
Halperin a question or two. Mr. Halperin, what about Article 2 
power? The Foreign Intelligence Surveillance Act provides the ex- 
clusive remedy, but doesn’t the President have Article 2 power, as 
Circuit Courts have said, weighing the national security interest 
versus the invasion of privacy that supersedes the statute? 

Dr. Halperin. Well, first of all, almost all of the Circuit Court 
decisions are pre-FISA decisions and held that in the absence — 

Senator Specter. Almost all, but not all. 

Dr. Halperin. Not all of them. But there are one or two in the 
other direction as well. So I think the Supreme Court has never 
spoken on this, nor come close to speaking on this question. But 
I think — 

Senator Specter. I’m not talking about the Supreme Court 
speaking. I’m asking you to speak. Isn’t there Article 2 power? 

Dr. Halperin. I think that there may be some extreme power, 
in some extraordinary situation when the country is directly under 
attack, for the President to act. I don’t think you can take — as you 
say, and as the Senate Intelligence Committee says, whatever 
power there is, you can’t take away, nor can any President promise 
that future Presidents won’t claim it. 

But what I think the Congress clearly has the right to do, is to 
educate the rules for the service providers. I think you can lawfully 
tell a service provider that, you cooperate with a warrant or a cer- 
tification provided by this statute or the Federal Government or 
the State government can put you in prison. 

Senator Specter. Mr. Halperin, I have only 13 seconds left. 

Dr. Halperin. I’m sorry. 

Senator Specter. So I’m going to ask a question before my red 
light goes on. You want to limit it to counterterrorism only instead 
of all foreign information gathering. Why shouldn’t we try to listen 
to what Iran is doing about a nuclear weapon? 
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Dr. Halperin. We should try to listen to that, and we’ve listened 
to that under FISA. We listened during the cold war to the Soviet 
Union and we had successive directors of Central Intelligence say- 
ing those rules worked. There are different problems when you’re 
dealing with terrorists who are trying to conduct operations within 
the United States. I think Congress should be open to amendments 
that respond to the specific problem of terrorists in the United 
States. But the old rules were good enough for the Soviet Union. 
I think they should be good enough for information about Iran or 
other foreign powers. 

Senator Specter. Well, I have many more important questions 
to ask, but I believe in observing the red light. 

Senator Feinstein. Wow. 

Senator Specter. And I will say only one thing in conclusion. I 
regret the ways of the Senate that keep you sitting here for several 
hours, and then only have two of us appear to question you. I re- 
gret that. But it is a very busy Senate and this happens, regret- 
tably, all the time. So although you have not been treated as you 
should be, you have not been discriminated against. It happens to 
everybody on the second panel. 

[Laughter.] 

Thank you. 

Senator Feinstein. I’d like to say thank you. I think your testi- 
mony was very important and gave us some good ideas. So, thank 
you very much. 

The hearing is adjourned. 

[Whereupon, at 12:58 p.m. the Committee was adjourned.] 

[Questions and answers and submissions for the record follow.] 
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QUESTIONS AND ANSWERS 


Ed Black’s Response to Sen. Brownback’s Written Questions regarding the October 
31. 2007 Senate Committee on the Judiciary Hearing regarding "FISA 
Amendments: How to Protect Americans' Security and Privacy and Preserve the 
Rule of Law and Government Accountability.” 


1. Is there any reliable evidence that any of the plaintiffs purporting to sue the 
carriers was actually surveilled by the NSA? 

A: While media reports indicate that in at least one case the NS A surveilled 
plaintiffs, the administration’s aggressive assertion of the common law State 
Secrets Privilege has limited discovery in many of the cases, thus preventing 
individuals from ascertaining for certain whether or not they were surveilled by 
the NSA. At least one former AT&T employee has come forward with evidence 
indicating that the NSA installed large surveillance networks in several US 
facilities, which had the capability of monitoring all private communications 
traffic that passed through those facilities. 

2. Are there any other instances you are aware of where the law requires or 
expects private actors to second-guess governmental determinations that official 
actions are legal? 

A: The Federal Rules of Civil Procedure and the Federal Rules of Criminal 
Procedures each permit parties to ascertain whether governmental requests for 
confidential information adhere to the requirements of U.S. law. This is achieved 
through a motion to quash, and such a motion may be made with respect to 
subpoenas issued by the government in its official actions. See Fed. R. Civ. P. 
45(c); Fed. R. Crim. P. 17. Motions to quash government subpoenas are not 
uncommon. Similarly, the current body of U.S. civil rights law is predicated upon 
the ability of private actors to challenge governmental determinations that any 
acts taken “under color of law” comport with the Constitution and U.S. law. See 
generally A1 U.S.C. § 1983. 

3. Assume a carrier is asked to assist with an intelligence program authorized by 
the President and is advised in writing that it has been determined to be lawful 
by Attorney General of the United States, mat do you think a carrier in that 
position should do? 

■ If you believe that that the carrier should second-guess the government 
and potentially refuse, how do you address the fact that the carrier likely 
would not know enough about the underlying circumstances and 
operations of any program to make informed judgments about its 
propriety and legality? 
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■ If the carrier interposes itself into the decision-making process, isn 't 
there a significant risk that the government’s terrorist-fighting 
capabilities will be degraded? 

■ At a minimum, won ’t there be unpredictable delay, which could 
jeopardize our national security? 

A; Carriers should operate under a presumption that such a request is valid and 
make preparations to assist, hut also forward the request immediately to in-house 
legal counsel for the green light. Counsel is responsible for corporate compliance 
with all laws including FISA, and should have mechanisms in place to deal with 
such national security requests expeditiously. Counsel should determine what 
laws apply and whether a particular request complies with statutory procedures 
for surveillance that would otherwise constitute unreasonable search/seizure of 
personal information on U.S. citizens. 

If current FISA law requires either a Court Order or a certification by the 
Attorney General that the request complies with FISA, then the carrier should 
certainly expect to see such a document. If it does not, it would be appropriate to 
immediately contact the official requesting assistance to ask for further 
explanation. If none is forthcoming, we would expect counsel to advise against 
compliance with the request. The carrier should certainly not interpose itself into 
the federal government’s decision-making process, but rather merely indicate 
whether it will or will not provide the requested surveillance, and if not, why not. 

We would also expect corporate counsel to base its decision squarely on FISA 
law, and separate from any extraneous pending political, legal regulatory or 
policy issues in which the company may be involved. 

Both the RESTORE Act passed by the House, and S. 2248 prescribe special 
procedures for emergency situations that allow immediate carrier compliance with 
emergency requests for wiretaps without delay, pending production of the 
appropriate legal documentation within 7 days. 


4. tVhy do you believe it’s a good thing for the country to expose classified 
intelligence activities through court proceedings? Doesn ’t this give our 
adversaries valuable information about our capabilities? 


A; As indicated by our testimony, wc do not think this would be a good thing. 
Proceedings could be held in camera and the scope of discovery could be limited 
as not to expose sensitive information. If the court deems the case can’t go 
forward on account of the State Secrets Privilege, then the cases will not proceed. 
In the past the courts have proven that they can adjudicate successfully on 
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sensitive matters, and we should assume the same about the NSA wiretapping 
cases. 


5. Do you believe it is appropriate for state public utility regulators to be 

investigating federal intelligence activities? Can you cite any other precedent 
for that kind of activity? 


A: State public utility commissions should not investigate federal intelligence 
activities. However, these agencies do have a concurrent jurisdiction with the 
FCC in terms of the security of telephone networks. PUCs have a fiduciary 
responsibility to the customers of regulated utilities and must not acquiesce to 
illegal wiretapping of those consumers or choose to ignore complaints regarding 
such activity by the regulated entities. 

In the area of Communications Assistance for Law Enforcement (CALEA) 
wiretaps, PUCs can and do support carriers’ expectations that proper legal 
procedures will be followed by federal law enforcement officials seeking 
wiretaps. Similarly, the PUCs expect carriers to observe procedures to protect 
subscriber privacy while delivering wiretap information to state and local law 
enforcement. 
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December 2, 2007 


Memorandum 

To: Interested Parties 

From Morton H. Halperin 

Open Society Policy Center 
Re: Service Provider Immunity Issues 

SUMMARY: The arguments presented for providing retroactive immunity to the 
service providers who have been sued for alleged cooperation with the Bush 
Administration in conducting warrantless surveillance do not hold up under analysis. If 
Congress wants to facilitate the companies being able to defense themselves in court it 
should provide in the FISA legislation that the state secrets privilege cannot prevent a 
service provider from informing the court that it was told that the President approved the 
program and that the Attorney General had determined that it was lawful. If Congress 
does grant any relief to the service providers it should make clear, as the SSCI report 
does, that it views this as a one time act and insist that the service providers publicly 
commit that they will in the future cooperate with the government only when presented 
with a FISA court warrant or a certification that a warrant is not required under a specific 
provision of FISA. 

INTRODUCTION 

In order to understand the arguments presented for immunity it is important to consider 
the history which led Congress to enact FISA and to understand the rules which the law 
establishes for the service providers. 

In the wake of Watergate and the related intelligence scandals. Congress was confronted 
with a parade of abuses in a number of areas including warrantless electronic 
surveillance. In the filed of international communications the Congress learned that in a 
number of situations the FBI, the CIA< and the National Security Agency (NSA) had 
cooperated with successive Presidents in acquiring information on people not even 
suspected of violating any laws. NSA had acquired all telegrams entering and leaving the 
United States. The Nixon Administration had wiretapped government officials and 
members of the press. The Kennedy Administration had wiretapped steel company 
executives. The FBI had wiretapped leaders of the civil rights and anti-war movements 
and on and on. 

In each case, the phone company (then there was only one - AT&T) cooperated based 
on its belief that it had a common law obligation to do so in the absence of legislation and 
should not second-guess the President. Facing lawsuits and others and public 
controversy, AT&T sought clear guidance from the Congress. Congress acted on the 
belief that the only way to prevent future abuses was to legislate clear rules that would 
take the place of the common law obligation to aid the government when requested and 
immunity for doing so. 
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AT&T received the clarity that it sought and deserved. FISA spelled out clearly that if 
AT&T received a copy of a warrant or a certification specified in FISA it was authorized 
to cooperate with a wiretap request. If it did not receive authorization by means outlined 
in FISA, it was to refuse to cooperate. If it violated these rules it would to be subject to 
state and federal civil and criminal penalties for assisting in the unlawful acquisition of 
electronic communications and open to lawsuits from subscribers whose rights it 
violated.. 

Regrettably, some service providers confronted by Bush Administration demands after 
9/1 1 (and perhaps even before that date) failed to live up to their legal obligations as well 
as their responsibilities to their shareholders and to service subscribers. Told that the 
President had authorized the surveillance and that the Attorney General had determined 
that it was lawful, these service providers cooperated despite the fact that the requests 
violated the FISA rules by which they were legally bound. 

Now faced with lawsuits by service subscribers, whose rights these companies failed to 
protect, the service providers are asking Congress to grant them immunity. The 
administration is strongly supporting this request. Indeed, the President warns that he 
will veto any legislation that does not provide retroactive immunity to service providers. 

ARGUMENTS PRESENTED FOR GRANT TNG IMMUNITY 

Four arguments for why the Congress should provide retroactive immunity are presented 
by the Administration and by advocates for the service providers. Two (the claim of 
common law immunity and the fear that classified information will inevitably been 
released) are without merit. The third (to encourage future cooperation outside of FISA) 
is in fact the strongest reason not to provide the immunity. Although the fourth 
(permitting the companies to defense themselves in court) has some validity, the problem 
it raises can be addressed by the Congress without undermining the rights of those whose 
telephone calls and emails were unlawfully provided to the government. 

Common Law Immunity 

The Bush Administration is arguing that the service providers who helped it conduct 
warrantless surveillance of Americans since 9/11 in violation of the Foreign Intelligence 
Surveillance Act (FISA) should be granted immunity based on the common law principle 
that a private citizen should cooperate when asked to do so by a law enforcement 
principle. This principle may well have Justified immunity for the phone companies 
before FISA was enacted. (AT&T in fact prevailed when sued for pre-FISA wiretaps on 
precisely those grounds in several cases including one brought by me and my family) 
However, Congress has the power to change common law obligations by legislation, and 
that is precisely what Congress did when it enacted FISA in 1978. 

Congress told the service providers precisely when they were to cooperate and provided 
immunity in those circumstances. The companies were well aware of FISA and its 
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obligations and cannot now claim any common law immunity. Indeed, the District Court 
judge hearing the consolidated cases in California fully considered this claim by AT&T 
and dismissed it on the merits finding that FISA replaced the common law principle. 
AT&T has not appealed this ruling but this has not stop its supporters from pressing this 
argument as if it were unassailable without informing the Congress that it had been 
rejected by the judge hearing the consolidated cases. 

Threat of Release of Classified Information 

The second argument is equally without merit. Allowing the lawsuits to go forward, it is 
argued, makes it likely that information that merits protection will be released 
inadvertently. There may have been a very few occasions in cases not related to 
electronic surveillance when a private party may have inadvertently been provided with 
information that the government intended to keep secret.. However, that happens much 
less often in federal courts than does the release of information by the Executive branch 
or by the Congress either inadvertently or by design. Moreover, Congress has provided 
for the use of classified information in a variety of legal situations and the federal courts 
now have procedures for storing, protecting, and using such information that work well in 
a variety of contexts. No classified information has leaked from the many cases 
challenging this electronic surveillance program. Most of the cases filed against the 
service providers have now been consolidated in a single court in California, which has 
shown that it is fiilly capable of protecting secrets. Moreover, no one proposes to end 
the many lawsuits against the government, so whatever risk there is, if any, will persist 
even if the cases against the service providers are ended. 

Encouraging Service Provider Cooperation Outside of FISA in the Future 

The third argument presented for providing retroactive immunity is, in fact, the strongest 
argument for not granting that immunity. The administration argues that if the service 
providers fail to get immunity they will be reluctant to cooperate in the future with 
requests from the government. By this the administration can only mean that service 
providers will hesitate to cooperate when they receive requests from the government 
which do not follow the procedures laid out in the law. There is no reason to fear that 
the service providers will refuse to cooperate when the law requires them to do so. The 
statute as written provides very clear guidelines for determining if a request to cooperate 
is lawful and it provides both penalties for refusing to provide assistance in such cases (if 
the FISA court affirms the request and directs cooperation) and an assurance of immunity 
if assistance is provided pursuant to the requirements of FISA. 

Thus, the actual fear is that, if immunity is not granted, service providers will refuse to 
cooperate if once again confronted with a demand that they provide assistance outside of 
the law. In those circumstances, we want the service providers to send the administration 
to the Congress and to refuse to cooperate unless Congress authorizes the surveillance. 

The greatest danger of granting immunity is that it will encourage future lawless 
conduct. 
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It is true that we cannot be certain that Congress will anticipate all possible contingencies 
and always provide in advance the necessary authority to gather foreign intelligence 
information. Congress sought to deal with this danger in 1978 by providing that in the 
event of a declaration of war the government could conduct warrantless electronic 
surveillance for up to 15 days. A new version of such a provision might provide that if 
the President publicly declares a national emergency requiring the conduct of 
surveillance outside of FISA to deal with an international terrorism threat, he can conduct 
warrantless surveillance for up to 60 days. If the President informed a service provider 
that he was acting under this authority, the company would have the obligation to 
cooperate and the assurance of immunity for that period. Before the 60 days were up. 
Congress would no doubt provide the necessary authority in a manner consistent with the 
Fourth Amendment. 

Giving the Service Providers Their Day in Court 

The final argument for retroactive immunity, one made more often by the service 
providers than by the government, is that it is unfair to put them in a position where they 
cannot defend themselves because the government refuses to let them make public the 
requests or demands from the government that led them to cooperate. The implication is 
that a court would be likely to dismiss the complaint against them if it could review the 
certifications it received from the government. On its face, this claim would not seem to 
have any merit. FISA sets out clear obligations for the service providers and does not 
seem to leave any room for a good faith defense. Nonetheless, the service providers are 
entitled to put forward this defense and should be able to present to the court the 
certification they received from the government and their explanation of why they believe 
it compelled them or permitted them to cooperate. 

The Senate Intelligence Committee has now made public the fact that service providers 
were given certifications every six months which said that the President had authorized 
the program and that the Attorney General had determined the program to be lawful. 

In the lawsuits challenging the surveillance, the government has intervened and asserted 
what is known as the “state .secrets privilege.” The court hearing the consolidated cases 
has ruled that the certifications are not covered by the privilege and has ordered them 
disclosed. The government has appealed this ruling. 

It is possible that the government will prevail in the appeal. If Congress wants to insure 
that the service providers can present this defense to the court, it could include in the 
pending FISA legislation a provision stating that those portions of the certifications 
provided to the service providers in which they are told that the President authorized the 
program and that the Attorney General had determined it to be lawful are not covered by 
the privilege. 

Two objections will be raised. The first is that Congress does not have the power to do 
this. There is no question that in general Congress can alter common law privileges by 
legislation and it has often done so. The Bush Administration has argued in its briefs that 
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the state secrets privilege is “constitutionally based” and that Congress cannot waive the 
privilege as least for some categories of information, including those related to electronic 
surveillance. I believe that Congress can waive the privilege at least for the specific 
information that it has already made public and that this information should be sufficient 
to permit the service providers to present their good faith defense in court. 

A second objection is that revealing which service providers were asked to cooperate and 
which did cooperate would reveal intelligence sources and methods. The court hearing 
the consolidated cases has already rejected this argument at least as to AT&T. It 
is very hard to understand how now revealing which service providers said yes and which 
said no to a now abandoned program can be of any value to a terrorist group. However, 
if this fact does need to be kept secret, the legislation could permit a service provider to 
inform the court in secret as to whether it cooperated. The court could then dismiss the 
complaint against a company if it found sufficient cause to do so without revealing 
whether it cooperated or not. 

This approach would enable the service providers to raise their good faith defense, but it 
would not, and should not, insure that the case against them would be dismissed. The 
court might well find, as it should, that the service providers were obliged to follow the 
law and that the law left no room for a defense that they were doing what the President 
asked them to do. 

In any case, until and unless a higher court reverses the finding that the privilege does not 
apply to this information and then goes on to determine that Congress cannot alter the 
privilege, Congress need do no more to permit the service providers to have their day in 
court. 

The SSCI Approach to Retroactive Immunity 

The Senate Select Committee on Intelligence (SCCl) version of the FISA bill as reported 
to the Senate goes much further. It accepts the need to keep the certifications secret and 
assumes that the service providers should be free of liability if they acted in good faith. 
Nonetheless, the Committee’s rationale for providing this relief is fundamentally at odds 
with that of the administration and raises fewer concerns. Here is what it says: 

On the basis of the representations in the communications to providers, 
the Committee concluded that the providers, in the unique historical 
circumstances of the aftermath of September 1 1 , 200 1 , had a good faith 
basis for responding to the requests for assistance they received. 

Section 202 makes no assessment about the legality of the President’s 
program. It simply recognizes that, in the specific historical 
circumstances here, if the private sector relied on written 
representations that high-level Government officials had assessed the 
program to be legal, they acted in good faith and should be entitled to 
protection from civil suit. 
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The Committee Report says plainly this is intended to be a “one time response” and the 
Committee clearly intends that in the future the service providers should permit access to 
communications only pursuant to specific provisions of FISA. 

The Committee Report does not explain either why the committee believes that the 
service providers should be free of liability if they acted in good faith. Nor does it 
explain why the legislation directs the court to dismiss a service provider if the 
administration provides the specified certification rather than permitting a court to 
determine if a dismissal is justified. . 

As 1 have already stated, I do not believe the case has been made for this approach. 
However, if this approach were to be considered, one would need assurances, thus far 
lacking, that the service providers themselves understand and accept this rationale for a 
one time immunity. Congress should insist that retroactive immunity would be available 
only to a service provider that has provided public assurances in writing to the Congress, 
to its shareholders, and its customers that in the future it will provide access to the 
communications of its customers only if it receives a court order or a certification of the 
form specified in the Senate Intelligence Committee bill. To be eligible for immunity or 
any other form of relief, such as substitution, a corporation should commit that, if 
confronted with any request or demand of the government for cooperation outside of 
FISA, it will refer to its public commitment, refuse to cooperate, and send the intelligence 
community to the Congress. 

Conclusion 

Although the retroactive immunity issue has gotten much of the public attention, it is far 
less important then many other issues that Congress is debating as it enacts amendments 
to FISA. In the end, it is critical that Congress adopt procedures for foreign intelligence 
surveillance that protect the privacy interests of all Americans and the Fourth 
Amendment rights of all persons in the United States. It is not yet clear that the 
legislation will do that. If it does, then the most important issue concerning the service 
providers would be to insure that in the future they cooperate with the government only 
pursuant to those procedures. 

Morton H. Halperin is the Executive Director of the Open Society Policy Center and a 
Senior Fellow at the Center for American Progress. His phone was illegally wiretapped 
at the direction of the Nixon Administration from 1969-1971. 
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November 27, 2007 


Via messenger and email delivery 

The Honorable Patrick J. Leahy 
Chairman, Committee on the Judiciary 
United States Senate Judiciary Committee 
224 Dirksen Senate Office Building 
Washington, D.C. 20510 
Attention; Jennifer Price, Hearing Clerk 

re: October 3 1 , 2007 hearing re “FISA Amendments: How to Protect 
Americans’ Security and Privacy and Preserve the Rule of Law and 
Government Accountability” 


Dear Chairman Leahy: 

Enclosed please find my answers to the questions for the record from Senator 
Brownback. Please let me know if I can be of further service. 


Sincerely, 




Patrick F. Philbin 
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Answers of Patrick F. Philbin to 
Questions for tbe Record from Senator Brownback 

1. Is a court order always required for a telecom carrier to furnish customer information 
or assistance to U.S. intelligence? 

Answer: No, a court order is not always required. Several statutory provisions provide express 
authority for telecom carriers to furnish customer information or assistance to the government 
without the requirement of a court order. To give just a few examples, the FBI can obtain 
customer information through a National Security Letter under 18 U.S.C. § 2709; carriers can 
provide customer information in an emergency situation under 18 U.S.C. §§ 2702(b) and (c); the 
Attorney General can initiate coverage under the emergency provisions of FISA before obtaining 
a court order; and some law enforcement agencies have administrative subpoena authority that 
would permit them to obtain customer information under certain circumstances. 

2. Some, including some members of this Committee, have suggested that telcos have an 
independent obligation to evaluate the underlying legality of an intelligence-gathering 
program and act as a further check on Executive decision-making in this area. 

— Is this generally how the law is or has been structured to operate? 

- In most circumstances, would a private company know enough about the 
underlying circumstances and operations to make informed judgments about 
legality? 

— What are the implications to the country’s terrorist-fighting capabilities of having 
private companies, which do not have all the facts, second-guessing the 
government’s intelligence agencies? 

Answer: The law has not generally been structured to require communications companies to 
conduct an independent review of the intelligence activities they are asked to support. In a run of 
the mill case concerning a FISA order or a title III warrant, a carrier likely has some obligation to 
review the materials it is presented (e.g., the order fiom the FISA court) to ensure they are not 
facially defective. That is not, however, the scenario being addressed here. 

Communications carriers are not generally expected to conduct an independent review of the 
legality of an intelligence program they are asked to support. Conducting a complete evaluation 
of such issues would require access to classified information that is not available to the 
communications carriers. Moreover, having communications carriers conduct their own 
investigations and legal reviews into intelligence activities would create an element of delay that 
would be detrimental to securing swift access for the government to critical intelligence. Instead 
of that process, when carriers are assured that a program has been examined at the highest levels 
of the executive branch and found to be lawful, they should be able to rely on that assessment 
from the government. 
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3. You and some of your colleagues developed serious reservations about the legal basis for 
at least some of the NSA’s post-9/11 counterterrorism surveillance activities, and this led to 
the famous confrontation in John Ashcroft’s hospital room. Shouldn’t the carriers have 
been expected to make the same kinds of objections you did? Why not? 

Answer: First, let me caution that in his public testimony, former Deputy Attorney General 
Comey did not tie the hospital room scene that he described to any particular intelligence 
activity, and my answer should not be taken as confirming or denying the connection of that 
scene to any particular intelligence program. 

In any event, carriers should not be expected to raise the same kind of concerns. When 
they have been told that a program has been reviewed for legality at the highest levels of the 
Executive Branch, they should be able to rely on that representation. In addition, as a general 
matter, telecommunications carriers are simply not well-positioned to second-guess government 
decisions regarding the propriety or legality of intelligence activities. The legal questions 
involved in such matters are highly specialized, extremely difficult, often involve difficult 
constitutional questions of separation of powers and are not readily susceptible for analysis by 
lawyers at a company whose primary concern is providing conununications service to the public. 
Answering the questions properly, moreover, can require detailed knowledge of how the 
particular intelligence activity fits into a broader picture and the threat it is designed to counter. 
We should not adopt policies that give private corporations incentives to demand detailed 
information from the Executive and in essence to conduct their own mini-investigations into the 
propriety of intelligence operations the government wishes to conduct. I believe creating those 
incentives would be at cross-purposes with the government’s need for expedition in gathering 
critical intelligence in the midst of an ongoing war. 


4. If companies that helped protect the country after 9/11 are forced to contend with this 
litigation firestorm, the public relations difficulties, the litigation costs and operations 
disruptions, as well as potentially ruinous liability, isn’t their only rational response to be 
more reluctant in the future to help the government? Wouldn’t that dramatically undercut 
the country’s terrorist-fighting capabilities? 

Answer: I believe that permitting the suits to continue, with all the attendant effects you have 
described, would provide incentives for carriers to be far more reluctant in the future to aid the 
government in intelligence activities. As a matter of policy, that is precisely the wrong incentive 
for the government to create. One of our Nation’s greatest strategic assets in the continuing 
conflict with al Qaeda is the private sector and the information it can help provide to the 
intelligence community. Particularly in this war with an enemy that attacks by stealth, 
intelligence is vital for success. If the lawsuits against carriers are permitted to proceed, it is 
likely that, in the future, private sector corporations will prove much more reluctant to provide 
assistance to the government swiftly and willingly, and critical time in obtaining information will 
be lost. I agree fully with the conclusion in the report accompanying the bill from the Select 
Committee on Intelligence: “The possible reduction in intelligence that might result from this 
delay is simply unacceptable for the safety of our Nation.” S. Rep. 1 10-209, at 1 1 . 
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5. One particular concern of mine is that allowing these lawsuits to continue risks the 
disclosure of national security secrets that must be kept from public view if our intelligence 
agencies are to be able to protect us effectively. Do you share that concern? 

Answer: Yes, I do share that concern. As the suits progress, they will inevitably risk disclosure 
of intelligence sources and methods that will damage the national security of the United States in 
the midst of our continuing struggle with al Qaeda. The assertion of state secrets privilege is not 
a cure-all for protecting national security information. The privilege has already been rejected 
by one district court judge in one case, and if it were a swift and effective means of shutting 
down litigation that risked disclosing secrets, the cases consolidated in California would not still 
be pending almost two years after they were filed. The longer the suits proceed, the more details 
concerning the ways the intelligence community may seek information from the Nation’s 
telecommunications infrastructure will leak. Our enemies are far fi-om stupid. As such 
information trickles out, they will adapt their communications security to thwart our surveillance 
measures, and valuable intelligence will be lost. 
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U.S. Department of Justice 

Office of Legislative Affairs 



Office of the Assistant Attorney General 


Washington, D.C. 20530 


January 16, 2009 


The Honorable Patriek J. Leahy 
Chairman 

Committee on the Judiciary 
United States Senate 
Washington, D.C. 20510 

Dear Mr. Chairman: 

Please find enclosed responses to questions arising from the appearance of then- 
Assistant Attorney General Kenneth Wainstein before the Committee on October 31, 2007, at a 
hearing entitled “FISA Amendments: How to Protect Americans’ Security and Privacy and 
Preserve the Rule of Law and Government Accountability.” We apologize for the length of 
time necessary to prepare these responses. We hope that this information is of assistance to the 
Committee. Please do not hesitate to call upon us if we may be of additional assistance. 

The Office of Management and Budget advises us that from the perspective of the 
Administration’s program, there is no objection to submission of this letter. 

Sincerely, 

Keith A. Nelson 

Principal Deputy Assistant Attorney General 

Enclosure 

cc: The Honorable Alien Specter 

Ranking Minority Member 
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Committee on the Judiciary 
United States Senate 


“FISA Amendments: How to Protect Americans’ Security and Privacy and 
Preserve the Rule of Law and Government Accountabiiity” 

October 31, 2007 

Responses of 
the Department of Justice 
to Questions Posed to 
then-Assistant Attorney General 
Kenneth L. Wainstein 


Questions from Senator Leahy : 


1. Both the Protect America Act and the Senate Intelligence Committee bill would change 
the definition in FISA of “electronic surveillance” to say that it does not include 
surveillance of a target overseas, even if that target is communicating with someone in 
the United States. 

First, this is nonsensical - this clearly is electronic surveillance and to have a statute say 
that black is white is a bad practice. This change would also have consequences for 
other parts, of the statute that use that definition. For example, there is a question 
about whether it renders inapplicable the civil and criminal liability provisions 
contained in FISA because those provisions are triggered by unauthorized “electronic 
surveillance.” 

Most importantly - it seems entirely unnecessary. The next part of the legislation 
would set up a new procedure for conducting the surveillance the government wants. 
There is no need to except it from the definition. 

Q: Do you agree that if the statute sets up an alternative procedure to conduct the 
surveillance in the legislation, there is nothing in changing the definition that would add 
to the government’s authority? If not, please explain in as much detail as possible what 
the definitional change accomplishes. 

Answer : We are grateful that Congress passed and the President signed the FISA Amendments 
Act of 2008 (FAA), Pub. L. No. 110-261, enacted on July 10,2008. That Act did not contain a 
carve-out of the definition of electronic surveillance analogous to that contained in the Protect 
America Act (PAA). 
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Immunity - Takings Issue 

2. Retroactive immunity would strip away the rights of plaintifls in those lawsuits to 
pursue on-going litigation that alleges violations of constitutional rights. 

Q: Are there constitutional problems with doing this? Is it a “Taking” that violates the 
s'* amendment? 

ANSWER : No. We do not see any constitutional problems with the immunity provision, and it 
would not constitute a taking under the Fifth Amendment. 

If there are no constitutional problems, can you point us to precedent where Congress 
has stepped in to quash on-going constitutional litigation? 

ANSWER : The vast majority of the claims to which the immunity provisions would apply 
sound in tort and are not based on the Constitution. Congress has passed legislation that 
effectively ended litigation against private parties in the past. For instance, in 2005, Congress 
passed the Protection of Lawful Commerce in Arms Act (PLCAA) to protect the firearms 
industry from liability imder state tort law (both statutory and common law). Like the recently 
enacted legislation, the PLCAA applied to pending cases. The Justice Department has 
successfully defended the statute in district court litigation involving tort law and a number of 
those cases are currently on appeal. 

An exemplar case is District of Columbia, et al. v. Beretta U.S.A. Corp., Nos. 06-CV- 
721, 06-CV-757 at 3 (D.C. Court of Appeals, January 10, 2008), in which individual plaintiffs 
and the District of Columbia sued various gun manufacturers, importers, and distributors of 
firearms, alleging, among other things, negligence, and creation of a public nuisance. The 
appellate court affirmed the trial court and held, inter alia, that the PLCAA does not violate 
separation of powers principles or due process principles embodied in the Fifth Amendment, or 
constitute a taking under the Fifth Amendment. Id. at 2. 

Another example is Ileto v. Clock, 421 F. Supp. 2d 1274 (C.D. Cal. 2006). In Ileto, 
shooting victims and their family members brought an action in state court against the 
manufacturers, distributors, and dealers of firearms used and possessed by an assailant at the 
time of an assault, alleging survival and wrongful death claims and public nuisance and 
negligence claims. Id. at 1277-79. Following removal to federal disftict coiut, the manufacturer 
moved to dismiss. Id. On remand, the district court held, inter alia, that the victims’ causes of 
action against gun manufacturer and distributor did not constitute vested property interests; 
retroactive provision of the PLCAA did not violate shooting victims’ right to due process; 
PLCAA did not violate the constitutional prohibition on bills of attainder; and PLCAA did not 
violate equal protection under the Fifth Amendment. Id. at 1298-1304. 

We believe the abrogation of similar claims against private parties based on alleged 
constitutional violations would be constitutional as well. In any event, the plaintiffs in the 
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litigation at issue face serious difficulties in successfully asserting that private parties have 
violated constitutional provisions that apply generally only to the conduct of the government. 

If there are constitutional probiems, do the retroactive immunity provisions 
contained in the Senate Intelligence bill address them? 

ANSWER : As explained above, there are no constitutional problems with the immunity 
provisions. 


3. The Senate Intelligence Committee bill would require the Government to submit 

targeting and minimization procedures to the FISA Court for the court’s review, but it 
would not require an up-front order from the FISA Court. The companies assisting 
with the surveillance would get their direction from the Attorney General and the DNI, 
not the Court. 

Q; With the Senate Intelligence Committee bill, please describe your understanding of 
what power the FISA Court would have to stop the Government from acquiring 
communications if it determines that the targeting or minimization procedures are 
flawed? 

Answer : Absent exigent circumstances, section 702 of FISA, as added by the FISA 
Amendments Act of 2008, requires the Government to obtain the approval of the Foreign 
Intelligence Surveillance Court (FISC) of its foreign targeting and minimization procedures 
before targeting persons reasonably believed to be located outside the United States in order to 
acquire foreign intelligence under the provisions of the statute. See 50 U.S.C. § 1881a. 


4. The Report accompanying the Senate Intelligence Committee’s legislation notes with 
respect to the “Terrorist Surveillance Program” that the Executive Branch provided 
the service providers with letters at regular intervals stating that the activities they 
were being asked to assist the government with had been deemed lawful by the 
Attorney General. The Report says this is true for all the letters except one. One letter 
stated that the Counsel to the President, not the Attorney General, had deemed the 
activities to be lawful. 

Q: Even if you argue that the companies acted legally in compliance with FISA 
through most of this time, you cannot make that argument with respect to the 
period of time when Mr. Gonzales - then White House Counsel - approved the 
letters, can you? 

Answer : As the Senate Select Committee on Intelligence recognized, “if the private sector relied 
on written representations that high-level Government officials had assessed the program to be 
legal, they acted in good faith and should be entitled to protection from civil suit.” S. Rep. No. 
110-209 at 11. 
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Q: Given that the service providers provided assistance without regard for the 
statutory requirements for certification laid out in FISA and Title in, if we give 
them immunity now, how can we assure ourselves that they will follow the statutory 
requirements of FISA in the future and not just accept any written certification that 
the Administration gives them? 

Answer : In January 2007, the Attorney General aiuiounced that, as a result of the orders granted 
by the Foreign Intelligence Surveillance Court on January 10, 2007, any electronic surveillance 
that was occurring as part of the Terrorist Surveillance Program (“TSP”) would be conducted 
subject to the approval of the FISC. In addition, as you know, the Protect America Act helped 
close critical intelligence gaps. FISA, the Protect America Act, and the FISA Amendments Act 
provide for statutory protection for providers that comply with government requests for 
assistance under their provisions. The immunity provision passed by the Congress is a one-time 
grant of retroactive immunity for a discrete set of activities designed to “detect and prevent the 
next terrorist attack” after September 1 1th. S. Rep. No. 1 10-209 at 1 1. As the Intelligence 
Committee stated, the immimity “should be understood by the Executive branch and providers as 
a one-time response to an imparalleled national experience in the midst of which representations 
were made that assistance to the Government was authorized and lawful.” Id. at 12. 


5. You stated more than once in your testimony that if any litigation should occur, it 
should be directed against the government, not the communications carriers who 
assisted the government. However, when I asked you how this would be done in light of 
the government’s blanket assertions of state secrets, you responded, “there are many 
investigations going on right now about the propriety of what was done or not done 
under the Terrorist Surveillance Program. So in terms of accountability, if there is 
wrongdoing, that wrongdoing is being ferreted out in ways, very traditional ways, other 
than litigation.” 

Q; Please specify what particular avenues, other than litigation, you are 
suggesting we use to hold any wrongdoers involved in this matter accountable? 

Answer : As you are aware, there are ongoing investigations of the Terrorist Surveillance 
Program by various government entities, including the Department of Justice’s Inspector General 
and the Department’s Office of Professional Responsibility. The FISA Amendments Act of 
2008 requires the Inspectors General of the Department of Justice, the Office of the Director of 
National Intelligence, the National Security Agency, the Department of Defense, and any other 
element of the intelligence coirununity that participated in the President’s Surveillance Program 
to complete a comprehensive review of those Departments’ and Agencies’ activities under the 
Program by July 10, 2009. See FISA Amendments Act of 2008 § 301(b)(1). These entities, 
among others, are authorized to make recommendations to the Attorney General and other senior 
government officials to address any problems that their reviews may uncover. In addition, as 
you know, the House and Senate Judiciary and Intelligence Committees have held extensive 
oversight hearings in this area. 
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Questions from Senator Feineold 

1. The Senate Intelligence Committee bill provides new authority for targeting individuals 
‘reasonably’ believed to be located overseas. That determination of the target’s 
physical location prevents warrantless wiretapping of Americans inside the United 
States, so it is critical that the government establish effective procedures to make sure it 
only uses this authority to target people overseas. Under the bill, the government starts 
using its targeting procedures before submitting them to the court for approval. If the 
court ultimately rejects those procedures, and determines that they are not reasonably 
designed to ensure that only overseas targets are wiretapped using these new 
authorities, what does the bill say would happen to all the communications involving 
U.S. persons that were acquired using the unlawful procedures before the court 
rejected them? 

Answer : Absent exigent circumstances, section 702 of FISA, as added by the FISA 
Amendments Act of 2008, requires the Government to obtain FISC approval of its foreign 
targeting and minimization procedures before targeting persons reasonably believed to be located 
outside the United States in order to acquire foreign intelligence under the provisions of the 
statute. See 50 U.S.C. § 1881a. 


2. Does the Justice Department believe that private sector liability for unlawful 

surveillance plays any role in the enforcement of U.S. privacy laws and in providing 
disincentives to engage in unlawful behavior? 

Answer : We do not believe that litigation regarding any assistance provided by 
telecommunications providers to the Government in the aftermath of the September 1 1"* attacks 
is an appropriate enforcement mechanism where the companies acted pursuant to requests or 
directives assuring them that the President had authorized the activities and that the activities had 
been found to be lawful. This is particularly true in light of the harm to the national security that 
could result from disclosures of classified information during litigation and the deterrent effect 
that such litigation may have on private partners that are asked to assist with lawful Government 
requests in the future. 


3. The Intelligence Committee Report on the FISA bill declassified for the first time the 
fact that after September 11, 2001, the administration provided letters to 
communications service providers seeking their assistance vrith communications 
intelligence activities authorized by the President. What is the Justice Department’s 
position as to whether those letters comply vrith the statutory immunity provision in 
existing law, which is in Section 2511(2)(a) of Title 18? 

Answer : The FISA Amendments Act of 2008 provides liability protection to companies that 

either did not act or received either court orders, statutory certifications under section 

2511 (2)(a)(ii)(B) or 2709(b) of title 1 8, certain statutory directives, or certain written requests or 
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directives from the Attorney General or the head of an element of the intelligence community (or 
the deputy of such person) indicating that the activity was authorized by the President and 
determined to be lawful. The question of whether the letters provided to the telecommunication 
carriers constituted section 2511 certifications therefore is not dispositive. At this time, the 
Department cannot comment publicly on that question in light of the ongoing litigation 
concerning that very issue. 


4. Five weeks ago, I asked DNI McConnell whether the administration could provide this 
Committee with information about how much U.S. person information is looked at and 
how much is disseminated, under the new authorities provided in the Protect America 
Act. He told me that the information was already being compiled and should be ready 
in a matter of weeks. As far as I am aware, that information has not yet been provided. 
When will the Judiciary Committee get that information? 

Answer : The Department of Justice does not have the information you seek. 


5. The Senate Intelligence Committee bill, like the Protect America Act, amends FISA’s 
definition of “electronic surveillance.” The consequences of that change are unclear. 
Does the Administration believe that it is necessary to amend that key definition? 
Would the legislation have the same effect if it added new authorities but allowed the 
new definition of electronic surveillance in the Protect America Act to expire? 

Answer : The FAA did not contain a carve-out of the definition of electronic surveillance 
analogous to that contained in the Protect America Act. 


6. The Intelligence Committee bill permits the executive branch to begin surveillance 
based on its own procedures, and requires that they be submitted to the court only after the 
fact. What would be the harm in having the court review and approve the procedures 
prior to using them, with a provision for going forward without prior judicial review in an 
emergency? 

Answer : Absent exigent circumstances, section 702 of FISA, as added by the FISA 
Amendments Act of 2008, requires the Government to obtain FISC approval of its foreign 
targeting and minimization procedures before targeting persons reasonably believed to be located 
outside the United States in order to acquire foreign intelligence under the provisions of the 
statute. iSeeSOU.S.C. § 1881a. 


7. Do you agree that there is a greater potential for intrusions on Americans’ privacy 
rights, mistaken or otherwise, if the government is intercepting international 
communications in the United States, as opposed to when the interception occurs 
overseas? 
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Answer : In either case, under the PAA (or section 702 of FISA, as added by the FISA 
Amendments Act of 2008), we would have targeted the foreign intelligence target overseas. 
Assuming that we are effectively collecting all communications to or from the foreign 
intelligence target located outside the United States, from a privacy standpoint it should not 
make a difference where we conduct the acquisition. 

Absent exigent circumstances, section 702 of FISA, as added by the FISA Amendments 
Act of 2008, requires the Government to obtain FISC approval of its foreign targeting and 
minimization procedures before targeting persons reasonably believed to be located outside the 
United States in order to acquire foreign intelligence under the provisions of the statute. See 50 
U.S.C. § 1881a. These procedures ensure that the privacy interests of United States persons are 
protected with respect to acquisitions under that section. Furthermore, section 702 also 
establishes five related limitations on the authority granted by that section. The first prohibits the 
use of the new authority to target intentionally any person within the United States; the second 
provides that the authority may not be used to conduct “reverse targeting,” the intentional 
targeting of a person reasonably believed to be outside the United States if the purpose of the 
acquisition is to target a person reasonably believed to be in the United States; the third bars the 
intentional targeting of a United States person reasonably believed to be outside the United 
States; the fourth limitation goes beyond targeting (the object of the first three limitations) and 
prohibits the intentional acquisition of any communication as to which the sender and all 
intended recipients are known at the time of the acquisition to be located in the_United States; 
and the fifth establishes that acquisitions authorized under the section shall be conducted in a 
maimer consistent with the Fourth Amendment to the U.S. Constitution. 50 U.S.C. § 1881a. 


8. Do the new authorities provided in the Intelligence Committee-passed FISA bill 
authorize the acquisition, from inside the United States, of any ftrreign-to-foreign 
communications in which a target is not a communicant? Do they authorize such 
acquisition of any foreign-to-domestic communications in which a target is not a 
communicant? Do they authorize such acquisition of any domestic-to-domestic 
communications in which a target is not a communicant? 

Answer : This answer caimot be provided in an unclassified setting. 


9. As defined in Section 2510(15) of Title 18, the term “electronic communication service” 
is quite broad, and covers “any service which provides to users thereof the ability to 
send or receive wire or electronic communications.” Does the Department of Justice 
believe that Title I of the FISA bill reported by the Senate Select Committee on 
Intelligence, S. 2248, which applies to providers of electronic communication services as 
defined in Section 2510 of Title 18, covers libraries that provide Internet access to their 
patrons or places of business that provide their staff vrith Internet access? 
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Answer : Whether a particular institution could qualify as an "electronic communications service 
provider" is a complicated legal question that depends on the facts and circumstances involved in 
each case. It is important to note, however, that if the target of intelligence collection is a person 
in the United States, FISA requires the Government to go to the Foreign Intelligence 
Surveillance Court for an order to conduct electronic surveillance of that target — under the 
same circumstances it would have before the Protect America Act passed. In the same way, 
section 702 of FISA, as added by the FISA Amendments Act of 2008, provides that the authority 
granted by that section cannot be used to intentionally target any person known at the time of the 
acquisition to be located in the United States. 50 U.S.C. § 1881a. 

In addition, under the Protect America Act and the FAA, a recipient of a Government 
directive for assistance or information related to the acquisition of foreign intelligence 
information has the opportunity to contest that directive in court. See 50 U.S.C. § 1881a. 


10. The Protect America Act contains a provision that permits communications service 
providers directed to conduct surveillance under that law to file a petition with the 
FISA Court challenging the legality of the directive. 

a. Will you commit to notifying the Judiciary and Intelligence Committees if any 
such petitions are filed with the FISA Court challenging the Protect America 
Act, and will you share with those committees any court action, as well as the 
pleadings in those proceedings, redacted as necessary? 

Answer : Section 4 of the Protect America Act provided that the Attorney General shall report to 
the Intelligence and Judiciary Committees on a semiannual basis, among other things, a 
“description of any incidents of non-compliance with a directive issued by the Attorney General 
and the Director of National Intelligence under section 105B, to include . . . incidents of 
noncompliance by a specified person to whom the Attorney General and Director of National 
Intelligence issue a directive.” We have complied with this reporting requirement and have also 
committed to go beyond this statutory requirement and to share with the Intelligence and 
Judiciary Committees appropriately redacted documents related to any such challenges, 
consistent with the national security. 

b. Will you commit to announcing, publicly, the fact that such a petition has been 
filed? 

Answer : Due to concerns regarding the possible disclosure of classified information, the 
Department cannot commit to publicly stating whether or not such petitions have been filed. 
Communications intelligence activities are among the most highly classified intelligence 
activities undertaken by the Government. Our adversaries are intensely interested in information 
regarding our vital communications intelligence activities, including the nature, scope, and 
methods of those activities used to protect the country and our interests around the world. 

Armed with such information, they could modify their activities to evade detection by our 
intelligence community. Information pertaining to our use of the Protect America Act is, and 


A-8 


VerDate Nov 24 2008 1 1:52 Oct 06, 2009 Jkt 052426 PO 00000 Frm 00081 Fmt 6633 Sfmt 6633 S:\GPO\HEARINGS\52426.TXT SJUD1 PsN: CMORC 



78 


should be, appropriately classified to avoid such disclosures. Thus, while we can, consistent 
with the national security, report any such events to the Intelligence Committees and Judiciary 
Committees, the Department cannot commit to announcing such events publicly. 
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Questions from Senator Kennedy : 

1. Thank you, Mr. Wainstein, for sharing your views on FISA with the members of this 
Committee. I regret that I was unable to attend the hearing in person. As the history 
of our surveillance laws teaches us, it’s essential that we have a very careful and — to the 
fullest extent possible — public consideration of FISA legislation. 

1 was present at the creation of the FISA law, and I worked closely with a Republican 
Attorney General to draft its provisions. Together, we found a way to provide our 
intelligence agencies with the authority they needed, and also build in checks and 
balances to prevent abuse of that authority. FISA proved that we do not have to choose 
between civil liberties and national security. 

Unfortunately, the Protect America Act was enacted this summer in a much less 
thoughtful process. It was negotiated in secret and at the last minute. The 
Administration issued dire threats that failure to enact the law before tbe August recess 
could lead to disaster. We need to correct that failure by engaging in a thorough, 
deliberative process before we enact more legislation. 

It is encouraging that the Administration has finally agreed to share documents with 
members of this Committee and the Senate Intelligence Committee on its warrantless 
surveillance program. We had requested these documents for many months, because 
they are clearly relevant to the Administration’s arguments on FISA. 

But the Administration has not yet shared any documents with members of the House 
Judiciary or Intelligence Committees, whose new FISA bill it has criticized. This 
selective information-sharing is troubling because it suggests that the Administration 
will only work with those lawmakers who already agree with it. 

Questions: 

1. Why won’t the Administration share the documents on its warrantless surveillance 
program with the House Intelligence and Judiciary Committees? Aren’t these 
committees equally important players in this legislative debate? 

Answer : The FISA Amendments Act of 2008 resulted from extensive exchanges of information, 
briefings, and consultations between Congress and the Executive Branch. In order to better 
inform the debate concerning liability protection, the Senate Intelligence and Judiciary 
Committees were provided with access to documents and other information relating to the 
President’s Terrorist Surveillance Program. 


2. White House press secretary Dana Perino was recently asked why the 
Administration was willing to share documents with the Senate Intelligence 
Committee but not with any others. She said it was because the Intelligence 
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Committee’s leaders “showed a willingness” to grant amnesty to the 
telecommunications companies. “Because they were willing to do that,” Ms. Perino 
said, “we were willing to show them some of the documents that they asked to see.” 
Asked to clarify these disturbing comments several days later, a White House 
spokesman said that what the Administration did was “not exactly” a quid pro quo. 

a. Do you stand by these descriptions of the Administration’s behavior? 

Answer : Please see the response to Question 1 above. 

b. These documents contain information that is clearly relevant to our 
responsibilities as lawmakers. How can you defend a policy of sharing them 
only with the committees that agree with the White House’s preferences? 

Answer : Please see the response to Question 1 above. 


2. This Administration has asserted a view of executive power that is breathtaking in its 
scope. It has claimed the authority to wiretap Americans without warrants, despite the 
clear statement in FISA that it provides the “exclusive” means for conducting foreign 
intelligence surveillance. As we know from Justice Jackson’s opinion in the Steel 
Seizure Cases, the President’s authority is at its weakest when he acts contrary to a 
congressional enactment. Yet here, the President defied clear statutory language. 

Questions: 

1. If Congress enacts a FISA bill, will the President accept that he is bound by it? In 
particular, if we pass a bill that gives the President less power to conduct 
surveillance than he is now exercising, will he comply with it? 

Answer : Foreign intelligence surveillance must be conducted in accordance with the 
Constitution and laws of the United States. A duly enacted statute, FISA has been and continues 
to serve as the framework for conducting electronic surveillance in the United States of foreign 
powers and agents of foreign powers. The Protect America Act of 2007 avoided any potential 
conflict between FISA and the core Executive Branch function of protecting the United States 
from foreign threats because it provided a statutory mechanism for conducting critical foreign 
intelligence surveillance activities. The FISA Amendments Act of 2008 continues to provide 
this statutory authority. 


2. If we do not extend the Protect America Act and do not pass any other new laws, 
will the Administration comply with FISA? 

Answer : The FISA Amendments Act of 2008 achieves the objective of providing critical 
authorities needed by the Intelligence Community to protect the Nation. 
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3. Are any electronic surveillance programs currently being conducted outside the 
authority of FISA as amended by the Protect America Act? 

Answer : Since January 2007, electronic surveillance for foreign intelligence purposes has been 
conducted consistent with orders and authorizations under the Foreign Intelligence Surveillance 
Act, including as it was amended by the Protect America Act and the FAA. 


4. Do you agree that new legislation should reaffirm that FISA is the sole means by 
which the Executive branch can conduct electronic surveillance outside of the 
criminal context? 

Answer : The FISA Amendments Act of 2008, crafted through extensive bipartisan cooperation, 
amends Title I of FISA and provides a statement of exclusive means by which electronic 
surveillance and the interception of certain communications may be accomplished. 


3. As you know, the Administration is asking Congress to grant broad immunity for any 
past violations of the law by telecommunications companies that provided surveillance 
information. The Senate Intelligence Committee’s bili grants this amnesty; the House 
Intelligence and Judiciary Committees’ bill does not. 

I have yet to hear a single good argument in favor of amnesty for the telecoms, but 
there are many reasons to be against it. Under FISA, communications carriers already 
have immunity from liability if they act pursuant to a court warrant or a certification from 
the Attorney General. In this way, FISA protects carriers who follow the law, while 
enlisting their help in protecting Americans’ rights and the integrity of our electronic 
surveillance laws. 

The Administration’s proposal for immunity will help shield illegal activities from 
public scrutiny, but it will do nothing to protect our security or liberty. Instead, it will 
deprive plaintiffs of their rightful day in court, send the message that violations of FISA 
can be ignored, and undermine an important structural safeguard of our surveillance laws. 

It’s especially disturbing that the Administration apparently encouraged 
communications companies to break the law, and that those companies apparently went 
along. It’s wrong to allow the Executive Branch to pick and choose which laws it obeys, 
and to ask others to help it break the law. 

Questions: 

1. Isn’t it true that under FISA, companies that acted pursuant to a court order or an 

Attorney General certification already have immunity from liability? 
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a. Is it fair to say, then, that none of the telecoms being sued had one of these 
two documents, because if they did, they would already be off the hook? 

Answer : The FISA Amendments Act of 2008 provides liability protection to companies that 
either did not act or received either court orders, statutory certifications under section 
2511(2){a)(ii)(B) or 2709(b) of title 18, certain statutory directives, or certain written requests or 
directives from the Attorney General or the head of an element of the intelligence community (or 
the deputy of such person) indicating that the activity was authorized by the President and 
determined to be lawful. Whether or not the telecommunication carriers acted pursuant to a 
court order or Attorney General certification therefore is not the only relevant question under the 
Act. In order to better inform the debate concerning liability protection, the Senate Intelligence 
and Judiciary Committees were provided with unprecedented access to documents and other 
information relating to the President’s Terrorist Surveillance Program. 


2. In your testimony, you suggested that it would be “unfair” to the 
telecommunications companies to let the lawsuits proceed. 1 found this argument 
most unconvincing. Telecommunications companies have clear duties under FISA, 
and they have highly sophisticated lawyers who deal with these issues all the time. 

It is precisely because fairness and justice are so important to the American system 
of government that we ask an independent branch — the judiciary — to resolve such 
legal disputes. There is nothing fair about Congress stepping into ongoing lawsuits 
to decree victory for one side. 

a. If a company violated its clear duties and conducted illegal spying, doesn’t 
fairness demand that it face the consequences? 

Answer : After reviewing the relevant documents, and without identifying either the specific 
companies or the activities for which the companies provided assistance, the Senate Intelligence 
Committee concluded that the providers had acted in response to written requests or directives 
stating that the activities had been authorized by the President and had been determined to be 
lawful. Because the committee “concluded that the providers . , . had a good faith basis for 
responding to the requests for assistance they received,” id. at 1 1 , the committee concluded that 
the providers “should be entitled to protection fi-om civil suit.” Id. The committee’s considered 
judgment reflects a principle in the common law that private citizens who respond, in good faith, 
to a request for assistance by public officials should not be held liable for their actions. 

3. If Congress bails out any companies that may have broken the law, won’t that set a 
bad precedent? What incentive will companies have in the future to follow the law 
and protect Americans’ sensitive information? 

Answer : The liability protection provisions of the FISA Amendments Act of 2008 do not set a 
bad precedent. The provisions are limited in scope and protect only those companies that either 
did not provide the alleged assistance, or acted pursuant to a court order, statutory directive or 
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certification, or a written directive or request from a high ranking government official indicating 
that the activity was authorized by the President and determined to be lawful. 

The Senate Intelligence Committee concluded that the providers had acted in response to 
written requests or directives stating that the activities had been authorized by the President and 
had been determined to be lawful. S. Rep. No. 1 10-209 at 10. Because the committee 
“concluded that the providers . . . had a good faith basis for responding to the requests for 
assistance they received,” id. at 1 1 , the committee concluded that the providers “should be 
entitled to protection from civil suit.” Id. The provision is a one-time grant of retroactive 
immunity for a discrete set of activities designed to “detect and prevent the next terrorist attack” 
after September llth. Id. As the Intelligence Committee stated, the immunity “should be 
understood by the Executive branch and providers as a one-time response to an unparalleled 
national experience in the midst of which representations were made that assistance to the 
Government was authorized and lawful.” Id. at 12. 

We also believe that existing congressional oversight mechanisms are sufficient to help 
Congress be informed on intelligence activities. 


4. If your concern is that carriers not be bankrupted, would you support something 
more specific than complete amnesty — for example, a cap on damages? 

Answer : No. 

a. If not, why not? Are you worried that courts will rule that the President’s 
warrantless surveillance programs were illegal? 

Answer : No. The liability protection provided by the FISA Amendments Act of 2008 is 
designed to ensure that companies are not exposed to lengthy and costly litigation based on 
allegations that they assisted the United States in protecting the nation against terrorist attack — 
litigation which could deter private individuals and entities from helping the Government in vital 
counterterrorism efforts in the future. A cap on damages would not achieve the same goal. The 
lawsuits themselves discourage cooperation by telecommunications companies. Moreover, 
because a cap on damages would not end the litigation, it would not eliminate the risk to the 
national security caused by the possibility of disclosure of information in the context of alleged 
intelligence activities designed to detect and protect against terrorist attacks. Finally, as a 
bipartisan majority of Congress recognized in passing the FISA Amendments Act of 2008, 
liability protection is the just result for companies being sued only because they are believed to 
have assisted the Government in the aftermath of September 1 1th. 


5. As you know, the President has said he will veto any FISA bill that does not grant 
retroactive immunity. At the same time, he and the Director of National 
Intelligence have said that if Congress does not make major changes to FISA, 


A - 14 


VerDate Nov 24 2008 


1 1 :52 Oct 06, 2009 Jkt 052426 


PO 00000 


Frm 00087 


Fmt6633 Stmt 6633 S:\GPO\HEARINGS\52426.TXT SJUD1 PsN: CMORC 



84 


American lives will be sacrificed. If we take him at his word, then, the President is 
willing to let Americans die on behalf of the phone eompanies 

a. That’s hard to believe. So why does the President insist on amnesty for the 
phone companies as a precondition for any FISA reform? 

Answer : Liability protection is tied directly to our operational need to have an effective foreign 
intelligence collection system, and is thus an integral part of FISA modernization. Companies 
have been subject to lawsuits based on their alleged involvement in certain alleged intelligence 
activities, and such suits can be lengthy, costly, and unpredictable. Such litigation could deter 
private individuals and entities from helping the Government in vital counterterrorism efforts in 
the future, which would hurt the nation’s security. As the Senate Intelligence Committee noted 
in its report on S. 2248, “electronic communication service providers play an important role in 
assisting intelligence officials in national security activities. Indeed, the intelligence community 
cannot obtain the intelligence it needs without assistance from these companies.” S. Rep. No. 

1 1 0-209 at 1 1 . Because of the need for such cooperation in the future and the extent of the 
lawsuits that have been filed, that committee concluded that retroactive immunity was a 
necessity. 


Given the scope of the civil damages suits, and the current spotlight 
associated with providing any assistance to the intelligence community, 
the Committee was concerned that, without retroactive immunity, the 
private sector might be unwilling to cooperate with lawful Government 
requests in the future without unnecessary court involvement and 
protracted litigation. The possible reduction in intelligence that might 
result from this delay is simply unacceptable for the safety of our Nation. 

Id. (emphasis added). 


4. As you know, the Senate Select Committee on Intelligence recently reported a FISA 
bill, the “FISA Amendments Act of 2007,” which has now come to this Committee on 
sequential referral. This bill would make major revisions to our surveillance laws in a 
variety of areas. 

Although I appreciate the work of my colleagues on the Intelligence Committee in 
drafting this legislation, I have some concerns about their bill. For example: 

• As I have said, the bill provides amnesty to telecommunications companies that may 
have broken the law in cooperating with the Administration on illegal surveillance, 
even though they already have broad immunity under current FISA law. 

• The Intelligence Committee’s bill redefines “electronic surveillance” in a way that is 
unnecessary and may have unintended consequences. 
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• The bill does not fully close the loophole left open by the Protect America Act, 
allowing warrantless interception of purely domestic communications. 

• The bill does not require an independent review and report on the Administration’s 
warrantless eavesdropping. 

• The bill purports to eliminate the “reverse targeting” of Americans, but does not 
actually contain language to do so. There is nothing analogous to the House bill on 
reverse targeting, which prohibits such surveillance if “a significant purpose” is 
targeting someone in the United States. 

• Court review occurs only after-the-fact, with no consequences if the court rejects the 
government’s targeting or minimization procedures. 

These are Just a few of my concerns. But if I understand you correctly, you are 
generally supportive of the Intelligence Committee bill. Certainly, you seem to like it a 
lot more than the bill being considered by the House, which contains signiflcantly 
greater protections for civil liberties. 

Questions: 

1. My understanding is that you are in favor of the way the Intelligence Committee bill 
redefines “electronic surveillance.” In his written testimony, Mort Halperin 
described this change as “Alice in Wonderland”: “It says that the language in FISA, 
which defines ‘electronic surveillance,’ means not what it clearly says, but what the 
current bill says it says.” 

a. Why should we change the definition of “electronic surveillance”? It’s a 
central term in FISA, and I see no good reason to replace it and open the 
door to many unintended consequences. 

Answer : The FISA Amendments Act of 2008, enacted on July 10, 2008, did not contain a carve- 
out of the definition of electronic surveillance analogous to that contained in the Protect America 
Act. 


b. Mort Halperin has recommended that we strike out the part of the 

Intelligence Committee bill that redefines “electronic surveillance,” and then 
change the requirements for the certification to be given to the FISA court to 
read “the surveillance is targeted at persons reasonably believed to be 
located outside the United States.” How would this change affect your 
understanding of the legislation? 

Answer : Please see the response to question l.a. above. 


A- 16 


VerDate Nov 24 2008 


1 1 :52 Oct 06, 2009 Jkt 052426 


PO 00000 Frm 00089 Fmt 6633 


Stmt 6633 S:\GPO\HEARINGS\52426.TXT SJUD1 


PsN: CMORC 



86 


2. Unlike the House bill, the Intelligence Committee bill does not require prior Judicial 
authorization before surveillance begins. This is a major departure from how FISA 
has always worked. It raises serious civil-liberties concerns, and makes it very 
difiicult for courts to cut off surveillance that is illegal under the law. As Mort 
Halperin has stated: “By deflnition, if there is no emergency, there is time to go to 
the court and there is no reason to allow the executive branch to begin a surveillance 
without first having court approval. Requiring as a matter of routine that court 
approval must come first will assure that the executive branch gives the matter the 
full consideration that it deserves before starting a surveillance which will lead to 
the acquisition of many communications of persons in the United States and 
Americans abroad. ... I cannot imagine any public policy argument to the contrary 
once one concedes that the court needs to play a role and there is an exception for 
emergencies with ample time limits.” 

a. How do you respond to Mr. Halperin’s arguments? 

Answer : Absent exigent circumstances, section 702 of FISA, as added by the FISA 
Amendments Act of 2008, requires the Government to obtain FISC approval of its foreign 
targeting and minimization procedures before targeting persons reasonably believed to be located 
outside the United States in order to acquire foreign intelligence under the provisions of the 
statute. Stee 50 U.S.C. § 1881a. 

b. Doesn’t the abandonment of he/ore-the-fact court review go against the basic 
promise of FISA that Americans will not have their communications 
acquired without a judge confirming that there is a legitimate reason to do 
so? 

Answer : Please see the response to question 2.a. above. 


3. If you agree that purely domestic-to-domestic communications should never be 

acquired without a court order, would you support changes to the bill that would make 
this point 100% clear? As I read the bill, this is not as clearly prohibited as it could be. 

Answer : FISA already requires a FISC order for the electronic surveillance of purely domestic- 
to-domestic communications, and section 702 of FISA, as added by the FISA Amendments Act 
of 2008, expressly prohibits the targeting of persons located in the United States under the 
authority provided in that section. See 50 U.S.C § 1881a. 


4. If you agree that warrantless “reverse targeting” of Americans should never be 
allowed, would you support language in the bill to prohibit its use if “a significant 
purpose” is targeting someone in the United States? 
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Answer : Section 702 of FISA, added by the FISA Amendments Act, prohibits such “reverse 
targeting” and provides that an acquisition under that section “may not intentionally target a 
person reasonably believed to be located outside the United States if the purpose of such 
acquisition is to target a particular, known person reasonably believed to be in the United 
States” 50U.S.C. § 1881a. 

a. If not, why not? The House bill contains this provision, and it’s a sensible 
way to address the very serious “reverse targeting” concerns that will make 
Americans afraid for their rights. 

Answer : Please see the answer provided above. 
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Questions from Senator Kvl : 

An amendment that was added to this bill in the Intelligence Committee by Senator Wyden 
adds a section to FISA that requires U.S. agents to obtain a warrant to conduct overseas 
surveillance of national-security threats if that surveillance targets a U.S. person. 

1. Some advocates of this provision have described it as protecting the rights of U.S. 

citizens. The bill text, however, appears to cover “U.S. persons” - a category that FISA 
defines to even include U.S. green card holders. As I read the Wyden amendment, if a 
Pakistani national came to the United States as an adult for a few years, acquired a 
green card, and then returned to Pakistan and joined up with A1 Qaeda, then under the 
Wyden amendment, this Pakistani national would be granted privacy rights under 
FISA that would bar the United States from monitoring his communications with the 
rest of A] Qaeda without 0rst obtaining a warrant. Is that description accurate? 

Answer : The requirement set forth in Senator Wyden’s amendment for prior court approval 
would extend to individuals with a valid status as lawful permanent residents (i.e., green card 
holders). Section 704 of FISA, as added by the FISA Amendments Act of 2008, provides that no 
element of the intelligence community may intentionally target, for the purpose of acquiring 
foreign intelligence information, a United States person reasonably believed to be located outside 
the United States under circumstances in which that person has a reasonable expectation of 
privacy and a warrant would be required if the acquisition were conducted inside the United 
States for law enforcement purposes unless the Attorney General (or his designee) submits an 
application to the FISC and receives an order from the FISC approving that acquisition. 

The term “United States person” includes “a citizen of the United States” or “an alien 
lawfully admitted for permanent residence (as defined in section 1 101(a)(20) of Title 8).” 50 
U.S.C. § 1801(i). Thus, if an individual possessed valid and lawful permanent resident status, 
but was located outside the country, absent exigent circumstances, the FISA Amendments Act of 
2008 requires prior court approval for certain acquisitions of foreign intelligence information 
targeting that person. 


2. Would Middle Eastern governments be barred from monitoring the communications of 
this Pakistani green-card holder by any U.S. law if he were inside one of those Middle 
Eastern countries? In other words, under the Wyden amendment, would it be the case 
that the law would permit every government in the world - other than our own - to 
monitor the communications of this Pakistani A1 Qaeda member when he is in the 
Middle East? 

Answer : I am not aware of any United States law that would prohibit a foreign government from 
monitoring the communications of a U.S. lawful permanent resident who is an A1 Qaeda member 
located in that country in the Middle East. 
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3A. Again, considering the hypothetical example of a Pakistani national who resides in 
Pakistan but has acquired a green card: under the Wyden amendment, the United 
States would be required to get court pre-approval and a warrant if it wanted to 
monitor this Pakistani in Pakistan in the course of a foreign intelligence investigation. 
Now suppose that the U.S. thought that this Pakistani green card holder were 
participating in drug smuggling in Pakistan and the FBI opened a criminal 
investigation. Would the U.S. be required to obtain a warrant in order to monitor his 
activities in Pakistan in the course of a drug-smuggling criminal investigation? 

Answer : No, courts have not imposed a requirement to obtain a warrant for surveillance 
conducted outside the United States for purposes of a criminal investigation. 

Senator Wyden’s amendment would require prior court approval to conduct certain 
foreign intelligence surveillance of U.S. persons overseas. Historically, this type of surveillance 
is conducted in accordance with executive orders that have been in place since before the 
enactment of FISA in 1978. Under those executive orders. Attorney General approval is 
required before foreign intelligence surveillance and searches may be conducted against a U.S. 
person abroad under circumstances in which a warrant would be required if conducted for law 
enforcement purposes. More specifically, section 2.5 of Executive Order 12333 requires that the 
Attorney General find probable cause that the U.S. person target is a foreign power or an agent 
of a foreign power. Such activity now generally falls under the requirements of section 704, 
described above. 

B. What if this Pakistani national were believed to be involved in bribery of a public 
official while residing in Pakistan and the U.S. opened a criminal investigation of his 
activities. Would the U.S. be required to obtain a warrant to monitor such activities in 
Pakistan? 

Answer : No. As I explained in the answer to 3(a) above, the United States is not required to 
obtain a warrant from a United States court to conduct surveillance outside the United States for 
purposes of a criminal investigation. 

C. What if the U.S. thought that this green card holder were fencing stolen goods in 
Pakistan? Would the U.S. be required to obtain a warrant in order to monitor his 
activities in Pakistan? 

Answer : No. As I explained in the answer to 3(a) above, the United States is not required to 
obtain a warrant from a United States court to conduct surveillance outside the United States for 
purposes of a criminal investigation. 


4. As I understand it, the Wyden amendment would apply not just when Pakistan-to- 
Afghanistan communications are routed through the U.S. Rather, it would apply 
whenever the activities of a U.S. green card holder are monitored overseas as part of a 
terrorism investigation. As a result, even if the U.S. were participating with the 
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Pakistani government in an investigation inside Pakistan that targeted a Pakistani 
national who was a U.S. green-card holder, the U.S. would be required to report the 
investigation to the FISA court and seek a warrant. 

I also understand that while many Middle Eastern governments cooperate with the 
United States in the war with A1 Qaeda, many of these governments do not want other 
countries or radicalized elements of their own populations to know that they are 
helping the United Stats. As a result, many of these governments require that the fact 
of their cooperation with the United States or the details of joint counterterrorism 
operations not be disclosed outside of the U.S. intelligence community. 

A. Would the Wyden amendment’s requirement that the existence of intelligence 
investigations conducted entirely Inside a foreign country be disclosed in U.S. court 
proceedings violate any of our information-sharing agreements with foreign intelligence 
services? 

Answer : While a full answer to this question would require additional details regarding specific 
countries and could involve classified information, we would, of course, work closely with 
foreign governments to mitigate any potential effects of having to obtain court orders before 
conducting foreign intelligence surveillance abroad. 

B. Should we expect that foreign intelligence services will refuse to share information 
or otherwise cooperate with the United States in the future if the Wyden amendment 
requires U.S. intelligence agencies to disseminate intelligence information outside of the 
intelligence community? 

Answer : Please see the answer to question 4(A) above. 
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SUBMISSIONS FOR THE RECORD 


Association of 
Research Libraries 

Statement for the Record 
to the U.S. Senate Committee on the Judiciary 
for the hearing: 

"FISA [Foreign Intelligence Surveillance Act) Amendments: How to Protect Americans' 
Security and Privacy and Preserve the Rule of Law and Government Accountability." 

Submitted by 

the American Library Association and the Association of Research Libraries. 

The American Library Association (ALA) and tbe Association of Research Libraries (ARL) 
(hereafter known as "the Libraries") submit this statement for the record to the Senate Judiciary 
Committee hearing titled "FISA [Foreign Intelligence Surveillance Act] Amendments: How to 
Protect Americans’ Security and Privacy and Preserve the Rule of Law and Government 
Accountability" on October 31, 2007. 

Founded in 1876, the ALA is the oldest and largest library association in the world with 65,000 
individual members and 4,000 library and corporate members dedicated to improving library 
services and promoting the public interest in a free and open information society. 

The ARL is a nonprofit organization of 123 research libraries in North America. ARL’s 
members include university libraries, public libraries, government and national libraries. ARL 
influences the changing environment of scholarly communication and the public policies that 
affect research libraries and the diverse communities they serve. 

The Libraries seek language in FISA modernization proposals that ensures judicial review of law 
enforcement requests for library patron records or surveillance of library users through library 
networks. The Libraries strongly believe that when the government seeks foreign intelligence 
information from libraries in the United States, it should do so only on an order authorized by the 
Foreign Intelligence Surveillance Court (FISC), regardless of whether the person using the 
library services is a U.S. citizen or not, or located within the United States or abroad. Libraries 
are gateways to freedom abroad. They offer expanded services globally, provide distance 
learning opportunities, and serve American and foreign student communities abroad as part of 
their essential mission. And they rely on a global network of communications facilities and 
services to do so, but this should not make libraries into communications service providers as 
proposed under the FISA modernization efforts today. 
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Statement by the American Library Association 8. Association of Research Libraries 


Existing State Privacy & Confidentiality Laws Yield to FISA 

Libraries have deep and longstanding principles of protecting patron privacy. Privacy is 
essential to the exercise of free speech, free thought, and free association. In a library (physical 
or virtual), the right to privacy is the right to open inquiry without having the subject of one’s 
interest examined or scrutinized by others. Forty-eight states and the District of Columbia have 
patron confidentiality laws; the attorneys general in the remaining two states have issued 
opinions recognizing the privacy of library users’ records. Ten state constitutions guarantee a 
right of privacy or bar unreasonable intrusions into patrons’ privacy. The courts have established 
a First Amendment right to receive information in a publicly funded library. Further, the courts 
have upheld the right to privacy based on the Bill of Rights of the U.S. Constitution. 

Since the USA PATRIOT Act superseded these state laws, libraries have consistently argued for 
judicial supervision during the various debates on NSLs, CALEA, and the USA PATRIOT Act. 
Often the debate focuses on whether or not libraries are communications service providers. 
Libraries are not like commercial telephone and communications companies; they have a special 
place in our families’ lives and in our Nation’s history as providing special space to leam, 
explore, and inquire. 

The Justice Department Treats Libraries as Communications Providers 
The Department of Justice has consistently taken the position when libraries provide free public 
access to the Internet or email accounts to their users that they are "communications service 
providers." Libraries do not seek to thwart national security efforts nor to be safe havens for 
those engaging in illegal activities. However, because the mission of libraries is so closely 
bound to our Nation’s first amendment freedoms, there should be judicial review of law 
enforcement demands for library records or communications. Libraries’ services to users 
inevitably will rely on communications services, but this is incidental to providing library 
services as a whole just as the communications capability in Microsoft’s XBox Live or 
Nintendo’s Wii are incidental to the game play and does not render these game conapanies 
“communications service providers.” 

Past efforts to protect libraries from federal demands for information without court supervision 
failed because explicit statutory language was not included. For example, there are explicit 
statements in the USA PATRIOT Act Reauthorization debates detailing that libraries do “not fall 
under the purview of the NSL provision.” Despite this clear Congressional intent, the FBI still 
contends that libraries remain subject to that Act’s NSL provisions because the language of the 
statute was not explicit. Thus, legislation must expressly state that the term “communications 
service provider” does not include libraries, or it is unlikely to be respected by the Department of 
Justice. 

FISA Modernization Should Clarify that Libraries are NOT Communications Providers 

To the extent a library in the U.S, provides remote communications or access to communications 
services to U.S. or non-U. S. users abroad, under the FISA Amendments Act, like the PAA before 
it, such communications could be subject to w'arrantless seizure or interception from facilities in 
our libraries. Our position is simple - the government should not enter a library in the U.S. or 
access facilities used by libraries to conduct electronic surveillance on any library user. 


VerDate Nov 24 2008 


1 1 :52 Oct 06, 2009 Jkt 052426 


PO 00000 Frm 00096 


Fmt 6633 


Sfmt6633 S:\GPO\HEARINGS\52426.TXT SJUD1 PsN: CMORC 



93 


Page 3 of 3 

Senate Judiciary Committee Hearing, 10/31/2007 
Statement by the ^erican Library Association & Association of Research Libraries 

regardless of where the user happens to be when using library services, without an order from the 
FISA court. 

Libraries provide distance learning opportunities from facilities abroad to American and foreign 
student and faculty who access library services remotely in support of their educational and 
research activities. The library community is concerned that these opportunities and the chance 
to bring access to knowledge and freedom of expression abroad will be diminished if the U.S. 
government may, without a FISA court order or judicial oversight, monitor the use of library 
facilities by non-U. S. citizens abroad if the government believes the communication or usage 
concerns foreign intelligence. 

This is not a hypothetical concern. U.S. universities have numerous educational programs 
throughout the world, and it is possible, if not likely, that student and faculty library users at 
those foreign campuses of U.S. institutions will be relying on servers or routers that reside in the 
stateside facilities. At the same time, the issue is not likely to arise so often that obtaining FISA 
court approval would impose reasonable burdens on or create obstructions to terrorism or foreign 
intelligence investigations. 

Now as always in our history, reading and inquiry arc among our greatest freedoms. Libraries, 
inherent to a democratic society, provide a place to exercise intellectual freedom: the free and 
open exchange of knowledge and information where individuals may exorcise freedom of 
inquiry and the right to privacy and confidentiality with rcgard.s to information sought. A 2005 
report released by ALA documents the chilling effect of law enforcement activity in libraries. 
"Impact and Analysis of Law Enforcement Activity in Academic and Public Libraries" found 
that library patrons are intimidated by intrusive measures such as the USA PATRIOT Act and 
National Security Letters (NSLs). This chilling effect can take many forms; for instance, a 
patron’s concern about privacy of their library records may result in reluctance to checkout or 
view certain materials. 

Any surveillance can have a chilling effect, but warrantless surveillance is particularly insidious. 
Libraries recognize that surveillance is a necessary tool today, but Congress must recognize that 
the requirement for a court order to enter a library at least would send a message of fairness and 
due process the world over. 


Proposed Language 

The following language is proposed as a means to resolve our concern, the addition of a single 
caveat to Section 105B: “For purposes of this section, the term “communications provider” 
does not include a library (as that term is defined in section 213(1) of the Library Services 
and Technology Act (20 U.S.C. 9122(1)).” 


American Library Association - Lynne Bradley, 202-628-84 ! 0 
Association of Research Libraries -- Prue Adler, 202-296-2296 
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Good morning, Mr. Chairman and Members of the Committee. My name is Ed Black. I 
have served as President and CEO of the Computer and Communications Industry 
Association for the past 12 years. CCIA is a nonprofit membership organization for a 
wide range of companies in the computer, Internet, information technology, and 
telecommunications industries. Since its founding in 1972, CCIA has consistently 
promoted innovation and competition through open markets, open systems, open 
networks. We appreciate this opportunity to help find the best balance of national 
security law and privacy rights. 

The Internet is an unprecedented and unique force for democratic change and socio- 
economic progress. Increasingly, our nation’s digital economy depends on the 
dynamism and openness of the Internet. That functionality is jeopardized if surveillance 
activities result in the chilling of free speech. In our society, all information services 
companies play a custodial role in promoting First Amendment rights. Internet 
functionality is further jeopardized if end users lose confidence in the security of their 
business and personal transactions online. The Fourth Amendment is key to preserving 
that privacy and network security. While constitutional considerations should be 
paramount, I will also emphasize some very practical business aspects of this debate over 
amendments to FISA. 

We understand our industry’s technology and the many wonderful ways in which can be 
used. . . and ways it can be misused. In addition to the most obvious domestic benefits, it 


1 


I 


VerDate Nov 24 2008 1 1:52 Oct 06, 2009 Jkt 052426 PO 00000 Frm 00099 Fmt 6633 Stmt 6633 S:\GPO\HEARINGS\52426.TXT SJUD1 PsN: CMORC 



96 


can be a tool for spreading freedom and democracy around the world, and from a foreign 
relations standpoint, the U.S. government needs to lead by example in promoting the 
freedom of ideas and communications that the Internet makes possible. However, that 
leadership will fall flat if we easily excuse unlawful surveillance in our own country. We 
urge you to consider that this legislation could weaken the hand of American companies 
that must contend with escalating demands for censorship and surveillance by foreign 
secret police. 

CCIA supports current legislative efforts to amend FISA to achieve a sound balance 
between effective terrorist surveillance for our national security and Fourth Amendment 
privacy rights of Americans, while enhancing opportunities for the exercise of First 
Amendment freedoms. We should all want protection both from terrorists and from 
illegal spying, search and seizure by our own government. In crafting our efforts to 
combat terrorism, we should not forfeit our privacy or weaken our First or Fourth 
Amendment rights. As a nation, we should not countenance the sort of autocratic 
surveillance of ordinary citizens which we find so abhorrent in repressive foreign 
regimes. American electronic communications and information services companies 
understandably want protection from overreaching government demands to participate in 
illegal wiretapping or data mining. We want to be good citizens, but not police agents. 
But we need protection not just from third party liability for acquiescing to proper 
demands, but protection from improper government pressure or inducement as well. 
Industry needs clear constitutional ground rules that are subject to waiver only through 
transparent procedures and process. 
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It might be useful to examine and compare how government agencies and the private 
sector deal with user/customer communications data and content. Of necessity for the 
provision of public services, government collects certain basic information on taxpayers, 
citizens, and businesses and other organizations that cannot be legally withheld by the 
individual or organization. Government agencies, recognizing the importance of privacy, 
observe many security procedures to protect personal privacy, but too often we have seen 
serious breaches in this security. Indeed, data mining, hacking, and inadvertent 
dissemination of information on U.S. citizens creates increasing security challenges for 
government at all levels. For the government, use of the information, not its 
confidentiality is paramount. 

Internet commerce and the digital economy, on the other hand, fundamentally depend on 
maintaining the privacy and security of customers’ personal information and business 
data. Private sector companies have information on customers that those customers 
expect will be kept private, unless they give consent, or a court order of some kind 
compels release of that personal information to law enforcement. Citizens seem willing 
to provide vast amounts of data to private institutions believing that these institutions act 
as a buffer between them and the government. Customers must be free to conduct their 
personal lives and business transactions without fear of illegal or widespread surveillance 
and spying. The high-tech industry wants to help our government protect Americans 
from terrorists. However, companies cannot provide such assistance if network security 
is compromised because the rules for wiretapping and surveillance are expendable at the 
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discretion of the President, or subject to ongoing controversy and flux. In a sense, the 
economic and social consequences of a reduction in network security would be a partial 
victory for the very terrorists we are seeking to defeat. 

To be sure, the Director of National Intelligence (DNI) requires the assistance of private 
communications companies. But those companies must be free to insist on 
constitutionally solid procedures that are clear and transparent, so they are not reduced to 
guesswork about the applicability of immunity under the FISA statute. Clear lines of 
separation and differentiation between public sector and private sector roles in 
surveillance activities are therefore essential to a robust Internet and a free society. 

Private companies, be they in health care, financial services, hard goods retailing, or 
information services should not become arms of the federal government, regularly 
turning over customer information, or “sitting on” phone lines. The many companies 
which are part of our Internet and communications systems must be trusted carriers and 
repositories of Americans’ free speech. Commercial telecommunications and Internet 
services are not fair territory for direct involvement by the federal government. Put 
another way, outsourcing to private companies the collection of Americans’ call records 
and communications messages for government use is both unconstitutional and 
destructive to valuable, and indeed essential, network security. 

The role of private sector institutions as a vigilant buffer between excessive government 
demands and the rights of our customers is a role to be protected, not undermined. 
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In the interest of national security there is broad agreement on our government’s 
right to conduct surveillance of foreign targets, especially terrorists, and to collect and 
share such information even when obtained without court approval. FISA was created 
for the express purpose of limiting executive privilege regarding surveillance of LI.S. 
citizens. The FISA Court and the Attorney General provide checks and balances in this 
separation of powers. Since 9/1 1 2001, the Bush Administration has had many years to 
work with Congress on important revisions to the FISA law. That opportunity was 
squandered, however, in favor of a unilateral secret National Security Administration 
(NSA) spying program. When high-level internal debate ensued over the legality of that 
program, it was covered up. Even the private sector companies who were being asked to 
assist may not have been aware of the controversy. 

CCIA believes that HR 3773, the RESTORE Act of 2007, which is now under 
consideration in the House of Representatives, offers careful and enlightened updating of 
FISA. The Senate Intelligence Committee legislation, S. 2248, while providing some 
important improvements over the hastily passed Protect America Act (PAA) of last 
August, allows surveillance based on executive certification, without a court order. And, 
disturbingly, the bill provides retroactive immunity from civil liability for those who may 
have participated in an illegal program, without identifying what conduct is being 
immunized. 

The Executive Branch has the primary burden to establish that requests for data are on 
strong legal footing, under the Fourth Amendment and FISA, and do not amount to 
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illegal search and seizure of U.S. citizens private information. But the Bush 
Administration apparently did not present independent judicial legal authorization to 
some of the companies involved. The Administration simply “certified” the program was 
legal. And some very large companies with legions of their own lawyers either did not 
double check, or, well, we just don’t know what transpired. Apparently Qwest did run a 
legal reality check, and concluded some of the executive requests were out of line. 
Whatever letters were used to request assistance have not been shared with the House 
Judiciary Committee or any Member of the House of Representatives to date. Senate 
Intelligence Committee members only merited a limited look at these documents 
immediately prior to their vote on S. 2248. We understand that the leadership of the 
Senate Judiciary Committee, after a year of ignored or rejected formal requests, finally 
was offered a look at some of the relevant documents late last week. But none of us 
know about what type of debates, if any, took place between the government and the 
companies involved, or within the companies. 

We think there are important lessons that can be learned from what has transpired over 
the last several years. Learning these lessons will help us draw the lines of proper 
conduct for the future. Alternatively, if we make up the rules as we go along, ANY 
violation of the constitution performed to serve a compelling national security or law 
enforcement purpose can be rationalized and covered up by retroactive immunity. Under 
this scenario, private industry effectively becomes the judge, weighing whether particular 
purposes are sufficiently compelling to risk unconstitutional searches. The government 
doesn’t want that; neither do we. 


6 


I 


VerDate Nov 24 2008 1 1:52 Oct 06, 2009 Jkt 052426 PO 00000 Frm00104 Fmt 6633 Sfmt 6633 S:\GPO\HEARINGS\52426.TXT SJUD1 PsN: CMORC 



101 


Retroactive immunity for participation in the recent secret government surveillance 
program is premature at best, since this Congress has yet to become well-informed 
enough to determine whether in fact the NSA surveillance program exceeded legal 
boundaries established under FISA. If immunity for past activities is granted prior to full 
disclosure and accountability from the Executive Branch, Congress and the public may 
never understand the nature of the NSA warrantless wiretapping program. 

We also believe broad retroactive immunity would be ill advised in any event because it 
would perpetuate uncertainty, confusion and second-guessing in the future. Commercial 
enterprises and individual employees have the right to insist on clear judicial 
authorization before complying with requests for information or communications 
otherwise protected by customer privacy guarantees. And companies would know that in 
getting judicial authorization, they will avoid having to petition for additional extra- 
statutory immunity later. But if retroactive immunity is granted in this case, future 
extralegal emergency requests will be accompanied by a wink and a promise of similar 
immunity after things settle down. 

Understandably, some companies want this immunity badly. Their motives may have 
been as honorable as their legal analysis was lax, but we don’t know enough at this point 
to make a judgment. We do know, however, that some of the companies involved, 
when they want something from the government, be it immunity from liability or further 
deregulation, tend to threaten a parade of horribles that will arise if they are not granted 
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the desired relief. When the prize is sweeping deregulation, we hear that without it, they 
will have no more incentive to invest in broadband network infrastructure. When the 
goal is irmnunity from participation in the NSA program, they threaten that without it, 
they will be reluctant to co-operate in the future. But as long as electronic 
communications companies are presented with clear legal authorization in the future, they 
should have every reason to provide the network assistance that is so important to our 
national security. Hence, Congress must establish bright, constitutional lines identifying 
industry’s responsibility. 

With regard to claims of possible bankruptcy, it makes sense for Congress to at least 
consider a statutory cap on damages that might be awarded to plaintiffs for information 
wrongly provided in a past NSA program, especially following a finding of good faith by 
a federal judge. In any future consideration of immunity from liability for participation 
in govermnent surveillance, small businesses and individuals should have a lighter 
burden of establishing they acted in good faith in a response to a high-level government 
request. 

The civil litigation should be allowed to proceed. Even if major portions of the 
proceedings need to be held in camera and the scope of discovery narrowed, judges - and 
to the extent compatible with serious national security concerns, the public - should learn 
what really happened in these cases. 
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Conclusion 

Millions of workers in our industry believe that we are an industry that can be strong 
positive force for our society. The underlying desire to facilitate communications, the 
transfer of information and knowledge, and the building of bridges across cultural 
boundaries; these are core motivations of people in our industry. These motivations are 
part of why our industry is successful. The economic rewards can be great but they are as 
much a consequence as they are a motive. 

To sustain this positive force, we must work together to establish processes and 
protections for private personal and business information that is so critical to the open 
and free use of the Internet. To disclose private information, our industry needs clear and 
constitutionally proper ground rules that are only deviated from through well-defined 
transparent processes. These rules must be straightforward enough to be publicized and 
understood by U.S. citizens and businesspeople who may be called upon to assist their 
government in these uncertain times. 


NOTE: The views expressed herein do not necessarily represent the position of every 
individual CCIA member company. 
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Office of the Director of National Intelligence 
Principal Depui y Director of National Intelligence 
(Acting) 

Washington, DC 20511 


SEP 2 7 2007 


The Honorable Silvestre Reyes 
Chairman 

Permanent Select Committee on Intelligence 
House of Representatives 
Washington, DC 20515 

Dear Mr. Chairman: 

Thank you for your letter of September 24. 2007 to the Director of National Intelligence 
(DNI) regarding the discussion at your Committee’s hearing on the Protect America Act and an 
incident in which proceeding under the Foreign Intelligence Surveillance Act (FISA) to collect 
on foreign targets abroad delayed the initiation of coverage expected to reveal the 
communications of Iraqi insurgents who had kidnapped U.S. soldiers. By providing this event as 
an example, the DNI hoped to provide some context as to why the authorities provided by the 
Protect America Act are critical to protect the nation. 

In particular, in the hearing before the House Judiciary Committee on September 18, 
2007, the DNI provided the following example: “American soldiers [were] captured in Iraq by 
insurgents, and we found ourselves in a position where we had to get a warrant to target the 
conununications of the insurgents.” The DNI explained that the process of obtaining a court 
order put the Intelligence Community (IC) in a difficult position. 

In the hearing before your Committee on September 20, 2007, the DNI was asked to 
discuss this example further. In that testimony, the DNI explained that this example 
demonstrated that FISA has put us in a position where “[wie are extending Fourth Amendment 
rights to a terrorist foreigner, foreign country, who’s captured U.S. soldiers, and we’re now 
going through a process to produce probable cause....” The Director further explained the 
greater context, which is that FISA, because it has not kept pace with technology, requires that 
the IC meet a probable cause standard in situations where no substantial privacy right of an 
American is at issue. Moreover, the DNI endeavored to explain that while useful, the emergency 
provisions of FISA still require a finding of probable cause that the target of the collection is an 
agent of a foreign power. 

The timeline you have proposed releasing publicly contains a number of additional 
details that the DNI did not discuss in open session. If you believe that the public release of this 
timeline will help to further inform the debate, the IC does not object. Indeed, Director 
McConnell tried to be as open as possible in his testimonies because we understand that these 
issues are of utmost importance to the Congress and to the public. In the interest of protecting 
sensitive sources and methods, however, we have made some minor modifications to your 
original proposal, which are attached. 

Some aspects of the proposed timeline also deserve clarification. The timeline that you 
provided may give the impression that the process of obtaining the emergency authorization 
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under FISA began at 10:00 a.m. on May 15, 2007. In fact, the process began earlier, as 
evidenced by the source material provided to the Committee by the National Security Agency on 
June 8, 2007. On May 14, 2007, as soon as specific leads had been identified, analysts began to 
compile all the necessary information to establish the factual basis for issuance of a FISA coun 
order as required by the emergency authorization provision of the statute. 

As the Committee is aware, the circumstances of this case presented novel and 
complicated issues. These issues, which needed to be evaluated before the emergency 
authorization could be requested, di.stinguished this situation from a typical case of targeting 
non-U.S. persons abroad. This was the focus of the internal Executive Branch deliberations 
between 12:53 p.m. and 5: 15 p.m. and the rea.son behind the decision to contact the Attorney 
General for emergency authority rather than the Solicitor General. 

While admittedly this was a complex .situation, the Director used this example to 
illustrate the point that, due to changes in technology, the FISA statute extends privacy 
protections to foreign terrorists located outside the United States merely because FISA makes a 
geographic distinction based on the location of the collection. Novel issues aside - in order to 
comply with die law - the Government was required to spend valuable time obtaining an 
emergency authorization as required by FISA to engage in collection related to the kidnapping. 

The Committee has received extensive, in-depth briefings and detailed documentation 
concerning this case over the past months. The professionals, both in the IC and at the 
Department of Justice, analyzed the facts and legal issues presented in this situation as they are 
required to do under the law. FISA’s emergency provision, while extremely useful, still requires 
a determination before the Attorney General can authorize the collection that there is a factual 
and legal basis for granting FISA authority. Failure to ensure that the facts and the legal issues 
of this case satisfied FISA’s requirements could have exposed these professionals to criminal 
penalties.' 

We appreciate the time and effort you have spent on this important issue and we look 
forward to working with you further to m^e the authorities provided by the Protect America Act 
permanent. If you have any questions on this matter, please contact the Director of Legislative 
Affairs, Kathleen Turner, who can be reached on (202) 201-1698. 



Enclosure 

cc: The Honorable Peter Hoekstra 

' See 50 U.S.C. § 1809 (providing criminal sanctions for intentionally engaging in electronic surveillance under 
color of law except as authorized by statute). 
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• On May 12. 2007, after a coordinated attack on their position south of Baghdad, 
three U.S. soldiers were reported missing and believed to have been captured by 
Iraqi insurgents. Immediately upon learning of the attack, theater-based and 
national SIGINT assets responded by dedicating all available resources to 
obtaining intelligence concerning the attack. 

• On May 13 and 14, 2007, the Intelligence Community began to develop 
additional leads concerning the communications of insurgents claiming 
responsibility for the attack, including approaching the FISA Court on May 14 for 
an amendment to a then-current order with some bearing on the hostage situation. 
The amendment was granted that day. 

• As soon as specific leads had been identified, analysts began to compile all the 
necessary information to establish the facmal basis for issuance of a FISA court 
order as required by the emergency authorization provision of the statute. 

• On May 15,2007; 

o At 10:00 a.m., key U.S. agencies met to discuss and develop various 
options for collecting additional intelligence relating to the kidnapping by 
accessing certain communications. 

o At 10:52 a.m., the NSA notified the Department of Justice (DOJ) of its 
desire to collect some communications that require a FISA order. 

o It was determined that some FISA coverage already existed. 

o At 12:53 p.m., the NSA General Counsel agreed that all of the 

requirements for an emergency FISA authorization had been met for the 
remaining collection of the conununications inside the U.S. 

o From 12:53 p.m. to 5: 15 p.m. Administration lawyers and intelligence 
officials discussed various legal and operational issues associated with 
the surveillance. 

o At 5: 15 p.m, the DOJ’s FISA office - the Office of Intelligence Policy and 
Review (OIPR) - received a call formally requesting emergency authority 
to conduct surveillance. 

o At 5:30 p.m., the OIPR attorney on duty attempted to reach the Solicitor 
General who was the Acting Attorney General while Attorney General 
Gonzales was addressing a United States Attorney’s Conference in Texas. 
However, the Solicitor General had left for the day and the decision was 
made to attempt to reach Attorney General Gonzales in Texas. 

o The OIPR attorney then contacted the Justice Department Command 
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Center and requested that the Command Center locate the Attorney 
General in Texas. After several telephone calls with the staff 
accompanying the Attorney General, the OIPR lawyers were able to speak 
directly with the Attorney General and brief him on the facts of the 
emergency request. 

o At 7: 18 p.m., the Attorney General authorized the requested surveillance. 
The Justice Department attorneys immediately notified the FBI. 

o At 7;28p.m, the FBI notified key intelligence agencies and personnel of 
the approval. 

o At 7;38 p.m., surveillance began. 
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Senator Christopher J. Dodd 
Testimony before the Senate Judiciary Committee 
The FISA Amendments Act of 2007 


.V!r. C.’luiirman, Kaiikiog Member Specter, and distinguished incmbers of the .Fudiciary 
C'ommittee: 


Thank you for this opportunity to share with the Committee my deep misgivings over S. 
2248. the FiSA Amendments Act of 2007. '1‘oday’s hearing is extremely important as the 


Senate once again considers amending the Foreign Intelligence Surveillance .Act. 


1 believe the FTSA Aniendments Act of 2007, as currently written, embi'dies an egregious 
break with the rule of law; It grants retroactive immunity to telecommunications 
companies who coopertited with the Administration’s warrantless wiretapping policy — 
turning over the private records of a large number of their customers to U..S. authorities. 

The retroactive immunity provision is especially troubling for iltree reasons. First, it sets 


the dangercjus precedent of placing a few large corporaiion.s above the law. In my view. 


Congress should not intervene in the ongoing civil dispute.s about the role of these 


companies in the President's T errorist Surveillance Program. It is important that the 


( ongress allow the conns to determine whether or not some of our fellow ciiizcn.s' rights 


\sere violaied by the actions of the teleconimunicalions companies. There is simply no 


compelling reason I'or the legislative branch to short-circuit ihc workings of the courts. 


§ 
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Second. pas.si!ig this legi.slalioii effectively endorses the president's insupportable reading 
ol'ihc Constitution. The president appears to believe that he has the authority to disregard 
valid, consiilutioiial laws it" they at cross purposes with what he as.serls art* his executive 
powers. A.s we have seen time and time again, this view has undermined the rule of law. 

I believe th;it it" the Congress grants retroactive immunity, wc wall undermine the 
principle that w e are a nation ol'iaws not men. If companies were complicit with the 
President in disregarding the law, they should not be immunized from the legal 
e()ii.sei|uenees of their actions. 

ritird. and perhaps most astoundingly. Congress is being asked to excuse the actions of 
the telecommunications companies before we even know exactly what those action.s 
were. The president i.s asking us to endorse his eonlinuing effort to keep .Americans in the 
dark. .As l.ouis lusher, a specialist in Constitutional Law with the l.aw’ Library of the 
L ibrary of Congress I'ecenily explained tti the IVashingion Post. "It’s particularly unusual 
in the case of the telecoms because you don’t really know what you’re immunizing. You 
don't know what you're cleaning up." We should not eliminate the right of our fellow 
citizens Ut have their day in court, nor .should we grant immunity when we do not have a 
full uiiderstandiiig of the implications of doing so. .At the very lea.st. before any vote, 
every Senator should hav e the opportunity to review- the documents that the 
.Admir.istraiiori is using to justify the warrantless wiretapping program. 


for all of these reasons, retroactive immunity must be stripped from this bill, in addition, 
■here are several other prov isions that deserve to be scrutinized by the .fudiciary 




VerDate Nov 24 2008 1 1:52 Oct 06, 2009 Jkt 052426 PO 00000 Frm00113 Fmt 6633 Sfmt 6633 S:\GPO\HEARINGS\52426.TXT SJUD1 PsN: CMORC 



( oniniiticc. Most notably, the provisions of this bill do not expire until 2013, meaning 
that at! entire presitieniial term will have passed before we’ll again have the opportunity 
to change this ntisguided policy. 


While the current legislation is an improvement over the Protect America Act, more work 
remains to be done. Congress is once again being offered a false choice — liberty for 


security, .\s the Committee continues to work on this legislation, 1 respectively request 
lltat the retroactive immunity provisions be removed. 


Thank you. C'hairmtin Leahy and Ranking Member Specter, for the opportunity to 
cxpre.ss m> hctirtlelt view.s before your distinguished committee. 
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llniti'h StatEs Senate 

WA5H!NGTD?^^. DC 20510'C702 


October 30, 2007 


The Ifonorabic Patrick J. Leahy 
C'hairman 

Committee on the Judiciary 
Cnited Stales Senate 

Dear Chairman i.eahy, 

I am writing to you today requesting that you include my enclosed statement 
regarding S. 2248. the FISA Amendments Act of 2007, as part of the record at the 
judiciary Committee’s hearing on Wednesday, October 31, 2007. 

As you know. I have expressed my strong opposition to the provisions in the bill 
reported by the Select Committee on Intelligence granting retroactive immunity for 
leiccommunications companies. It is my hope that the Judiciary Committee, under your 
leadership, will remove these provi.slons from the bill. 

1 look forward to working with you and other members of the Judicituy 
Committee as the Senate considers this important legislation. Again, thank you for your 
consideration of my rcque.st. 


Sincerely, 



CHRisTOPtitR J. Dodd 
Unhed St.^ths Skn.ator 
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October 29, 2007 


The Honorable Patrick J. Leahy 
Chainnan, Committee on the Judiciary 
The Honorable Arlen Specter 
Ranking Member, Committee on the Judiciary 
United States Senate 
Washington, D.C. 20510 

Dear Chairman Leahy and Ranking Member Specter: 

We are writing to support the carrier immunity provision passed with bipartisan support 
in the FISA reform legislation recently reported out hy the Senate Select Committee on 
Intelligence (SSCI) and now before your Committee for consideration. We believe that the 
carrier immunity provision not only providiss a just and fair protection for companies that 
allegedly reloaded to a call for assistance fi:om the President in a time of national crisis, but 
also is a necessary poli<^ for promoting the national security interests of the United States. 

Telecommunications carriers who allegedly participated in what has become known 
publicly as the “Terrorist Surveillance Progjram” have been sued in over forty lawsuits seeking 
hundreds of billions of dollars in damages. Beyond the existence of an intelligence program 
involving electronic surveillance, which the President has confirmed, we cannot, of course, 
confirm anything further in this letter, including whether or not any telecommunications carriers 
even participated in such a program. The fact remains, however, that carriers are facing years of 
expensive litigation and potentially ruinous damages based upon allegations of their involvement 
m an intelligence program authorized by the President, reviewed for legality at the highest levels 
of the Executive Branch, and represented to the carriers to be lawful. We believe these lawsuits 
should not be allowed to proceed. 

Protecting carriers who allegedly responded to the government’s call for assistance in the 
wake of the devastating attacks of September 1 1 , 200 1 and during the continuing tiireat of further 
attacks is simply the right thing to do. When corporations are asked to assist the intelligence 
community b^ed on a program authorized by the President himself and based on assurances that 
the program has been determined to be lawfhl at the highest levels of the Executive Branch, they 
shorid be able to rely on those representatiions and accept the determinations of the Government 
as to the legality of ieir actions. The common law has long recognized immunify for private 
citizens who respond to a call for assistance fi'om a public ojGficer in the course of his <hty. The 
salutary purpose of such a rule is to recognize that private persons should be encouraged to offer 
assistance to a public officer in a crisis and should not be held accountable if it later turns out 
that the public officer made a mistake. Thiit principle surely applies here, especially given the 
limited nature of the immunity contemplahxi in the bill, which would apply only where carriers 
were told that a program was authorized by the President and determined to be lawful. 

Failing to provide immunity to the irarriets will produce perverse incentives that risk 
damage to our national security. If carriers now named in lawsuits are not protected for any 
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The Honorable Patrick J. Leahy 
The Honorable Arlen Specter 
October 29, 2007 
Page 2 


actions they allegedly may have taken in good faith reliance on representations from the 
Government, both telecommunications carriers and other corporations in the future will think 
twice before assisting any agency of the intelligence community seeking information. In the 
fight against terrorism, information private companies have — particularly in the 
telecommunications field — is a vital resource to the Nation. If immunity is not provided, it is 
likely that, in the fiiture, the private sector will not provide assistance swiftly and willingly, and 
critical time in obtaining information will be lost We wholeheartedly agree with the assessmait 
of the report accompanying the bill from SSCI; “The possible reduction in intelligence that might 
result from fliis delay is simply unacceptable for the safety of our Natioa” S. Rep. 1 10-209, at 
11 . 


Finally, we note that we are familiar with the legal analysis conducted within the 
Executive Branch of intelligence activities allegedly connected to the lawsuits against 
telecommunications carriers and with debates within the Executive Branch about that analysis. 
Given our experiences, we can certainly understand that reasonable people may question and 
wish to probe the legal bases for such intelligence activities. We firmly beUeve, however, fiiat 
the best place for that examination and debate is not in a public lawsuit against private 
conq)anies that were asked to assist their Nation, but within the Executive branch, where 
intelligence-gathering decisions are made, and in joint efforts between the Executive Branch and 
Congress to ensure appropriate oversight. 

For all of these reasons, we encourage the Committee to approve the carrier immunity 
provision as a fair, just, and equitable result that properly promotes a policy of encouraging tihe 
private sector to cooperate vnfh the intelligence community. 


Sincerely, 


\J JohiiD. Ashcroft ^ B. Comey — p— 
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Statement 

United States Senate Committee on the Judiciary 

FISA Amendments: Hpvy to Protect Americans’^Security and Privacy and Preserve the Rule of Law and 
Government Accountability 

Octi^si, 2007 


The Honorable Russ Feingold 

United States Senator , Wisconsin 

Contact: Zach Lowe (202) 224-8657 

Statement of U.S. Senator Russell D. Feingold 
Senate Judiciary Committee Hearing on 

“FiSA Amendments; How to Protect Americans’ Security and Privacy and Preserve the Rule of Law and 
Government Accountability” 

October 3 i, 2007 

As Submitted for the Record 

Mr. Chairman, I am very pleased that the Judiciary Committee is holding this public hearing on the 
critically important issue of amending the Foreign Intelligence Surveillance Act (FISA). We considered 
possible amendments to FISA at a hearing in September where we discussed them with Director 
McConnell, but now that specific legislation has been reported from the Senate Select Committee on 
Intelligence, I applaud you for taking the opportunity to evaluate it carefully in this Committee. 

I sit on the Intelligence Committee, and I agree that some of its work must be conducted behind closed 
doors due to the sensitive nature of the information that committee handles on a regular basis. But the 
Intelligence Committee should have considered the FISA legislation in a more open process. The 
Committee would have benefited from the input not just of the Administration, but also of outside experts 
who may have brought a different point of view to consideration of the legislation. 

So I am particularly glad that the Judiciary Committee is holding this open hearing, and that its upcoming 
markup will also be in an open setting. The public should have the ability to see what we are doing on this 
very important issue, (n addition, this committee’s expertise in privacy and civil liberties, and FISA, is 
crucial to this debate. 

This committee’s consideration is also important because the bill reported by the Intelligence Committee, 
which I voted against, is badly flawed. Senator Wyden and I summarized our opposition in our “Minority 
Views” on the bill: 

We support the underlying purpose of FISA reform: to permit the government to conduct surveillance of 
foreign targets, particularly terrorist suspects, as they communicate with other persons overseas, without 
having to obtain a FISA court order. We believe that this purpose can be achieved while protecting the 
rights and privacy of law-abiding Americans conducting international communications. We believe that 
the bill that passed the Senate Intelligence Committee unfortunately falls short of that goal in some 
respects, and we are also concerned that it also provides sweeping retroactive immunity to those alleged to 
have cooperated with the President's warrantless wiretapping program. We were therefore disappointed 
with the bill and voted against it. 

It is my hope that the Judiciary Committee will pass a berter bill. Congress should never have passed the 
so-called Protect America Act, even for six months. We should fix this law to make sure we protect 
Americans’ privacy as we wiretap terrorists and other foreign intelligence targets. We also should not be 
granting unjustified retroactive immunity for those alleged to have cooperated with the Administration’s 
illegal warrantless wiretapping program. Let’s get it right this time. 

Thank you, Mr. Chairman. 


httD://iudiciarv.senate.20v/Drint member statement.cfm?id-3009&wit id=^4083 
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Testimony of Morton H. Halperin 
Before 

The Senate Committee on the Judiciary 
October 3 1 , 2007 


Mr. Chairman, 

It is a great pleasure for me to appear once again before this distinguished 
committee to discuss the latest effort to modify FISA so that it continues to 
protect both our security and our liberty. This committee has found a way to 
protect both in the past and I am confident that it can do so again with the 
cooperation of those concerned about civil liberties and those charged with 
defending our security. 

To assist in that effort, I want to propose a way of thinking about the structure 
of FISA and review the history of how the two major sets of issues raised by 
FISA have been treated. 

The two major questions are: (1) What electronic communications should the 
government be able to acquire using procedures different from those mandated 
for criminal investigations; and (2) what procedures should be put in place so 
that all concerned groups can know clearly what the rules are and have 
confidence that the rules are being followed? In making some suggestions for 
what should be in the legislation I will focus on the second set of questions. 

Pre-FISA Procedures 

It is important to begin by recalling the pre-FISA world and to understand the 
pressures which led two administrations, large bi-partisan groups in both 
Houses of the Congress, and many civil libertarians to support the enactment 
of FISA. 

In the period before FISA was enacted in 1978 there were essentially no 
legislated rules and only the most rudimentary procedures in the Executive 
branch establishing standards for when communications could be acquired. 

We now know that the FBI conducted surveillance of targets such as the Soviet 
Ambassador, Martin Luther King, Jr., steel company executives, journalists 
and government officials, including, I should add in the spirit of full disclosure, 
me when I worked in the Nixon Administration and then as a private citizen. 
The National Security Agency also acquired copies of telegrams entering and 
leaving the United States relating to anti-war activists. 
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The Justice Department did have formal procedures for the Attorney General to 
approve a warrantless surveillance, but often more informal procedures would 
be used — perhaps a decision by the Director of the FBI on his own or a request 
from a White House official to the Director. 

Government communication with the telephone company - at the time, AT86T 
was the only one — could not have been more casual. A designated official of 
the FBI called a designated official of AT&T and passed on a phone number. 
Within minutes all of the calls from that number were being routed to the local 
FBI field office and monitored. The fruits of the surveillance were routed to the 
officials who requested the surveillance. 

The viability of this system came to an end with the Watergate scandals and 
the resulting revelations of the improper actions of the intelligence community. 
At the time, there were many leaks or reports of improper surveillance. 
Government officials were not certain about which surveillance activities were 
legal and what behavior might subject them to civil or criminal penalties. 

Many lawsuits were being filed and the legality of the surveillances were being 
challenged in criminal cases. The phone company was being sued and was 
beginning to demand clarity as to what its obligations were. 

(All this should sound very familiar) 

Enactment of FISA 

The Ford Administration came to the conclusion that it was time to subject this 
set of activities to the rule of law. Intelligence professionals objected: they were 
reluctant to submit to formal rules and especially to the requirement that they 
get prior judicial approval before they could act, unless there was an 
emergency. They feared that the resulting rules might prevent them from 
acting as necessary. Civil libertarians were concerned that the rules might 
authorize surveillance that went beyond the Fourth Amendment or was open to 
abuse. They feared the court would be a rubber stamp and that the oversight 
would not be sufficient. 

In the end, after multi-hearings in this and other committees. Congress was 
able to craft a bill that has stood the test of time. The legislation answered 
both questions - who could be surveilled and with what safeguards - with great 
clarity and in a way that struck, in my view, the right balance. 

It provided that communications of foreign powers or agents of a foreign power 
could be acquired in the United States for the purpose of collecting foreign 
intelligence information. No surveillance was permitted of those without 
connections to foreign powers, including people suspected of leaking 
information. The basic procedure required approval by the Attorney General 
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and then approval of the FISA court, with periodic re-approvals and 
supervision by the Court to determine that the rules were being followed. 

There were also standards for a few limited situations when a surveillance 
could be started or conducted without a court order. These were carefully 
delimitated and involved emergencies, leased lines, and the Congress declaring 
war. 

AT86T received the clarity that it sought and deserved. The rule, spelled out 
clearly in several places in the legislation and well understood by all, was this: 
If ATSsT received a copy of a warrant or a certification under the statute, it was 
required to cooperate. If it did not receive authorization by means outlined in 
the statute, it was to refuse to cooperate and was to be subjected to state and 
federal civil and criminal penalties for unlawful acquisition of electronic 
communications. 

Let me say a further word about the certification option since it seems to be a 
source of some misunderstanding and therefore needs, I will suggest, to be 
clarified in the current legislation. 

Everyone involved in the drafting understood that there was a need to provide 
great clarity and simplicity to the phone company. The simplest rule would 
have mandated that the phone company act only with a warrant. However, 
there clearly were situations where speed or exigency did not permit time for a 
warrant and a few cases where it was agreed that a warrant should not be 
necessary. For those cases, the statute provided that the telephone company 
should cooperate if it received a certification from the Attorney General. 
However, it was clear from the legislation (or should have been) that the 
Attorney General could provide a certification only if the specific requirements 
of FISA had been met and he needed to assure the company that those 
statutory requirements had been met. 

Experience under FISA 

From the time that FISA went into effect until President Bush authorized a 
warrantless surveillance program which violated its rules, FISA was 
extraordinarily successful. There was not a single leak of a FISA program or 
surveillance. According to the testimony of successive government officials, 
many more communications were intercepted and used by the intelligence 
community under FISA than had been the case before its enactment. There 
were no suggestions of abuse and government officials and private companies 
participated in the program with no doubts and no fear of incurring penalties. 
There were few, if any, civil suits, and in criminal cases the courts almost 
uniformly upheld the statute. 
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Operating Outside of FISA 

All that changed to the detriment of both our liberty and our security when the 
Administration decided to act outside of FISA rather than seeking amendments 
to the statute. Since the authorization of the warrantless surveillance 
program, there have been leaks to the press and lawsuits filed. Government 
officials have doubted whether the programs they have been asked to 
implement were legal. Private companies are under siege and in doubt about 
their legal obligations. Programs have been terminated or altered because they 
were viewed as illegal by government officials or the FISA court. Senior White 
House officials even visited an ailing Attorney General in his hospital room to 
ask him in vain to authorize a warrantless surveillance program. 

Restoring FISA 

To protect our security and our liberty we must restore the FISA process. It is 
a welcome sign of progress that the Administration asked for new legislation 
and seems to be ready to conduct all of its surveillance pursuant to the new 
law enacted by the Congress. However, the administration continues to attack 
those with a different view as unpatriotic or political and fails to explain why 
the language it proposes is necessary or even what it means. This is true of the 
Act passed in haste in August and, I regret to say, it is true of some of the 
language of the bill reported by the Senate Special Committee on Intelligence 
(SSCI). 

This committee has the opportunity, which I urge you to seize, to return to the 
traditions of FISA and to report out a bill that restores the trust of the 
American people and protects both our security and our liberty by providing 
clear rules. 

As I said at the outset, FISA legislation involves two major questions. First, 
under what circumstances may the government acquire electronic surveillance 
and second, what are the rules for how it can acquire those communications. 

On the first question, the major change proposed by the administration and 
reflected in both the SSCI and House bills is to permit the acquisition from a 
wire in the United States of communications by targeting a person overseas 
I wi tiioiu: a parficularized court o r der based on arobable cau se even if this 
involves intercepting conversations and communications of persons in the 
United States. There is an on-going debate about whether this change is 
necessary and constitutional. I propose to leave that discussion to others and 
to focus my remaining remarks on the procedures and rules for monitoring 
compliance, assuming that the committee wall authorize the new surveillance 
program. 
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The SSCI bill, in my view, falls short of providing the clarity and the effective 
oversight that is necessary to protect our security and our liberty and to secure 
the trust of the American people. Let me focus on four major concerns: 

1. The statement in Section 701 that “Nothing in the definition of electronic 
surveillance under section 101 (f) shall be construed to encompass 
surveillance that is targeted in accordance with this title at a person 
reasonably believed to be located outside the United States.” 

2. The failure to require that a court order must be obtained in advance of any 
surveillance under this new authority (except in emergencies), to provide 
that service providers must receive the court order before they can 
cooperate, and to permit effective court oversight of the surveillance process. 

3. The failure to provide for effective procedures and oversight to insure that 
the government may not use this procedure when it is in fact seeking to 
acquire the communications of a U.S. person or a person in the United 
States. 

4. The failure to eliminate the ambiguity in the statute so as to make it clear 
that the procedures in FISA are the sole means to conduct electronic 
surveillance for intelligence purposes and that private companies must 
cooperate if they receive a court order or a certification specifically 
authorized by this statute and must not cooperate in any other 
circumstance. 

Section 701 

With all due respect to the drafters of Section 701 of the proposed legislation 
(who continue to be anonymous), it can only be described as Alice in 
Wonderland. It says that the language in FISA, which defines “electronic 
surveillance,” means not what it clearly says, but what the current bill says 
that it says. Later, in two places the reported bill says that electronic 
surveillance has the meaning from FISA and that the change in the definition 
should be ignored Moreover, no reason to write the bill this way is presented 
in the Committee Report or elsewhere that I am aware of, or by the 
administration. The intended purpose can be accomplished by much more 
explicit language as I will discuss. 

The FISA definition of electronic surveillance includes the following: 

(2) the acquisition by an electronic, mechanical, or other surveillance device of 
the contents of any wire communication to or from a person in the United 
States, without the consent of any party thereto, if such acquisition occurs in 
the United States. 
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Section 701 of the bill reported by SSCI reads as follows: 

“Limitation on the Definition of Electronic Surveillance.” 

“Nothing in the definition of electronic surveillance under section 101 (f) shall 
be construed to encompass surveillance that is targeted in accordance with 
this title at a person reasonably believed to be located outside the United 
States.” 

In other words, even though the plain language of 101 (f) (2) covers all 
acquisitions from wire in the United States if either person is in the United 
States, the language in the reported bill asserts that it does not cover such an 
interception if it is directed at a person outside the United States. This is 
clearly a change in the definition and not a “limitation” on the definition as the 
SSCI bill labels it or a “clarification” of the definition as the Protect America Act 
(PAA) headed it. 

Having said that words do not mean what they clearly do mean, the bill in two 
other sections says, “never mind.” That is, as the Committee Report puts it, 
the bill “negates that limitation for the matters covered by those sections” that 
deal with the use of the information in criminal trials and exclusivity. 

However, there is no such “negation” of the “limitation” for the sections of FISA 
that establish criminal and civil penalties. Thus, the only result of this 
convoluted language might be to negate the possibility of civil or criminal 
penalties for illegal acquisition of this information. There is no reason to 
believe that this was the Committee’s intent. 

Language in a bill that says the legislation should not be “construed” in a 
certain way is useful if the language of the legislation is ambiguous or if there 
is a fear that the Executive branch or the courts might construe the language 
to imply something that was not intended. For example, in retrospect it would 
have been useful for Congress to have said in the Authorization to Use Military 
Force (AUMF) that it should not be” construed” as amending FISA. However, 
when the intent is to change the law it should be done in a straightforward way 
so there can be no ambiguity as to what was intended. This is especially 
important when we are dealing with civil liberties. 

This result can be achieved simply by striking Section 701 and changing 
Section 703 (g) (2) (A) (vi) — which sets out the requirements for the 
certification to be given to the FISA court - to read, “ the surveillance is 
targeted at persons reasonably believed to be located outside the United 
States.” 

I urge the committee to ask the administration how their understanding of 
what the statute required would change if the legislation was amended in this 
way. 
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The Role of the FISA Court 

The SSCI bill has important provisions which begin to re-establish an 
appropriate role for the FISA court, but much more needs to be done if the 
court is to be able to play its essential role in providing assurance to service 
providers and to the public that the rules established by the Congress are 
being followed. 

The government should be required to go the FISA court first and to get 
approval from the court before it begins surveillance, except in an emergency 
situation. By definition, if there is no emergency, there is time to go to the 
court and there is no reason to allow the executive branch to begin a 
surveillance without first having court approval. Requiring as a matter of 
routine that court approval must come first will assure that the executive 
branch gives the matter the full consideration that it deserves before starting a 
surveillance which will lead to the acquisition of many conversations and 
communications of persons in the United States and Americains abroad. 
Moreover, requiring the executive to go to the court before beginning a 
surveillance would enable Congress to require that the service providers 
cooperate only if they have a court order or a certification in an emergency. 

I cannot imagine any public policy argument to the contrary once one concedes 
that the court needs to play a role and there is an exception for emergencies 
with ample time limits. The SSCI Committee Report does not provide any 
rationale and I have not seen any from the Administration except the general 
statement that they do not want to be burdened. That is clearly not a sufficient 
reason in a constitutional democracy. 

One consequence of the failure of the bill to require prior judicial authorization 
is that it also fails to empower the court to cut off surveillance that is illegal 
under the statute. Under proposed Section 703tj)(5)(B) the government can 
repeatedly submit new guidelines to the court every 30 days, and the court 
cannot order the surveillance to stop because the government can elect to 
continue it while it adjusts its procedures repeatedly. 

Second, the legislation needs to make clear that the FISA court has continuing 
supervisory authority to insure that the surveillance is being conducted 
consistent with the statute. The court’s authority to seek additional 
information and to order changes in the surveillance activity should not be left 
in doubt. The court should be able to supervise the minimization procedures 
and whatever procedures there are to insure that the communications of 
persons in the United States and Americans anywhere are not inappropriately 
acquired. 

Let me turn to that issue. 
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Communications of Persons in the United States 

If Congress extends beyond the period of the PAA the authority to acquire wire 
communications in the United States without individual warrants, it must take 
additional steps to insure that the communications of persons in the United 
States are not inappropriately acquired or disseminated beyond the NSA 
collection process. 

There are, I think, two major concerns. One is abuse. There is legitimate 
concern that this vast power will be used to acquire communications of 
innocent Americans and used for political purposes. I see no suggestion that 
this has been done since 9/11, but the history of past abuses suggests that 
Congress needs to keep this concern in mind as it grants substantial additional 
powers to the Executive branch. 

The second concern is how to deal with the conversations of U.S. persons and 
persons in the United States. At one end of the spectrum is an interception 
that is truly incidental and is not disseminated in a way that reveals the 
identity of the American. At the other end of the spectrum would be the 
intentional targeting of a person known to be in the United States. The bill 
does very little to deal with the vast space in between. 

It is not easy to come up with an effective standard for when a regular FISA 
warrant should be required. That is the strongest reason, in my view, to have a 
much shorter sunset time for this new grant of authority. Congress must be 
in a position in a short time to assess how this balance is working and to 
determine if additional safeguards are needed. 

There are several additional steps that I urge the committee to take to deal with 
this serious concern. 

First, I urge you to adopt the provision included in the House bill which 
requires that guidelines be adopted and approved by the FISA court that “will 
be used to ensure that an application is filed under section 104, if otherwise 
required by this Act, when a significant purpose of an acquisition is to acquire 
the communications of a specific person reasonably believed to be located in 
the United States.” 

In other words, if the intelligence community wants to acquire the 
communications of a specific person in the United States, it must get a 
standard FISA warrant based on probable cause that one of the communicants 
is a foreign power or the agent of a foreign power. This seems to be a 
reasonable operational definition of when the acquisition of communications is 
no longer incidental. I am not aware of any specific response from the 
intelligence community to this language and urge the committee to seek an 
evaluation of its impact on the proposed program. 
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Second, the committee should provide for record keeping which will enable the 
court, the committees and others to more effectively monitor this process. This 
should include requiring that records be kept of all “unmasking” of the 
identities of U.S. persons from communications acquired by this program. 
Records should also be kept and reported regularly of the number of persons 
in the U.S. whose communications are disseminated as well as the number of 
times in which the target of the communication actually turned out to be in the 
United States or to be a U.S. person abroad. 

I urge the Committee to consider two additional steps. First, you should 
consider creating a presumption, to be monitored by the FISA court, that if the 
NSA disseminates more than three conversations of the same U.S. person, that 
person has become a subject of interest to the intelligence community so that a 
warrant would be required to disseminate additional conversations or to 
intentionally acquire them. I suggest a presumption because I think the 
government should be able to show that for some particular reason the 
dissemination is appropriate. 

Finally, I urge you to consider a limitation on the types of foreign intelligence 
information that can be disseminated from this program if it concerns a U.S. 
person. Since the need for this new authority arose as a result of the new 
demands following 9/11, there is every reason to consider limiting the new 
authority to collecting information related to international terrorism. If that is 
not done, at the very least there should be a limit on the kinds of information 
about Americans derived from their conversations that can be disseminated. 

The appropriate divide is between information in (e) (1) as opposed to (2) of the 
FISA definition of foreign intelligence information. FISA established this 
breakdown precisely to distinguish between information about activities that 
were inherently illegal, such as espionage, sabotage or terrorism, as compared 
to the information in (2) which deals with information of interest to the 
intelligence community about national security or foreign policy but which 
includes many innocent conversations among, for example, experts on a 
particular country. 

Exclusive Means 

Let me turn finally to the question of exclusive means. Here I want to associate 
myself with the very thoughtful additional views of Senators Feinstein, Snowe 
and Hagel to the SSCI Report. 

I believe, as they do, that the original FISA legislation was as clear as 
legislation can be. Congress intended that the means that it provided would be 
the exclusive means for conducting electronic surveillance for intelligence 
purposes. When it referred to “other statutes” it meant the criminal laws, and 
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when it referred to “certifications that a warrant was not required and that the 
statutory requirements had been met” it meant the statutory requirements of 
FISA and not of another statute. 

Nonetheless, because both the Executive branch and, apparently, the service 
providers claim to have read FISA differently. Congress should take some 
additional steps beyond those in the SSCI bill to make clear to all concerned 
that Congress intends the means authorized by FISA to be the sole means to 
conduct this surveillance. 

It is particularly important to do this if the Congress is going to grant some 
form of relief to the service providers for their past behavior. Indeed 1 think it 
is essential that the service providers publicly and unequivocally acknowledge 
that in the future they will be liable for civil and criminal penalties if they 
cooperate with the intelligence community outside the procedures of FISA. 

Here are the additional steps that I suggest: 

1. As I have already proposed, eliminate Sec. 701. This is essential to avoid 
any suggestion that electronic communication conducted for intelligence 
purposes in the United States is not covered by the exclusivity provisions or by 
the criminal and civil penalties. 

2. At each place in FISA where Congress grants authority to conduct electronic 
surveillance without a court order, add a phase specifying that the certification 
given to a service provider must specify the specific statutory provisions being 
relied on and that the specific requirements of that section have been met. 

This will prevent the Attorney General from providing a general certification 
that the surveillance is lawful. 

3. Add general language that the requirements of FISA can be amended only by 
legislation enacted after the enactment of these amendments that specifically 
refers to FISA and specifically amends the authority to conduct electronic 
surveillance. This would make impossible the kind of specious argument made 
by the government that the AUMF somehow amended FISA and make it 
unnecessary to say in every bill passed later that it should not be construed so 
as to authorize surveillance outside of the FISA procedures. 

4. Amend the section of FISA that provides for criminal and civil penalties for 
cooperation outside of the FISA procedures. Here is the proposed change to 
2511 (2) (a) (ii) (Bj dealing with cooperation permitted without a court order: 

(B) a certification in writing by a person specified in section 2518(7) of this title 
or the Attorney General of the United States that no warrant or court order is 
required by [law] a specific provision of the Foreign Intelligence Surveillance Act 
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, specifying the provision and stating that all statutory requirements of that 
specific provision have been met, and that the specified assistance is required. 

This change would eliminate any possible intentional or unintentional 
misreading of the clear intent of the language. Service provides and 
government officials alike would be on notice that they can cooperate with a 
surveillance only if there is a court order or the government is acting pursuant 
to the specific requirements of a provision of FISA which authorizes 
surveillance without a court order, either temporarily while a warrant is 
obtained or under circumstances, such as the lease line exception, where the 
statute does not require a court order, and that the requirements of that 
provision have been satisfied. 

Taken together and with what is already in the SSCI bill, I believe the language 
would provide the strongest possible assertion of exclusive means while 
sending a totally unambiguous message to service providers that in the future 
they should not come to Congress for relief if they cooperate outside the 
requirements of this legislation. 

Conclusion 

Mr. Chairman, I appreciate very much this opportunity to testify before this 
Committee and present views on possible amendments to FISA. At the same 
time 1 am aware that there are many other individuals and groups with a deep 
interest in FISA whose views are not necessarily identical to those presented in 
my statement. I timst the committee will consider those views as well, as it 
debates this critical legislation. 

I would, of course, be delighted to respond to your questions or to submit any 
additional information for the record. 
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Statement Of Chairman Patrick Leahy, 

Senate Judiciary Committee, 

Hearing On 

"FISA Amendments: How To Protect Americans’ Security And Privacy 
And Preserve The Rule Of Law And Government Accountability" 
October 31, 2007 

The Foreign Intelligence Surveillance Act - FISA - is intended to protect both our 
national security and the privacy and civil liberties of Americans. 

Changes to that law must be considered carefully and openly - not eviscerated in secret 
Administration interpretations or compromised through fear or intimidation. The so- 
called Protect America Act, passed just before the summer recess, was an example of the 
worst way to consider changes to FISA. It was hurriedly passed under intense, partisan 
pressure from the Administration. It provides sweeping new powers to the government to 
engage in surveillance - without warrants - of international calls to and from the United 
States involving Americans, and it provided no meaningful protection for the privacy and 
civil liberties of the Americans who are on those calls. 

Fortunately, the Protect America Act will expire early next year. This is the Committee’s 
second hearing to inform our consideration of possible legislation to take the place of that 
flawed Act. Of course we must accommodate legitimate national security concerns and 
the need for flexibility in surveillance of overseas targets, but Congress should do that in 
a way that protects the civil liberties of Americans. 

I commend the House Committees and the Senate Select Committees on Intelligence for 
seeking to incorporate the better ideas from our work this summer into their current 
legislative proposals. The House of Representatives is considering the “RESTORE Act,” 
which appears to take a fair and balanced approach - allowing flexibility for the 
Intelligence Community while providing oversight and protection for Americans’ 
privacy. The Senate Select Committee on Intelligence has also reported a bill that makes 
improvements to the current temporary law. Increasing the role of the FISA Court and 
oversight by the Inspector General and the Congress are matters we should have 
incorporated this summer. 

At the outset I should acknowledge the grave concern I have with one aspect of S.2248. 

It seeks to grant immunity - or, as Senator Dodd has called it, “amnesty” — for 
telecommunications carriers for their warrantless surveillance activities from 2001 
through this summer, which would seem to be contrary to FISA and in violation of the 
privacy rights of Americans. 

Before even considering such a proposal. Senator Specter and I have always been clear 
with the Administration that we would need the legal justifications, authorizations, and 
other documents that show the basis for the actions of the government and the carriers. 
Since the existence of the President's secret wiretapping program became public in 
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December 2005, this Committee has sought that relevant information through oral and 
written requests and by conducting oversight hearings. After our repeated requests did 
not yield the information the Committee requested, we authorized and issued subpoenas 
for documents related to the legal justification for the President’s program. 

Finally, this week, the Administration has belatedly responded. Senators on the 
Committee and designated staff have begun to receive access to legal opinions and 
documents concerning authorization and reauthorization of the program. This is a 
significant step, though long overdue. 

I am considering carefully what we are learning from these materials. The Congress 
should be careful not to provide an incentive for future unlawful corporate activity by 
giving the impression that if corporations violate the law and disregard the rights of 
Americans, they will be given an after-the-fact free pass. If Americans’ privacy is to 
mean anything, and if the rule of law is to be respected, that would be the wrong result. 

A retroactive grant of immunity or preemption of state regulators does more than let the 
carriers off the hook. Immunity is designed to shield this Administration from any 
accountability for conducting surveillance outside the law. It could make it impossible 
for Americans whose privacy has been violated illegally to seek meaningful redress. 

The lawsuits that would be dismissed as a result of such a grant of immunity are perhaps 
the only avenue that exists for an outside review of the government’s program and honest 
assessment of its legal arguments. That kind of assessment is critical if our government 
is to be held accountable. One of my chief inquiries before deciding to support any 
legislation on this subject is whether it will foster government accountability. Anyone 
who proposes letting the telecommunications carriers off the hook or preempting state 
authorities has a responsibility to propose a manner to test the legality of the 
government’s program and to determine whether it did harm to the rights of Americans. 

Safeguarding the new powers we are giving to our government is far more than just an 
academic exercise. The FISA law itself is testament to the fact that unchecked 
government power leads to abuse. The FISA was enacted in the wake of earlier scandals, 
when the rights and privacy of Americans were trampled while no one was watching. 

We in the Senate, and on this Committee, have a solemn responsibility to hundreds of 
millions of our fellow citizens. Because the American people’s rights, freedom and 
privacy are easily lost; but once lost, they are difficult to win back. 

I look forward to the testimony of our witnesses and thank them for appearing. 

##### 
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Hearing Before the United States Senate Committee on the Judiciary 

Re: “FISA Amendments: How to Protect Americans’ Security and Privacy and 
Preserve the Rule of Law and Government Accountability.” 

October 31, 2007 

Prepared Statement of Patrick F. Philbin, former Associate Deputy Attorney General, U.S. 

Department of Justice. 

Chairman Leahy, Ranking Member Specter, and Members of the Committee, I appreciate 
the opportunity to address the matters before the Committee today. I gained experience with 
issues related to the Foreign Intelligence Surveillance Act and the importance of electronic 
surveillance as an intelligence tool during my service at the Department of Justice from 2001 to 
2005. My duties both as a Deputy Assistant Attorney General in the Office of Legal Counsel 
and, subsequently, as an Associate Deputy Attorney General involved providing advice on issues 
related to FISA and the use of electronic surveillance in intelligence and counterterrorism 
activities. Since my return to the private sector, I have continued to pay close attention to 
developments in this area, such as recent judicial decisions imposing heightened burdens on the 
U.S. government with regard to the monitoring of commimications from foreign sources, and the 
filing of multiple lawsuits seeking to hold private telecommunications carriers liable for 
providing assistance to the government in its surveillance activities. 

Electronic surveillance is an important tool both for preventing terrorist attacks and for 
rooting out espionage. At the same time, it is an intrusive technique that, if not properly 
constrained and controlled, can threaten the privacy and liberties of American citizens. Ensuring 
that electronic surveillance remains an agile and adaptable tool for the intelligence community in 
a world of ever-evolving technology while at the same time protecting American liberties is the 
challenge that Congress faces in amending FISA. 
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In my testimony, I wish to make three main points: 

First, I want to express support for the provisions in the Bill that will allow the Executive 
to target the communications of persons reasonably believed to be overseas without first going to 
the FISA court. These provisions are consistent with EISA’s original purpose and are necessary 
to ensure that FISA does not fall out of step with changing technology. They provide a medium- 
term solution to the problems that motivated Congress’s enactment of a short-term fix in the 
Protect America Act earlier this year. 

Second, I want to express my support for the provisions in Senate Bill 2248 that would 
grant immunity to telecommunications carriers against lawsuits based on the carriers’ alleged 
participation in the “Terrorist Surveillance Program” authorized by the President. In essence, 
those lawsuits seek to hold carriers liable to the tune of billions of dollars for their patriotic 
decision to cooperate with U.S. government operations that Executive Branch officials had 
determined to be lawful and necessary. Whether or not those determinations by Executive 
Branch officials were correct in every instance is not a matter that should be addressed through 
private lawsuits against the carriers. To the contrary, allowing such lawsuits to proceed would 
be fundamentally unfair to carriers who are alleged to have cooperated in reliance on 
representations from the Executive Branch that their activities were lawful. Worse, it would 
provide a perverse incentive that would threaten to deter future cooperation with the government 
in times of emergency. 

Third, however, I also want to note one provision of the bill that I consider unwise ~ the 
provision that would create a wholly new requirement for the government to obtain an order 
from the FISA court before monitoring communications of U.S. citizens who are overseas. 

When government officials have sufficient basis to believe that U.S. citizens overseas are 
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engaging in espionage or terrorist activities, they should be able to act expeditiously in 
conducting necessary surveillance, and should not be required to go before the FISA court. 
Historically, such surveillance powers have been exercised for limited purposes and, as far as I 
am aware, there has been no suggestion of any abuse warranting this change in the law. 
Accordingly, I believe there is no need to expand the FISA Court’s jurisdiction and to constrain 
the capabilities of the Executive in this way. 

I. S. 2248 Appropriately Provides That No Individualized Order Need Be Sought for 
Surveillance of Foreign Targets Reasonably Believed To Be Outside the United 
States 

One of the central features in the pending legislation lies in provisions that allow the 
Attorney General and the Director of National Intelligence to authorize the targeting for 
surveillance purposes of foreign terrorists and other foreign intelligence targets reasonably 
believed to be located outside the United States, without obtaining individualized court orders 
from the Foreign Intelligence Surveillance Court. The Protect America Act was a short-term fix 
to address this same issue. In my view, given changes in technology, a longer-term solution to 
make the application of FISA less dependent on the medium used to carry a communication 
(such as wire vs. radio waves), and more directly tied to the location of the target, is definitely 
warranted, and this provision is a good start. 

The pending legislation provides a medium-term solution to this problem. Among other 
relevant provisions. Section 701 generally removes from the definition of “electronic 
surveillance,” to which FISA’s procedures would otherwise apply, surveillance activities 
targeted at a person “reasonably believed to be located outside the United States.” Accordingly, 
for the majority of surveillance activities targeted at persons outside the United States, there 
would be no requirement to obtain an individualized court order. 
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This is consistent with the original intent of FISA that warrants not be required for 
interception of foreign communications. In 1978, when Congress enacted FISA, foreign 
communications and even international communications were usually collected and monitored 
through interception of radio and microwave transmissions, for which no warrant was necessary. 
Now, those same communications are often routed through fiber-optic cables that regularly pass 
through the United States. This technological change should not make a difference to the legal 
constraints our laws place on collection. Just as it was in 1978, the underlying principle now 
should be that where the government is targeting foreign terrorists and foreign intelligence 
targets, it should be able to proceed more expeditiously than when it targets persons within our 
country’s borders. The Bill as drafted is generally consistent with this principle and makes a 
needed change for the efficient use of electronic surveillance as an intelligence tool. 

II. S. 2248’s Provision of Immunity for Telecommunications Carriers Is Fair and 

Critically Promotes the National Security Interests of the United States 

I also support the provisions in S. 2248 providing immunity for telecommunications 
carriers who allegedly participated in what has become known publicly as the “Terrorist 
Surveillance Program” and for other alleged intelligence activities involving electronic 
surveillance. These carriers have been sued in over forty lawsuits seeking hundreds of billions of 
dollars in damages. The pending actions are currently consolidated in the Northern District of 
California in In re National Security Agency Telecommunications Records Litigation, MDL No. 
06-1791. Of course, the extent to which carriers actually did or did not participate in such a 
“Terrorist Surveillance Program” remains classified. The fact remains, however, that the carriers 
are facing years of expensive litigation and claims for potentially ruinous damages based upon 
allegations that they did nothing more than furnish assistance requested by the government. 
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authorized by the President, reviewed for legality at the highest levels of the Executive Branch, 
and represented to the carriers to be lawful. 

Title II of the pending legislation would address this problem by allowing the Attorney 
General to step in and obtain the dismissal of these lawsuits. Under Section 202, a civil action 
challenging a telecommunication carrier’s assistance in a government intelligence activity must 
be dismissed if the Attorney General certifies to the pertinent court either that the carrier did not 
provide the alleged assistance, or that the allegations of the lawsuit concern an intelligence 
activity (i) authorized by the President between September 1 1, 2001 and January 17, 2007, (ii) 
designed to detect or prevent a terrorist attack, or activities in preparation for a terrorist attack, 
against the United States, and (iii) described in a written request to the carrier fi'om the Attorney 
General or a high-ranking intelligence official indicating that the intelligence activity was 
authorized by the President and had been determined to be lawful. There are several reasons 
why it is sound policy to retain this provision in the pending legislation. 

First, protecting carriers who allegedly responded to the government’s call for assistance 
in the wake of the devastating attacks of September 1 1, 2001 and during the continuing threat of 
further attacks is simply the right thing to do. Determining the single right thing to do has 
always been ray touchstone for decision making, and I believe it provides the correct answer 
here. The allegations here are that, in the wake of the devastating attacks of 9/1 1 , corporations 
were asked to assist the intelligence community based on a program authorized by the President 
himself and based on assurances that the program had been determined to be lawful at the 
highest levels of the Executive Branch. Under those circumstances, the corporations should be 
entitled to rely on those representations and accept the determinations of the Government as to 
the legality of their actions. They should not be penalized for responding patriotically in a time 
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of crisis and relying on the Government’s own assessment of the legality of their actions. 

Having obtained assurance from the Government that their conduct is lawful, they should not be 
forced to defend themselves against protracted litigation by persons whose primary grievance 
lies with the Government. 

Granting immunity to the telecommunications carriers here is consistent with the 
immunity that the common law has long recognized for private citizens who respond to a call for 
assistance from a public officer in the course of his duty. The salutary purpose of such a rule is 
to recognize that private persons should be encouraged to offer assistance to a public officer in a 
crisis and should not be held accountable if it later turns out that the public officer made a 
mistake. The rule ensures, in the words of Justice Cardozo, that “the citizenry may be called 
upon to enforce the justice of the State, not faintly and with lagging steps, but honestly and 
bravely and with whatever implements and facilities are convenient and at hand.” Babbington v. 
Yellow Taxi Corp., 250N.Y. 14, 17 (1928). 

Smith V. Nixon, 606 F.2d 1183 (D.C. Cir. 1979), is illustrative of the way courts have 
dealt with such matters. In that case the United States Court of Appeals for the District of 
Columbia Circuit upheld the dismissal of a telephone company from a case that challenged the 
wiretapping of a home telephone. While suggesting that the wiretap itself might have been 
illegal, the Court of Appeals held that the company still could not be held liable because it “did 
not initiate the surveillance, and it was assured by the highest Executive officials in this nation 
that the action was legal.” M at 1 191 . Similar principles surely apply here, especially given the 
limited nature of the immunity contemplated in the bill, which would apply only where carriers 
were told that a program was authorized by the President and determined to be lawful. 
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In light of existing precedent regarding qualified immunity, some might argue that there 
is no need for Congress to enact a specific provision providing inununity to telecommunications 
carriers here. But this argument overlooks the point that even litigating questions of qualified 
immunity can prove burdensome; and there is also a real possibility that courts would misapply 
qualified immunity doctrines and rule against the carriers. Even if the telecommunications 
carriers ultimately prevail, moreover, the specter of protracted litigation over such questions 
could serve to deter future cooperation with government officials in times of emergency. The 
pending legislation thus wisely provides for dismissal after the filing of a duly executed 
government certification. 

Second, immunity is appropriate because allowing the suits to proceed would risk leaking 
sensitive national security information. As the suits progress, they will inevitably risk disclosure 
of intelligence sources and methods that will damage the national security of the United States in 
the midst of its ongoing struggle with al Qaeda. The assertion of state secrets privilege is not a 
cure-all for protecting national security information, as some decisions in the suits have already 
shown. The longer the suits proceed, the more details concerning the ways the intelligence 
community may seek information fi-om the Nation’s telecommunications infrastructure will leak. 
Our enemies are fer from stupid; as such information trickles out, they will adapt their 
communications security to thwart our surveillance measures, and valuable intelligence will be 
lost. 

Third, failing to provide immunity to the carriers here would also discourage both 
communications companies and other private sector corporations from providing assistance in 
the context of future emergencies, thus damaging the national security of the United States and 
potentially putting American lives at risk. In the continuing struggle with Al Qaeda, one of our 
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Nation’s greatest strategic assets is its private sector and the information that sector has available 
to it. Particularly in this war with a shadowy enemy, intelligence is vital for success. If 
immunity is not provided, however, it is likely that, in the fiituie, private sector corporations will 
prove much more reluctant to provide assistance swiftly and vvillingly, and critical time in 
obtaining information will be lost. I ^ree fully with the conclusion in the report accompanying 
the bill from the Select Committee on Intelligence: “The possible reduction in intelligence that 
might result from this delay is simply unacceptable for the safety of our Nation.” S. Rep. 1 10- 
209, at 11. 

Finally, I disagree with the suggestions made by some that the private lawsuits against 
carriers can force the carriers to serve a gatekeeper role to second-guess and provide, in essence, 
oversight on the intelligence-gathering decisions of the Executive. I believe that approach is 
misguided. As a general matter, telecommunications carriers are simply not well-positioned to 
second-guess government decisions regarding the propriety or legality of intelligence activities. 

I know from experience that the legal questions involved in such matters are highly specialized, 
extremely difficult, often involve difficult constitutional questions of separation of powers and 
are not readily susceptible for analysis by lawyers at a company whose primary concern is 
providing communications service to the public. We should not adopt policies that give private 
corporations incentives to demand detailed information from the Executive and in essence to 
conduct their own mini-investigations into the propriety of intelligence operations the 
government wishes to conduct. As explained above, such incentives would be at cross-purposes 
with the government’s need for expedition. 

At the same time, there must be some mechanism for addressing concerns raised about 
the program at issue. Some have raised questions about the underlying legitimacy of the 
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surveillance program in which various telecommunications carriers allegedly participated, and 
about the legal reasoning of the government officials involved in establishing and overseeing that 
program. As the Committee is likely aware, I am intimately familiar with the legal analysis 
conducted within the Executive Branch of the intelligence program in question and with debates 
about that analysis, both within the Executive Branch and in Congress. I can understand that 
what has leaked about the program might lead reasonable people to want further probing into the 
legal bases for the program. And ensuring that all intelligence activities do strictly adhere to the 
law is an imperative. But the question of liability for telecommunications carriers is logically 
and legally entirely distinct fi-om that debate and should be decided wholly apart fiom it. The 
mechanism for addressing legal concerns about the intelligence programs is through rigorous 
oversight within the Executive Branch - which, I might add, does actually work - and through a 
joint effort between the Executive and Congress to ensure appropriate oversight. The Executive 
and Congress are the branches constitutionally charged with responsibility in these fields, and 
they should appropriately address questions about intelligence activities, not leave those matters 
vital for national security to be sorted out in private lawsuits. 

The mechanism that is least suited for addressing concerns about the Executive Branch’s 
legal decisions, and least likely to produce outcomes that rationally address the national security 
imperatives of the Nation, is private lawsuits conducted in public forums seeking to obtain 
money damages from private entities who were not responsible for the intelligence-gathering 
decisions made by the Executive Branch. 

III. S. Bill 2248 Should Be Amended To Remove the Requirement That a Warrant Be 

Obtained To Conduct Surveillance of U.S. Citizens Overseas 

There is one respect, however, in which S. Bill 2248 departs from historical practice and 
from the underlying principles motivating the passage of FISA in 1978. Significantly, 
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subsection 703(c)(2) of the bill requires the government to obtain a warrant from the FISA Court 
in order to conduct surveillance of a U.S. citizen who is reasonably believed to be outside the 
United States. To obtain such a warrant the Attorney General must submit to the FISA Court an 
application setting forth facts demonstrating that there is probable cause that the target of the 
surveillance is an agent of a foreign power or terrorist organization. This is a new requirement, 
introduced in the Select Committee on Intelligence by way of an amendment to the original bill, 
and it would expand the FISA Court’s jurisdiction in ways that have not before been tested. 

In my view this requirement is inconsistent with our historical practice and unwarranted. 
As for history, under Executive Order 12333, which President Reagan signed in 1981, the 
Attorney General was permitted to authorize surveillance of U.S. citizens both within the United 
States and overseas upon a finding of probable cause to believe that the person in question is an 
agent of a foreign power. Such determinations have been handled outside of the FISA 
framework and without resort to the FISA Court. This system has worked well in allowing us to 
move flexibly and expeditiously to collect valuable intelligence on U.S. citizens who 
unfortunately choose to align themselves with foreign powers or terrorists. This system is 
consistent with the President’s independent authority to conduct intelligence activities in the 
course of conducting United States foreign policy and acting to counter foreign threats. See, e.g.. 
In re Sealed Case, 310 F.3d 717, 742 (Foreign Intel. Surveillance Ct. of Review 2002) 
(describing the inherent authority of the President of the United States to gather foreign 
intelligence information). 

At the same time, there has been no demonstration that the power to conduct limited 
surveillance of U.S. citizens overseas without resort to the FISA Court has led to abuse. 
Attorneys General have exercised their powers under Executive Order 12333 with judgment and 
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discretion. They have not targeted ordinary tourists or businesspeople engaged in routine 
overseas travel; instead, this authority has been used sparingly and appropriately. In light of the 
limited purposes for which surveillance of U.S. citizens overseas is conducted, coupled with the 
lack of evidence of abuse, there is no reason to impair the flexibility of highly sensitive 
intelligence and counterterrorism investigations by adopting a warrant requirement in this 
context. Nor is a warrant required by the Fourth Amendment. The touchstone of the Fourth 
Amendment is reasonableness. And it has long been held that in foreign intelligence 
investigations, the President may order warrantless searches consistent with the Fourth 
Amendment. That result can only apply more strongly to searches overseas. Accordingly, I 
recommend that the Senate amend the bill to remove this provision. 

♦ ♦ * 

Thank you, Mr. Chairman, for the opportunity to address the Committee. I would be 
happy to address any questions the Committee may have. 
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STATEMENT OF: 

WILLIAM H. SORRELL, VERMONT ATTORNEY GENERAL; 

G. STEVEN ROWE, MAINE ATTORNEY GENERAL; 

RICHARD BLUMENTHAL, CONNECTICUT ATTORNEY GENERAL; 

ANNE MILGRAM, NEW JERSEY ATTORNEY GENERAL; 

ROBERT M. CLAYTON, III, COMMISSIONER, MISSOURI PUBLIC SERVICE 

COMMISSION 

BEFORE THE 

UNITED STATES SENATE 

JUDICIARY COMMITTEE 

FISA AMENDMENTS ACT OF 2007 

Wednesday, October 31, 2007 
Washington, D.C. 

Chairman Leahy, Ranking Member Specter, and members of the Committee: 
Thank you for this opportunity to address you today on the proposed Foreign Intelligence 
Surveillance Act (FISA) Amendments Act of 2007. In sum, we have grave concerns 
about the sweeping immunity from state investigations the Act would provide to 
electronic communications service providers (ECSPs) and others. We are particularly 
troubled by Section 204 of the Act (adding FISA § 803), which purports to preempt the 
well-established police powers of the states to regulate utilities doing business within 
their borders and safeguard the privacy and confidential information of their citizens. We 
urge you to remove Section 204 and preserve the appropriate balance of federal and state 
authority underlying our federalist system. 

As the Committee is no doubt aware, we are presently representing our states in 
multidistrict litigation pending before the Honorable Vaughn R. Walker, Chief Judge of 
the Northern District of California, entitled In re National Security Agency 
Telecommunications Records Litigation, MDL Docket No. 06-1791 VRW.' The course 
of this litigation to date provides an object lesson on why the proposed preemption 
provision is inappropriate and unnecessary. Judge Walker’s handling of the case 
demonstrates the wisdom of allowing the judiciary to continue to fulfill its role of 
policing the delicate balance between state and federal power and of weighing the 
competing policy concerns raised by the need for utilities regulation and consumer 
protection on the one hand and federal law enforcement and intelligence gathering on the 
other. To illustrate this point, we briefly summarize the litigation below. 

Following citizen inquiries concerning possible unlawful disclosures of 
confidential telephone calling data, regulators in each state initiated administrative 
proceedings (and in Missouri a case was filed in state court) to determine whether local 


‘ Similar proceedings commenced in Missouri and were also consolidated into the multidistrict litigation. 
Attorneys from the Missouri Public Service Commission are litigating those matters on behalf of 
Commissioner Clayton. 
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telecommunications companies had violated state law. In response, the federal 
government filed actions in federal district court seeking declaratory and injunctive relief 
aimed at halting the state proceedings. Ultimately, these cases were consolidated for 
adjudication before Chief Judge Walker. 

The government argued that federal law preempted the state proceedings 
because the states were invading areas of exclusive federal control and hindering the 
government’s national security and intelligence gathering functions. In fact, the subjects 
of the investigations are utilities over which each state has plenary jurisdiction. 

Moreover, the purpose of each state investigation is to ascertain whether any carrier has 
violated state law by making unauthorized disclosures, without regard to the identity of 
the ultimate recipient of the disclosure. And the investigations do not seek details of any 
intelligence activity conducted by the federal government. 

Judge Walker rejected the federal government’s preemption arguments, holding 
that “Congress did not intend to foreclose state involvement in the area of surveillance 
regulation" and that “the investigations do not require an act by the carriers that federal 
law or policy deems unlawful. Nor do the investigations pose an obstacle to the purposes 
and objectives of Congress.” In re Natl Sec. Agency Telecomms. Records Litig., 2007 
WL 2127345, *12, *15 (N.D. Cal. July 24, 2007) (slip copy). The court recognized that 
the states’ authority to regulate telecommunications companies’ compliance with state 
law could not be foreclosed because a company might have assisted an intelligence- 
gathering operation. Indeed, to rule otherwise would eviscerate the states’ longstanding 
police power over consumer protection (including privacy) and utilities regulation. See 
New Orleans Pub. Serv., Inc. v. Council of City of New Orleans, 491 U.S. 350, 365 
(1989) (“[T]he regulation of utilities is one of the most important of the functions 
traditionally associated with the police power of the States.”); Florida Lime & Avocado 
Growers v. Paul, 373 U.S. 132, 150 (1973). 

In addition to preemption, the federal government argued that the state secrets 
privilege precluded the states’ inquiries, although this privilege has never been formally 
asserted by the federal government in any of the state officials’ cases. Judge Walker 
declined to rule on how the state secrets privilege would impact the state proceedings 
until the Ninth Circuit Court of Appeals renders its decision in an appeal from the court’s 
decision in Hepting v. AT&T. 439 F. Supp. 2d 974 (N.D. Cal. 2006) (Walker, C.J.), 
concerning the applicability of the privilege in suits filed by individuals against 
telecommunications companies.^ More specifically, the court observed that at least 
“some questions posed in these investigations fall outside the privilege’s scope, a point 
the government conceded at oral argument,” while noting that the states acknowledged 
that “some of the information sought . . . may implicate the state secrets privilege,” In re 
Natl Sec. Agency Telecomms. Records Litig., 2007 WL 2127345 at *18. Accordingly, 
the court deferred on deciding “whether and to what extent the state investigations may 
proceed,” id., pending further guidance from the Ninth Circuit. 


^ The Ninth Circuit heard argument in Hepting on August 15, 2007. 
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As the litigation illustrates, the court system, aimed with protective doctrines like 
the state secrets privilege, is well-equipped to balance, on a case-by-case basis, society’s 
interest in ferreting out and addressing illegal disclosures of confidential information with 
its interest in shielding legitimate, necessary disclosures and safeguarding state secrets. ^ 
Indeed, in assessing an assertion of the state secrets privilege, courts can conduct ex 
parte, in camera review of sensitive information. And a review of the pertinent caselaw 
reveals that the courts have successfully avoided information leaks in cases in which they 
considered state secrets privilege claims. 

By contrast, proposed § 803 is an unnecessarily blunt instrument. To begin with, 
the proposed preemption provision (FISA § 803) wrongly assumes that it would be 
harmful to the public interest to di.sclose any information whatsoever relating to an 
ECSP’s provision of assistance to an element of the intelligence community. Judge 
Walker rightly rejected this overreaching assertion. While the extent of appropriate 
disclosures (for example, the identity of affected individuals and details of the assistance 
rendered) may be subject to debate, there is no support for the complete preclusion of any 
disclosure whatsoever. Society benefits in numerous ways from the transparency 
promoted by the states’ investigative powers. Those powers should not be limited 
without the most compelling justification, and none can be advanced on behalf of § 803. 

Moreover, the operative language employed in proposed § 803 is vague and 
invites self-serving and unverifiable assertions by ECSPs. Specifically, subsections (I ), 
(2), and (4) are triggered by investigations touching on an ECSP’s “alleged assistance to 
an element of the intelligence community.” (Emphasis added.) The nonspecific use of 
the adjective “alleged” to qualify the term “assistance” raises a question as to whether an 
entity under investigation could scuttle the inquiry at its discretion, merely by alleging 
that its response would call for disclosure of its “assistance.” The provision required no 
showing by an ECSP or by the Attorney General. In short, the vagueness of the provision 
invites overbroad or unsubstantiated assertions and would almost certainly result in 
litigation over its meaning and scope. 

Finally, no justification exists for providing less protections for state 
investigations than are provided to private plaintiffs under the proposed provisions of the 
Act. The proposed preemption provision appears to set a lower threshold for derailing 
the exercise of the states’ traditional police powers than is required to invoke immunity 
against a private lawsuit. The immunity provisions (FISA §§ 703(h)(3), 802; FISA 
Amendments Act § 202) require the filing of a certification from the Attorney General or 
the Director of National Intelligence in the litigation and provide for judicial review of 
certifications. The states’ interests in the exercise of their sovereign powers are certainly 
no less compelling than a private plaintiff s. In fact, they are arguably greater and 
grounded in fundamental principles of constitutional law. In addition, under current law 
the federal government can proceed in federal court if it concludes that a state 


' For example, some of the initial iiiformation requests by the state regulators asked the carriers whether 
they had shared confidemia! informaiion with the NSA. The court is now poised to assess whether and, if 
so, to what extent such requests violate the state secrets privilege. The court could also provide guidance 
on how such requests could be reformulated to pass muster. 
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investigation implicates state secrets. Thus, the proposed preemption provision is not 
only antithetical to our constitutional allocation of state and federal power, but also 
unnecessary. 


In sum, the courts are in the best position to strike an appropriate balance between 
the state and federal interests and have shown that they are sensitive to both. The 
proposed preemption provision should be deleted in its entirety. 


Very truly yours. 


William H. Sorrell Richard Blumenthal 

Attorney General Attorney General 

Stale of Vermont State of Connecticut 


G. Steven Rowe Anne Milgram Robert M. Clayton, 111 

Attorney General Attorney General Commissioner 

State of Maine State of New Jersey Missouri Public Service Commission 
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Chairman Leahy, Ranking Member Specter, and Members of the Committee, thank you 
for this opportunity to testify concerning the modernization of the Foreign Intelligence 
Surveillance Act of 1978 (more commonly referred to as “FISA”). We appreciate the attention 
that Congress has given to this issue and the process that has led to the thoughtful bipartisan bill 
voted out of the Intelligence Committee on October 18, 2007, The FISA Amendments Act of 
2007 (S. 2248). 

Introduction 

As you arc aware, the Government’s foreign intelligence surveillance activities are a vital 
part of its efforts to keep the nation safe from international terrorists and other threats to the 
national security. These surveillance activities provide critical information regarding the plans 
and identities of terrorists w ho conspire to kill Americans at home and abroad, and they allow us 
to glimpse inside terrorist organizations and obtain information about how those groups function 
and receive support — information that is key to tracking these organizations and disrupting their 
operations. In addition, our surveillance activities allow us to collect intelligence on the 
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intentions and capabilities of other foreign adversaries who pose a threat to the United States. 

Prior to the passage of the Protect America Act of 2007 (PAA) in August, the difficulties 
we faced with FlSA’s outdated provisions — i.e., the extension of FlSA’s requirements to 
surveillance targeting foreign intelligence targets overseas — substantially impeded the 
Intelligence Community’s ability to collect effectively the foreign intelligence information 
necessary to protect the Nation. In April of this year, the Director of National Intelligence (DNI) 
submitted to Congress a comprehensive proposal to modernize the statute. The DNI, the 
Director of the National Security Agency (NSA), the general counsels ofODNI and NSA, and I 
testified before the Senate Select Committee on Intelligence regarding that proposal in May. 

Recognizing the need to address this issue. Congress passed the Protect America Act, and 
the President signed the Act on August 5, 2007. The authorities you provided in the Protect 
America Act have allowed our intelligence agencies to collect vital foreign intelligence 
information, and the Act already has made the Nation safer by enabling the Intelligence 
Community to close gaps in our foreign intelligence collection. That Act, however, will expire 
in three months. To ensure that the Intelligence Community can obtain the information it needs 
to keep the Nation safe, the Administration strongly supports the reauthorization of the core 
authorities provided by the Protect America Act. 

In addition, we urge Congress to enact the other important reforms to FISA contained in 
the proposal the Administration submitted to Congress in April; in particular, it is imperative that 
Congress provide liability protection to companies that are alleged to have assisted the nation in 
the conduct of intelligence activities in the wake of the September 1 T'' attacks. By permanently 
modernizing and streamlining FISA, we can improve our efforts to gather intelligence on those 
who seek to harm us, and do so in a manner that protects the civil liberties of Americans. 
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We value the opportunity to work closely with Congress on these important issues. Since 
the passage of the Protect America Act, Congress has held numerous hearings on the 
implications of that Act, the scope of the authorities granted by that Act, and other issues related 
to FISA modernization, and various officials from the Executive Branch have testified repeatedly 
on the need to reauthorize the Act. Since September, I have testified on this issue before the 
Senate Intelligence Committee, the House Permanent Select Committee on Intelligence, and the 
House Judiciary Committee. Officials of the Executive Branch also have participated in 
numerous other meetings with Members and staff on this important topic. 

In the Senate, this valuable process has culminated in the strong bipartisan bill referred to 
this Committee, S. 2248, and we applaud Congress for its initiative on this issue and its 
willingness to consult with us as it moves forward on FISA modernization. I am happy to be 
here today to continue the public discussion on this topic, and I look forward to working with 
this Committee as it considers S. 2248. 

We still are reviewing S. 2248. which was voted out of committee on a bipartisan 1 3-2 
vote two weeks ago, but we believe it is a balanced bill that includes many sound provisions that 
would allow our Intelligence Community to continue obtaining the information it needs to 
protect the nation. We therefore are optimistic that S. 2248 will lead to a bill the President can 
sign. We do, however, have concerns with certain provisions in S. 2248 and we look forward to 
working with this Committee and Congress to address those concerns and achieve lasting FISA 
reform. 

In my testimony today, I will briefly summarize the primary reasons that FISA needs to 
be modernized, and I will explain how we have implemented the Protect America Act. I also 
will discuss our views on certain provisions ofThe FISA Amendments Act of 2007 (S. 2248) 
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and explain why that bill is superior to H.R. 3773. While we appreciate the work of the House of 
Representatives in holding hearings and considering the challenges posed by the outdated 
provisions of FISA, H.R. 3773 is problematic in several respects, and if that bill is presented to 
the President in its current form, his senior advisers and the DNI will recommend that he veto it. 

The Need for Permanent FISA Modernization 
To understand why FISA needs to be modernized, it is important to understand some of 
the historical background regarding the statute. Congress enacted FISA in 1978 for the purpose 
of establishing a “statutory procedure authorizing the use of electronic surveillance in the United 
States for foreign intelligence purposes.” H.R. Rep. No. 95-1283, pt. 1, at 22 (1978). The law 
authorized the Attorney General to make an application to a newly established court — the 
Foreign Intelligence Surveillance Court (or “FISA Court”) — seeking a court order approving the 
use of “electronic surveillance” against foreign powers or their agents. 

FISA established a regime ofjudicial review for foreign intelligence surveillance 
activities — but not for aU such activities; only for certain of those that most substantially 
implicated the privacy interests of people in the United States. Congress designed a judicial 
review process that would apply primarily to surveillance activities within the United States — 
where privacy interests are the most pronounced — and n^ to overseas surveillance against 
foreign intelligence targets — where cognizable privacy interests are minimal or non-existent. 

The intent of Congress generally to exclude these intelligence activities from FISA’s reach is 
expressed clearly in the House Permanent Select Committee on Intelligence’s report, which 
explained: “[t]he committee has explored the feasibility of broadening this legislation to apply 
overseas, but has concluded that certain problems and unique characteristics involved in overseas 
surveillance preclude the simple extension of this bill to overseas surveillances.” Id. at 27. 
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As a result of changes in telecommunications technology since 1978, however, the scope 
of activities covered by FISA expanded — without any conscious choice by Congress — to cover a 
wide range of intelligence activities that Congress intended to exclude from FISA in 1978, This 
unintended expansion of FlSA’s scope hampered our intelligence capabilities and caused us to 
expend resources on obtaining court approval to conduct intelligence activities directed at 
foreign persons overseas. Prior to the passage of the Protect America Act of 2007, the 
Government often needed to obtain a court order before intelligence collection could begin 
against a target located overseas. Thus, considerable resources of the Executive Branch and the 
FISA Court were being expended on obtaining court orders to monitor the communications of 
terrorist suspects and other national security threats abroad. This effectively was granting 
constitutional protections to these foreign terrorist suspects, who frequently are communicating 
with other persons outside the United States. 

In certain cases, this requirement of obtaining a court order slowed, and in some cases 
may have blocked, the Government’s efforts to conduct surveillance of communications that 
were potentially vital to the national security. This expansion of FlSA’s reach also necessarily 
diverted resources that would have been better spent on protecting the privacy interests of United 
States persons here in the United States. 

The Protect America Act of 2007 

To address this and other problems and deficiencies in the FISA statute, the 
Administration submitted its FISA modernization proposal to Congress this April. Although 
Congress has yet to conclude its consideration of the Administration’s proposal, you took a 
significant step in the right direction by passing the Protect America Act in August. By updating 
the definition of “electronic surveillance” to exclude surveillance directed at persons reasonably 
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believed to be outside the United States, the Protect America Act amended FISA to exclude from 
its scope those acquisitions directed at foreign intelligence targets located in foreign countries. 
This law has temporarily restored FISA to its original, core purpose of protecting the rights and 
liberties of people in the United States, and the Act allows the Government to collect the foreign 
intelligence information necessary to protect our nation. The passage of the Protect America Act 
represented the right policy solution — allowing our intelligence agencies to surveil foreign 
intelligence targets located outside the United States without prior court approval — and one that 
is consistent with our Constitution. 

(I) Our Use of this New Authority 

Our experience since the passage of the Protect America Act has demonstrated the 
critical need to reauthorize the Act’s core authorities and we urge Congress to make those 
provisions permanent. Prior to the passage of the Act, the Director of National Intelligence 
testified that the Intelligence Community was unable to obtain the foreign intelligence 
information, including information from terrorist communications, that it needed to collect in a 
timely manner in order to protect Americans from national security threats. 

The authority provided by the Protect America Act has allowed us temporarily to close 
intelligence gaps that were caused by FISA’s outdated provisions. 1 understand that since the 
passage of the Act, the Intelligence Community has collected critical intelligence important to 
preventing terrorist actions and enhancing our national security. The Intelligence Community 
needs to be able to continue to effectively obtain information of this nature if we are to stay a 
step ahead of terrorists who want to attack the United States, and Congress should make the core 
provisions of the Protect America Act permanent. 
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(2) Oversight of the PAA Authority 


As we explained in a letter we sent the leadership of this Committee on September 5, 
2007, we have already established a strong regime of oversight for this authority and have begun 
our oversight activities. This oversight includes: 

• regular reviews by the internal compliance office and other oversight organizations, 
e.g.. Office of Inspector General and Office of General Counsel, of any agency that 
exercises authority given it under new section 105B of FISA; 

• a review by the Department of Justice and ODNI, within fourteen days of the 
initiation of collection under this new authority, of an agency’s use of the authority to 
assess compliance with the Act, including with the procedures by which the agency 
determines that the acquisition of foreign intelligence information concerns persons 
reasonably believed to be located outside the United States and with the applicable 
minimization procedures; and, 

• subsequent reviews by the Department and ODNI at least once every 30 days. 

The Department’s compliance reviews are conducted by attorneys of the National 

Security Division with experience in undertaking reviews of the use of FISA and other national 
security authorities, in consultation with the Department’s Privacy and Civil Liberties Office, as 
appropriate, and ODNI’s Civil Liberties Protection Office. Moreover, agencies using this 
authority are under an ongoing obligation to report promptly to the Department and to ODNI 
incidents of noncompliance by its personnel. 

(3) Congressional Reporting About Our Use of the PAA Authority 

We also are reporting to Congress about our implementation and use of this new 
authority in a manner that goes well beyond the reporting required by the Act. The Act provides 
that the Attorney General shall report on acquisitions under section 105B on a semiannual basis 
to the Select Committee on Intelligence of the Senate, the Permanent Select Committee on 
Intelligence of the House of Representatives, and the Committee on the Judiciary of the Senate 
and of the House of Representatives. This report must include incidents of non-compliance with 
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the procedures used to determine whether a person is reasonably believed to be located outside 
the United States, non-compliance by a recipient of a directive, and the number of certifications 
issued during the reporting period. 

Because we appreciate the need for regular and comprehensive reporting during the 
debate of renewal of this authority, we are committing to substantial reporting beyond that 
required by the statute. As we explained in our September 5, 2007, letter, we will provide the 
following reports and briefings to Congress over the course of the six-month renewal period; 

• we will make ourselves available to brief you and properly cleared staff on the results 
of our first compliance review and after each subsequent review; 

• we will make available to you copies of the written reports of those reviews, with 
redactions as necessary to protect critical intelligence sources and methods; 

• we wilt give you update briefings every month on the results of further compliance 
reviews and generally on our use of the authority under section 105B; and, 

• because of the exceptional importance of making the new authority permanent and of 
enacting the remainder of the Administration’s proposal to modernize FISA, the 
Department will make appropriately redacted documents (accommodating the 
Intelligence Community’s need to protect critical intelligence sources and methods) 
concerning implementation of this new authority available, not only to the 
Intelligence committees, but also to members of the Judiciary committees and to their 
staff with the necessary clearances. 

We already have provided the Committee with documents related to our implementation 
of this new authority and have briefed appropriately cleared Committee staff members on PAA 
implementation issues. We also have completed several compliance reviews and are prepared to 
brief you on those reviews whenever it is convenient for you. Agencies employing this authority 
also continue to conduct on-site briefings, where Members and appropriately cleared staff have 
the opportunity to see how the Act has been implemented and to ask questions of those in the 
front lines of using this authority. 

1 am confident that this regime of oversight and congressional reporting will demonstrate 
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that we are effectively using this new authority to defend our country while assiduously 
protecting the civil liberties and privacy interests of Americans. 

S. 2248: The FISA Amendments Act of 2007 

As you know, the Senate Select Committee on Intelligence voted a bill out of committee 
two weeks ago with strong bipartisan support, and we are continuing to review that bill — ^The 
FISA Amendments Act of 2007 (S. 2248), We believe the bill is generally a strong piece of 
legislation, and that it includes a number of important revisions to FISA. 

(1) Core Collection Authority 

First, like the PAA, S. 2248 would allow our intelligence professionals to collect foreign 
intelligence against targets located outside the United States without obtaining prior court 
approval. This represents the same fundamental policy judgment underlying the Protect America 
Act — that our intelligence agencies should be able to collect foreign intelligence on targets 
located outside the United States without prior court approval. It has been clear throughout this 
process that there is a general consensus that the Government should not be required to obtain a 
court order to acquire foreign intelligence on targets located abroad, and we strongly support 
reauthorization of the authority to collect intelligence on targets located outside the United States 
without prior court approval. 

(2) Retroactive Immunity 

Second, section 202 of S. 2248 would afford retroactive immunity from private lawsuits 
for those companies alleged to have assisted the Government in the aftermath of the September 
1 1'*" attacks. Electronic communication service providers (“providers”) have faced numerous 
lawsuits as a result of their alleged activities in support of the Government’s efforts to prevent 
another terrorist attack. It is imperative that this provision be retained in this bill. 
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We believe that this is a just result. Any company that assisted the Government in 
defending our national security deserves our gratitude, not an avalanche of lawsuits. As the 
Senate Intelligence Committee noted in its report, the pending suits “seek hundreds of billions of 
dollars in damages from electronic communication service providers.” S. Rep. No. 1 10-209, at 8 
(2007) (hereinafter “Sen. Rep.”). Under the proposal, a judge would dismiss a suit only if one of 
two circumstances is met: (I) the alleged assistance was not provided; or (2) the alleged 
assistance was in connection with an intelligence activity involving communications that was 
authorized by the President during the period beginning on September 1 1 , 2001 , and ending on 
January 17, 2007; was designed to detect or prevent a terrorist attack, or activities in preparation 
for a terrorist attack, against the United States; and was described in a written request or directive 
from the Attorney General or the head of an element of the intelligence community (or the 
deputy of such person) to the electronic communication service provider indicating that the 
activity was authorized by the President and determined to be lawful. S. 2248, § 202. 

After reviewing the relevant documents, and without identifying either the specific 
companies or the activities for which the companies provided assistance, the Intelligence 
Committee concluded that the providers had acted in response to written requests or directives 
stating that the activities had been authorized by the President and had been determined to be 
lawful. Sen. Rep. at 10. Because the committee “concluded that the providers . . . had a good 
faith basis for responding to the requests for assistance they received,” id. at 1 1, the committee 
concluded that the providers “should be entitled to protection from civil suit.” Id. The 
committee’s considered judgment reflects a principle in the common law that private citizens 
who respond, in good faith, to a request for assistance by public officials should not be held 
liable for their actions. 
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In addition to being the just outcome, providing this litigation protection is important to 

the national security. Companies in the future may be less willing to assist the Government if 

they face litigation each time they are alleged to have provided assistance. As the Intelligence 

Committee noted in its report, “electronic communication service providers play an Important 

role in assisting intelligence officials in national security activities. Indeed, the intelligence 

community cannot obtain the intelligence it needs without assistance from these companies.” Id. 

Because of the need for such cooperation in the future and the extent of the lawsuits that have 

been filed, that committee concluded that retroactive immunity was a necessity. 

Given the scope of the civil damages suits, and the current spotlight associated 
with providing any assistance to the intelligence community, the Committee was 
concerned that, without retroactive immunity, the private sector might be 
unwilling to cooperate with lawful Government requests in the future without 
unnecessary court involvement and protracted litigation. The possible reduction 
in intelligence that might result from this delay is simply unacceptable for the 
safety of our Nation. 

Id (emphasis added). We are encouraged by that committee’s recognition that retroactive 

immunity is necessary to ensure timely cooperation from providers. 

Further, allowing continued litigation also risks the disclosure of highly classified 

information regarding intelligence sources and methods. The Intelligence Committee recognized 

in its report that this information should not be disclosed publicly. 

[T]he identities of persons or entities who provide assistance to the U.S. 

Government are protected as vital sources and methods of intelligence, ... It 
would inappropriate to disclose the names of the electronic communication 
service providers from which assistance was sought, the activities in which the 
Government was engaged or in which providers assisted, or the details regarding 
any such assistance. 

Sen. Rep. at 10. Our adversaries can be expected to use such information to their benefit, and we 
should not allow them to benefit from this needless litigation. The prevention of such 
disclosures also is important to the security of the facilities and personnel of relevant electronic 
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communication service providers. The retroactive immunity provision in S. 2248 would ensure 
that cases against private entities falling within its terms will be dismissed and would help 
prevent the disclosure of highly classified information. 

The Intelligence Committee’s decision to provide retroactive immunity to electronic 
communication service providers also reflects a recognition that indemnification — whereby the 
Government would be responsible for any damages awarded against the providers — is not a 
workable response to the extensive litigation these companies face. First, even if they receive 
indemnification, the relevant companies would still face the burden of litigation. After all, they 
would still be parties to the lawsuits, and all of the potential litigation burdens would still fall on 
them as parties. Second, even if they would no longer face the possibility of an award of 
damages, the relevant companies could suffer damage to their business reputations and stock 
prices as a result of such litigation. Finally, as discussed above, allowing these cases to continue 
risks the further disclosure of highly classified information regarding intelligence sources and 
methods. 

Similarly, substitution — whereby the Government would litigate in place of the 
electronic communication service providers — is not a workable solution. Although the providers 
would no longer be parties to the litigation, in order to prove their claims, the plaintiffs in these 
cases will certainly continue to seek discovery (through document requests, depositions, and 
similar means) from the providers. Thus, like indemnification, substitution would still place a 
burden of discovery on the companies, ri.sk damaging their business reputations and stock prices, 
and risk the disclosure of highly classified information. Moreover, both indemnification and 
substitution could result in a tremendous waste of taxpayer resources on these lawsuits. 
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The Intelligence Committee’s decision to include retroactive immunity in the bill reflects 
a recognition that retroactive immunity is the best solution to the extensive litigation faced by the 
relevant companies. Indeed, the Committee rejected an amendment to strike Title II of the bill, 
which includes the immunity provision, on a 12-3 vote, and it is imperative that this provision be 
retained in the bill. 

(3) Other Provisions Related to Litigation 

Third, the bill contains several other beneficial provisions related to litigation and state 
investigations. Section 203 of S. 2248 provides a “procedure that can be used in the future to 
seek dismissal of a suit when a defendant either provided assistance pursuant to a lawful 
statutory requirement, or did not provide assistance.” Sen. Rep. at 12. As the Intelligence 
Committee noted, where a defendant has provided assistance to the Government pursuant to a 
lawful statutory requirement, but it would harm the national security for the request or assistance 
to be disclosed, such a procedure is a logical and expeditious way to achieve dismissal of such 
cases in the future. Id. In addition, section 204 of the bill would preempt state investigations or 
required disclosures of information — another important step in protecting highly classified 
information regarding classified sources and methods. 

(4) Streamlining Provisions 

Finally, sections 104 through 108 of S. 2248 would streamline the FISA application 
process in several positive ways. While FISA should require the Government, when applying for 
a FISA Court order, to provide information necessary to establish probable cause and other 
essential FISA requirements, FISA today requires the Government to provide information that is 
not necessary to these objectives. Among other things, the relevant sections of S. 2248 would 
eliminate unnecessary paperwork, while ensuring that the FISA Court has the information it 
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needs to process applications. As the Intelligence Committee stated in its report, these changes 
generally “are intended to increase the efficiency of the FISA process without depriving the 
Foreign Intelligence Surveillance Court of the information it needs to make findings required 
under FISA.” Sen. Rep. at 21. 

Those sections also would make other improvements to FISA, such as increasing the time 
the Government has to file an application for a court order after authorizing emergency 
surveillance. Currently the Executive Branch has 72 hours to obtain court approval after 
emergency surveillance is initially authorized by the Attorney General. S. 2248 would extend 
the emergency period to seven days. This change will help ensure that the Executive Branch has 
sufficient time in an emergency situation to accurately prepare an application, obtain the required 
approvals of senior officials, apply for a court order, and satisfy the court that the application 
should be granted. While we are encouraged by the progress that has been made on 
reauthorization of the Protect America Act authorities, we still have concerns with certain 
provisions of S. 2248. 

(5) United States Persons Located Outside the United States 

First, we strongly oppose proposed subsection 703(c) of that bill, which would introduce 
a new role for the FISA Court with respect to collecting intelligence from United States persons 
located outside the United States. 

It is unwise to extend this new role to the FISA Court. Traditionally, surveillance of 
United States persons overseas has been regulated by a time-tested Executive Branch process 
under Executive Order 12333. That executive order requires the Attorney General to make an 
individualized probable cause determination before the Government may conduct foreign 
intelligence surveillance on a United States person overseas. Prior to authorizing the use of such 
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techniques, the Attorney General must determine that there is probable cause to believe that the 
United States person being targeted is a “foreign power” or “agent of a foreign power.” These 
procedures, which have successfully balanced Americans’ privacy interests with the national 
security for over 25 years, were unchanged by the Protect America Act. 

It would be a significant departure to extend the role of the FISA Court and require the 
Government to obtain the approval of the court to collect foreign intelligence regarding United 
States persons overseas. The Government is not required to obtain a warrant to collect evidence 
outside the United States when its purpose is to build a criminal case — where the expected end of 
the investigative process is often the criminal prosecution of that United States person. It makes 
little sense to create a court approval requirement in the context of foreign intelligence 
collection — when the objective is the defen.se of our national security and operational flexibility 
and speed are critical to achieve that objective. Congress did not create this role for the FISA 
Court when it enacted FISA in 1978, and it should not extend the court’s role in that regard in 
this legislation. 

Subsection 703(c) of S. 2248, which would require the Attorney General to submit an 
application to the FISA Court to conduct an acquisition targeting a United States person overseas 
and to obtain a court order approving the acquisition prior to initiating it, also could have 
unintended consequences. First, unlike the current provisions of FISA governing electronic 
surveillance and physical searches, subsection 703(c) does not allow acquisitions regarding 
United States persons overseas to begin before obtaining court approval in emergency situations. 
Without an emergency provision, this subsection could impede operations and would result in 
the anomalous situation that it would be more difficult to surveil a United States person outside 
the country than inside the country. Second, extending this new role to the FISA Court and 
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requiring the court to approve acquisitions abroad could cause that court to feel compelled to 
analyze questions of foreign law as they relate to acquisitions under subsection 703(c), which 
could significantly complicate these types of collections and inject unpredictability into the 
process. We look forward to working with the Congress on this subsection as it considers 
S. 2248. 

6. Sunset Provision 

We also are opposed to the sunset provision in S. 2248 (section 101(c)), which would 
cause important provisions of the bill to sunset on December 31, 2013. In certain circumstances, 
a sunset provision may make sense. Where Congress enacts significant changes to existing legal 
authorities without the opportunity for sufficient deliberation or fact-finding, a sunset provision 
can afford Congress the chance to evaluate the effect of certain legislation. For example, the 
PATRIOT Act, which was enacted very quickly after the September 1 1*’’ attacks, included sunset 
provisions and we recognize why Congress chose to include sunset provisions in that legislation. 
We also understand why Congress chose to include a sunset provision in the Protect America 
Act, which was similarly passed in response to a compelling and immediate need. 

In contrast, a sunset provision should not be included in S. 2248, which would 
reauthorize the core authorities Congress included in the Protect America Act. There has been 
extensive public discussion and consideration of FISA modernization and the Protect America 
Act, both before and after passage of that Act in August. There is now a lengthy factual record 
on the need for FISA modernization, the implementation of the Protect America Act, the 
implications of the core authorities under the Act, and the appropriate level of Congressional 
oversight of this authority. Executive Branch officials have testified at numerous hearings over 
the last two years and conducted countless briefings for Members and staff on the need for FISA 
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modernization and the implementation of the Protect America Act. In addition, the Executive 
Branch has provided Congress with extensive information regarding the implementation of the 
Act — information that went well beyond that required by the statute. This has provided a track 
record of our implementation of the Protect America Act authority and has afforded Congress the 
opportunity to study this issue extensively. As the Intelligence Committee explained, S. 2248 
reflects the culmination of a long process of hearings, classified briefings, and the review of 
relevant documents. S. Rep. at 2-3. Given the extensive factual record and public debate on 
these issues, the sunset provision in S. 2248 is not necessary. 

We oppose the sunset provision because it introduces a significant level of uncertainty to 
the rules employed by our intelligence professionals and followed by our private partners. It is 
inefficient and unworkable for agencies to develop new processes and procedures and train their 
employees, only to have the law change within a period of several years. The Intelligence 
Community operates much more effectively when the rules governing our intelligence 
professionals’ ability to track our enemies are established and are not in a persistent state of 
doubt. 

7. Reporting and Oversight Provisions 

We are continuing to analyze the increased reporting and oversight requirements in 
S. 2248 to determine whether they strike a workable balance between Congress’s need for 
information concerning intelligence activities and the dedication of resources necessary to meet 
those reporting requirements. We value Congressional oversight of the Protect America Act 
authorities and we understand that oversight is necessary to demonstrate publicly that we are 
employing the authorities responsibly, as was made clear by our decision to exceed substantially 
the Congressional reporting requirements under the Act. 
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We are, however, troubled by certain provisions of S. 2248, which may pose significant 
burdens on our intelligence agencies. For example, subsection 703(1) requires, among other 
things, an annual review to determine “the number of persons located in the United States whose 
communications were reviewed.” S. 2248, § 703(1). Given the fragmentary nature of foreign 
intelligence collection and the limited amount of information available concerning any specific 
intercepted communication, 1 am informed that it would likely be impossible for intelligence 
agencies to comply with this requirement. 

H.R. 3773 

in contrast to S. 2248, the legislation introduced in the House of Representatives — H.R. 
3773 — falls short of providing the Intelligence Community with the tools it needs to collect 
foreign intelligence effectively from individuals located outside the United States. While we 
appreciate the efforts of the House to introduce a bill on this topic, we believe H.R. 3773 would 
be a step backward for national security. As the Administration has stated, if H.R. 3773 is 
presented in its current form to the President, the Director of National Intelligence and the 
President’s other senior advisers will recommend that he veto the bill. 

H.R. 3773 is deficient in several respects. First, it would limit the type of foreign 
intelligence information that could be acquired under its authority. Since 1978, FISA has 
provided for the collection of foreign intelligence information, and there is no reason to place 
complex restrictions on the types of intelligence that can be collected from persons outside the 
United States under this authority. This limitation would serve only to require intelligence 
analysts to spend valuable time and resources in distinguishing between types of foreign 
intelligence information being collected. 
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Second, H.R, 3773 does not provide retroactive liability protection to electronic 
communication service providers or federal preemption of state investigations. As discussed 
above and recognized by the Senate Intelligence Committee in its report, those companies 
alleged to have assisted the Government in the aftermath of September 1 1"' should not face 
litigation over those matters. Such litigation risks the disclosure of highly classified information 
and could lead to reduced intelligence collection capabilities in the future by discouraging 
companies from cooperating with the Government. 

Third, in contrast to the Protect America Act and S. 2248, H.R. 3773 would require prior 
court approval for acquisitions of foreign intelligence information on targets located overseas 
absent an emergency. This is a significant increase in the role of the FISA Court with respect to 
the authorities provided by the Act and it could impede the collection of necessary foreign 
intelligence information. In addition, these provisions would not provide any meaningful 
increase in the protection of the privacy interests of Americans in the United States. H.R. 3773 
also fails explicitly to provide for continued intelligence collection while the Government 
appeals an order of the FISA Court. 

Finally, H.R. 3773 would sunset in a little over two years. As discussed above, 
intelligence agencies need certainty and permanence in the rules they employ for intelligence 
collection and we oppose any sunset provision. We are strongly opposed to the extremely short 
sunset provision in H.R. 3773. 

While we look forward to working with Congress towards the passage of a permanent 
FISA modernization bill that would strengthen the Nation’s intelligence capabilities while 
respecting the constitutional rights of Americans, we cannot support H.R. 3773 in its current 
form. 
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Conclusion 

The Protect America Act has been critical to our efforts to gather the foreign intelligence 
information necessary to protect the Nation, and it is crucial that its core aspects be made 
permanent. In addition to making the core provisions of the Protect America Act permanent. 
Congress should reform FISA in accordance with the other provisions in the proposal that the 
Administration submitted to the Congress in April. It is especially imperative that Congress 
provide liability protection to companies that are alleged to have assisted the nation in the 
conduct of intelligence activities in the wake of the September 1 1 attacks. These changes would 
permanently restore FISA to its original focus on the protection of the privacy interests of 
Americans, improve our intelligence capabilities, and ensure that scarce Executive Branch and 
judicial resources are devoted to the oversight of intelligence activities that most clearly 
implicate the interests of Americans. We are encouraged by the progress that has been made on 
this issue, particularly with respect to many of the provisions in S. 2248, and we look forward to 
working with Congress and this Committee as it considers S. 2248. 

Thank you for the opportunity to appear before you and testify in support of the 
Administration’s proposal. 1 look forward to answering your questions. 
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Surveillance Sanity 

By BENJAMIN CIVILETTI, DICK THORNBURGH and WILLIAM WEBSTER 
October 31, 2007; Page A2I 

Following the terrorist attacks of Sept. 1 1, 2001, President Bush authorized the National Security 
Agency to target al Qaeda communications into and out of the country, Mr. Bush concluded that 
this was essential for protecting the country, that using the Foreign Intelligence Surveillance Act 
would not permit the necessary speed and agility, and that he had the constitutional power to 
authorize such surveillance without court orders to defend the country. 

Since the program became public in 2006, Congress has been asserting appropriate oversight. 
Few of those who learned the details of the program have criticized its necessity. Instead, critics 
argued that if the president found FISA inadequate, he should have gone to Congress and gotten 
the changes necessary to allow the program to proceed under court orders. That process is now 
underway. The administration has brought the program under FISA, and the Senate Intelligence 
Committee recently reported out a bill with a strong bipartisan majority of 1 3-2, that would make 
the changes to FISA needed for the program to continue. This bill is now being considered by the 
Senate Judiciary Committee. 

Public disclosure of the NSA program also brought a flood of class-action lawsuits seeking to 
impose massive liability on phone companies for allegedly answering the government's call for 
help. The Intelligence Committee has reviewed the program and has concluded that the 
companies deserve targeted protection from these suits. The protection would extend only to 
activities undertaken after 9/1 1 until the beginning of 2007, authorized by the president to defend 
the country from further terrorist attack, and pursuant to written assurances from the government 
that the activities were both authorized by the president and legal. 

We agree with the committee. Dragging phone companies through protracted litigation would 
not only be unfair, but it would deter other companies and private citizens from responding in 
terrorist emergencies whenever there may be uncertainty or legal risk. 

The government alone cannot protect us from the threats we face today. We must have the help 
of all our citizens. There will be times when the lives of thousands of Americans will depend on 
whether corporations such as airlines or banks are willing to lend assistance. If we do not treat 
companies fairly when they respond to assurances from the highest levels of the government that 
their help is legal and essential for saving lives, then we will be radically reducing our society's 
capacity to defend itself. 

This concern is particularly acute for our nation's telecommunications companies. America's 
front line of defense against terrorist attack is communications intelligence. When Americans put 
their loved ones on planes, send their children to school, or ride through tunnels and over 
bridges, they are counting on the "early warning" system of communications intelligence for 
their safety. Communications technology has become so complex that our country needs the 
voluntary cooperation of the companies. Without it, our intelligence efforts will be gravely 
damaged. 
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Whether the government has acted properly is a different question from whether a private person 
has acted properly in responding to the government's call for help. From its earliest days, the 
common law recognized that when a public official calls on a citizen to help protect the 
community in an emergency, the person has a duty to help and should be immune from being 
hauled into court unless it was clear beyond doubt that the public official was acting illegally. 
Because a private person cannot have all the information necessary to assess the propriety of the 
government's actions, he must be able to rely on official assurances about need and legality. 
Immunity is designed to avoid the burden of protracted litigation, because the prospect of such 
litigation itself is enough to deter citizens from providing critically needed assistance. 

As the Intelligence Committee found, the companies clearly acted in "good faith." The situation 
is one in which immunity has traditionally been applied, and thus protection from this litigation 
is justified. 

First, the circumstances clearly showed that there was a bona fide threat to "national security." 
We had suffered the most devastating attacks in our history, and Congress had declared the 
attacks "continue to pose an unusual and extraordinary threat" to the country. It would have been 
entirely reasonable for the companies to credit government representations that the nation faced 
grave and immediate threat and that their help was needed to protect American lives. 

Second, the bill's protections only apply if assistance was given in response to the president's 
personal authorization, communicated in writing along with assurances of legality. That is more 
than is required by FISA, which contains a safe-harbor authorizing assistance based solely on a 
certification by the attorney general, his designee, or a host of more junior law enforcement 
officials that no warrant is required. 

Third, the ultimate legal issue — whether the president was acting within his constitutional 
powers - is not the kind of question a private party can definitively determine. The companies 
were not in a position to say that the government was definitely wrong. 

Prior to FISA's 1978 enactment, numerous federal courts took it for granted that the president 
has constitutional power to conduct warrantless surveillance to protect the nation's security. In 
2002, the FISA Court of Review, while not dealing directly with the NSA program, stated that 
FISA could not limit the president's constitutional powers. Given this, it cannot be said that the 
companies acted in bad faith in relying on the government's assurances of legality. 

For hundreds of years our legal system has operated under the premise that, in a public 
emergency, we want private citizens to respond to the government's call for help unless the 
citizen knows for sure that the government is acting illegally. If Congress does not act now, it 
would be basically saying that private citizens should only help when they are absolutely certain 
that all the government's actions arc legal. Given the threats we face in today's world, this would 
be a perilous policy. 

Mr. Civiletti was U.S. attorney general under President Jimmy Carter, Mr. Thornburgh was 
U.S. attorney general under President George H. fV. Bush and Judge Webster is former 
director of the CIA and former director of the FBI. 
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